Students are to answer 1 of the 2 cases presented. See below for essay length and
formatting requirements. The included article gives relevant background information.
Students can use any resource given in class or found online. Online resources should be
evidence-based on peer-reviewed sources.

Case 1: Shared Mental Models in a Human—Al Security Operations Centre

A national cyber security operations centre (SOC) has deployed an Al-based decision support
system that correlates logs, prioritises alerts, and recommends response actions in major
incidents. After several serious attacks, reviews show that analysts, incident managers, and
the Al system often operate with incompatible understandings of what is happening, what the
priorities are, and who should do what. Some analysts treat the AI’s risk scores as final
decisions, others largely ignore them; incident commanders complain that they cannot see
“what the Al thinks is going on”, while the Al frequently recommends actions that do not
match existing playbooks or the commander’s intentions. Debriefs repeatedly reveal
automation surprises, conflicting interpretations of the same data, and confusion about goals,
roles, and plans. Management believes that the core problem is not only trust in automation,
but misaligned shared mental models and shared situation awareness within the human—AlI
team.

Drawing on the attached journal article on situation awareness and shared mental models in
human—AlI systems, analyse the SOC’s breakdowns, explain how gaps in individual and team
situation awareness contribute to these problems, and show how more aligned shared mental
models could improve performance. Propose and justify concrete changes to interface design,
team roles and procedures, and training or exercises that could help the human analysts and
the Al system develop, maintain, and update shared mental models during dynamic incidents.
Critically evaluate the likely benefits and limitations of your proposal, including possible
unintended consequences and outline how you would empirically assess whether shared
situation awareness and team performance have actually improved.

Endsley, M. R. (2023). Supporting Human-AlI Teams: Transparency, explainability, and
situation awareness. Computers in Human Behavior, 140, 107574.



Case 2:

Exam Task: Organisational Culture, Mental Health, and Insider Threats in a
Technology Firm

A technology company providing cloud services has experienced several near-miss security
incidents involving privileged employees. In one case, a system administrator copied large
amounts of production data to a personal device shortly before resigning. An internal
investigation found no malicious intent but revealed high levels of stress, burnout, and
perceived injustice among technical staff. Employee surveys show low psychological safety,
weak leadership support for mental health, and a belief that “security is mostly about tools,
not people.” At the same time, the security team has started to view dissatisfied employees
primarily as potential insider threats, which has damaged trust even further.

The board has concluded that the organisation’s culture and leadership practices may be
increasing both psychosocial risk and security risk. You are brought in as an external
consultant to design a comprehensive, human-centred insider threat mitigation strategy that
does not rely solely on surveillance or technical controls.

Your task is to propose an integrated programme that addresses organisational culture,
leadership behaviour, mental health, and security practices as interconnected elements. Use
relevant theories and empirical research on insider threats, occupational stress and burnout,
organisational justice, and safety/security climate. Outline concrete interventions at the
individual, team, and organisational levels and critically evaluate ethical tensions between
privacy and monitoring, and explain how you would assess the effectiveness and potential
unintended effects of your proposed programme over time.

Khan, N., J. Houghton, R., & Sharples, S. (2022). Understanding factors that influence
unintentional insider threat: a framework to counteract unintentional risks. Cognition,
Technology & Work, 24(3), 393-421.



Formatting of Essay

The essay can be 3000 + 10% words in main body (abstract and references do not count) in
12-point Times New Roman font. Your essay should be typed and double-spaced on
standard-sized paper (A4) with 1" margins (standard in Word Document) on all sides. Include a
page header (also known as the “running head”) at the top of every page. The running head is a
shortened version of your paper's title and cannot exceed 50 characters including spacing and
punctuation. Not meeting this requirement can result in a lower grade. Word count does not
include pictures with no text. Tables will count towards the final word count. If pictures are used
for tables, they will count as 500 words. The essay shall have a title page with Title and word
count listed, abstract, main body, and references. This essay is an academic text.

See https://taltech.ee/en/formatting-guidelines for more information

For this essay, APA 7" is to be used (see:
https://apastyle.apa.org/style-grammar-guidelines/references/examples )

Other resources for APA 7w (I personally use this one):

https://owl.purdue.edu/owl/research_and_citation/apa_style/apa_style_introduction.htm
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Grading

See https://taltech.ee/en/grading-system for Taltech Grading policy

§ 14. Assessment of academic performance

(1) The methods and criteria of assessment defined in syllabus shall be available to
students before the commencement of studies and they must not be changed during a
semester. The assessment methods define the manner of attesting the acquisition of
knowledge and skills (e.g. an oral or written examination, pass/fail assessment, an
essay, a report, group work, a questionnaire). If various methods are used for the
assessment of learning outcomes, their relevant weights in determining the final grade
shall be specified in the syllabus. An assessment criterion shall specify the expected
level and scope of knowledge which can be proved by the assessment methods.

(3) In case of graded assessment, the achievement of learning outcomes is assessed based

on the following scale:

A (5) —"excellent" — outstanding and particularly profound achievement of learning
outcomes, along with creativity and consummate proficiency in applying skills and
knowledge;

B (4) —"very good" — very good achievement of learning outcomes, along with proficiency
in applying skills and knowledge in a targeted and creative manner. Some details of
knowledge and skills may exhibit errors which are neither substantive nor serious;

C (3) —"good" — good achievement of learning outcomes, along with proficiency in
applying skills and knowledge in a relevant manner. A certain imprecision and uncertainty
are apparent in the depth and detail of knowledge and skills;

D (2) —"satisfactory" — sufficient achievement of learning outcomes, along with application
of knowledge and skills in a typical manner; in atypical situations both, uncertainty as well
as lack of knowledge and skills are apparent.

E (1) —"poor" — minimum acceptable achievement of the most important learning outcomes
along with limited application of knowledge and skills in typical situations; in atypical
situations both, considerable uncertainty as well as lack of knowledge and skills are
apparent; F (0) — "failed" — achievement in knowledge and skills below the minimum
standard.
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Or govtN TG KOAOVVTOL VO EMAEEOVV KOL VO, ATTEVTI|COVV € pio 06 TIS 000 ownbiones meprrtadocels. lopakatm 0o
Ppeite Tic amartiosis o To péyedog kot T pop@eomoinen Tov doxkipiov. To dpBpo mov wapéyeTal TEPIEYEL CNUAVTIKES
TANpPoQopieg yio 10 vréfadpo Tov Bépatog. Mmopeite vo Y PNGIUOTOL|GETE 0TTOL0ONTOTE VKO €Yl 6008l 610 NGONpa
1 va avalnmioete a&lomoeTeg ANYES 6T0 S108iKTLO, pnE TNV TPoim60son 6T facilovTol 68 EMGTNNOVIKG TEKUNPLOPEVES
Kon agrohoynuéves dnuocIevoeLs.

Hepintmon 1: Kowd Nontikd Movréha og éva Kévipo Emysipficeov Acpalreiog AvOpamov—Al

"Eva eBviko kévtpo emyeiprioenv kuepvoacpdietag (SOC) €xet vioBetnoet éva oot O VTOCTHPENG
ATOPAcE®MV PACIGUEVO TNV TEYVNTH VONUOGUVN, TO 0010 cvoyetilel apyeia, Sivel TpOTEPALOTNTO OTIC
€100TOWOELG KOl TPOTEIVEL EVEPYELEC AVTILETOTIONG 6€ GoPapd TePIoTATIKA. META amd 0pkeTEG GOPapég
emBéaelc, o1 a&loAoYNOELG OElYVOUV OTL Ol AVAAVTEG, Ol SIUYELPIOTES TEPIGTATIKMV KOl TO GUGTNUO, TEXVITNG
VONUOGUVNG GLYVA AEITOVPYODV LE SIUPOPETIKES OVTIANYELS GYETIKA LE TO TL GCLUPOIVEL, TOLEG ETVOL O
TPOTEPULOTNTES Kol TOLOG TTPEMEL VO, Kavel Tt Kdmolot avaivtég Bewpovv Tig fabporoyieg kivdvvov g TN
®C TEMKEG OmOPAGELG, AALOL TIG AYVOOUV GYEOOV EVIEAMG 0L EMKEPUANG TEPIGTATIKADV TAPUTOVIOVVTAL OTL
dev umopovv va katordpouv «tt motevel 1 TN 01t cvupfaivery, evd 10 cOOTNUA GLYVA TPOTEIVEL EVEPYELEG
7oV dev Toplafovy pe To vdpyovta eyyelpida N Tig TpohEsels Tov emkepains. Ot amoAoyiouol
POVEPDVOLY GLVEYMG EKTANEELS 0Td TNV OWTOUTOTOINOT], AVTIQOTIKEG EPUNVEIES TV 1010V dedoUEVeV Kat
oVYYLON GYETIKG e 6TOYOVG, pOAOVG Kot oyédta. H droiknon motevet 6t To Pacikd tpdPfAnpa dev givat
LOVO 1 EUTIGTOGVVY] GTNV CVTOLOTOTOINOT], AL KOl 1] EAMTNG EVOVYPALLLLOT] TOV KOVOV VONTIKOV
LOVTEA®V KoL TNG GLALOYIKNG EXYVOONG KATAGTAONS OTIV opada avOpmmwv—TN.

A&0TOIOVTOG TO GCUVIUUEVO ETGTNHOVIKO GpOPO Yo TV EMIYVOOT] KATAGTOONG KOl TO KOIVO VO TIKO LOVTELD GE
GLOTHHOTO AVOPDTOVL—TEYVNTNG VONLOGUVNG, avaADoTE TIG duahertovpyieg Tov SOC, e€nynote TMOG Ta KEVA GTIV
OTOLKT] KOl OULAOIKT] EMLYVOOT) KATAGTAGNG CUUPAALOVY GE AVTA To. TPOoPANRaTa Kot dei&te TMG mo
gubuypappopéve kova vonrtikd povtéda Ba propovcav va Bektidcovy v anddoon. Ipoteivete ko tekpnprdcTe
GUYKEKPIUEVEG AALAYEC GTO GYEOLOGUO TNG SIETAPNG, GTOVG POLOVS Kot TIC dtadikaoies TG opadag, kabdg Kot oty
ekmaidevon N T aokNoels, Tov Ba fonbovoav Tovg avBpmmivovg avarvtés kKot To suotnpa TN va avortiéovv, va
S10TNPNOOVY KoL VOl ETKOPOTOLOVV KOWVA VONTIKA LOVTEAD KATE Tr) SIAPKELD SUVALIK®DV TEPICTATIKMV.
A&oloynote KpTikd to mhovd 0pEAN Kot ToVG TEPLOPIGUOVE TG TPOTAONS OOG, CUUTEPIAAUPAVOUEVOV TOOVDY
avemBOUNTOV cVVERELDV, Kl Teptypdyte Tmg Oa a&loloyoboate EUTEPIKA GV 1] GLALOYIKTY ETLYVOON
KOTAGTOONG KoL 1] ardS0om TNG OLASAG EYOVV TPAYHOTIKAE BEATIOOEL.

Endsley, M. R. (2023). YrootpiEn Opddwv AvBpomov-TN: Atapdvela, eEnynoyotnta
Kot entyvoon kotdotaonc. Computers in Human Behavior, 140, 107574.



Mepintoon 2:

E&eraotikn Epyacia: Opyavoowokn Kovitovpa, Yok Yyeia ko
Eootepikéc Anelréc oe Etapeia Teyvoroyiog

Mua gtaipeio Texvoroyiog mov Topéyel vanpeoieg cloud Npbe avTiuétOnN pe ApPKETH TEPIOTATIKG AGPAAEING TTOV
mapoiyo va eEelyBolv o€ GoPapd, pe EPTAOKN TPOVOLLODY®OV VTOAMNA®Y. e [io TEPITTMOON, SL0YEPIOTNG
GUOTNUATOV AVTEYPOYE LEYAAES TOGHTNTES TAPAYWYIKMV SESOUEVMV GE TPOGMMIKT TOV GUOKELT Alyo TPV
napartnOei. H ecmtepicn épevva dev evtomice kakOBovin npoddeon, oaddd avedei&e vynAd enineda dyyoug,
emoyyelpaTikng e€ovBévmong kot aicnong adikiog avapesa 6To TeXVIKO TPocs®mmKO. Ol OTAVINGELS TOV
epyalopévmv o€ OYETIKEG EPEVVEG PAVEPOVOLV YOUNAO aicOna youxoAoykng acpdictoc, ehmn otpién and
droiknon og BEpata Yok vYelog Kot TNV avtidnymn 6Tl «n acedAeta givor kupiog Bépa epyaieiov, oyt
avOponovy. [Tapdrinia, n opdda ac@oleiog £xel apyicel vo avTET®TILEL TOVG SVCAPESTIUEVOVG VITOAAAOVS
Kuplmg MG THOVOVG ECMTEPIKOVS KIVOHVOUG, YEYOVHS TOL £XEL S10PPDCEL OKOUN TEPIGTOTEPO TNV EUTIGTOGVVT).

To 10N TiKd GLUPOVAIO KOTEANEE GTO CUUTEPAGLLL OTL 1 ETALPLKT) KOVATOVPA KO O1 TPUKTIKEG 1YESTOS {0(G
EVIGYVOVV TOGO TOVG YLYOKOIVOVIKOVG 0G0 KoL TOVG KIvduvous acpareiog. Kaleiote, og eEmtepicdc cvpupovrog,
Vo GYEOLACETE L0 OAOKAPOUEVT KOl OVOPOTOKEVTPIKT GTPATNYIKN AVTIUETOTIONG ECOTEPIKADV OTENDV,
ATOPEVYOVTOG VO POCIOTEITE OMOKAEIGTIKA O TOPAKOAOVONON 1 TEYVIKA HETPOL.

H amoctol) cog givorl va Tpoteivete Vo OAOKANPOUEVO TPOYPOULLL TOV EVOOUATOVEL TOV OPYOVMOGLOKO
TOMTIGHO, TN GUUTEPLPOPE NYEGTAG, TV WYUYIKN VYEID KO TIG TPUKTIKEG ASPAAELNG (OG AAANAEVOETO GTOLYKE L.
A&onomote cuyypoves Dewpie Kot EpeLVNTIKG EVPNLATA GYETIKA UE ECOTEPIKES OMEINEG, EPYOUCLOKD GyYOG Kot
eEovbévmon, opyovootlokm dikatochv Kot To KA acpaieiog/mpootaciog. [Ipoteivete cuykekpipéveg
TapeUPAoELS GE ATOUIKO, OLOSIKO Kot 0pYoveotokd eminedo, a&loloynote kpttikd to noucd Stanqppata petaé&d
WBOTKOTNTOG Kot TAPUKOAoVONoNG, Kot meptypdyte TAOG O LETPNOETE TNV OTOTEAECULATIKOTNTO KO TIG TOAVES
avemBOUNTEG GUVETEIEG TOV TPOYPAUUOTOG HE TNV TAPOSO TOV YPOVOL.

Khan, N., J. Houghton, R., & Sharples, S. (2022). Katavonon tov tapayéviov mov
emnpealovy TNV 0KOLGLO EGOTEPIKT ATEN: VO TAAICIO Y10 TNV AVTIUETMMION
akovolwv Kvdovev. Cognition, Technology & Work, 24(3), 393-421.



Mopeonoinon g Epyaciog

H epyacio umopei va éxet 3000 + 10% r£€e1g 670 KLPIOG COUA TOV KEWWEVOD (1) TEPTANYT] Kot OL
Biproypapucés avapopéc dev vroroyiloviar). Epappoote ypappatooeipd Times New Roman, péyefog 12. H
gpyacio Tpémel vo givol SaKTLAOYpaNLEVT, e d1doTLyO 2, o€ YapTi Ad pe TepBdpio 1" (Tumkég pubpicetg
Word) o 6Aeg Tig Thevpés. [Ipocbiote keparida oe KAOe ceLida (YVmOT Kot ®¢ “Tpéyovoa kepaAida’). H
TPEYOVOO KEPOAOM EIVaL UG GUVTOUELHEVT] EKDOYT| TOV TITAOL TNG EPYACiag oag Kot dgv TPEMEL va, Eemepva
tovg 50 yapaxtipes, poll pe ta Keva kot ta onpeia otiéng. H pn tpnon avtdv tov odnyidv propel va
odnynoel o younAdtepn Pabporoyia. Ot gikodves ywpig kelpevo dev GuUTEPIAAUPAVOVTOL GTNV KATAPETPTION
v Aéewv. O mivakeg vmohloyilovtan 6Tov TeEMKO apBpd AéEewv. Av ¥PTCGULOTOUGETE EIKOVEG MG TIVOKES, Oa
petpave wg 500 AéEers. H epyacia npémel va meptiappdvetl oerida tithov Le Tov Titho Ko Tov aplBpnd Aélewv,
mepiAny, Kupimg cdpa Kot Biproypagio. H epyacio avt) anotehel axadnpoikod Keipevo.

Agite httQS://talte(:h.QE/en/formatting-guidelines Y10, TEPIGOOTEPES TANPOPOPiES

TN 10 ovykekpuévo dokipo, spappoletor 1 ékdoon 7 Tov APA

https://apastyle.apa.org/style-grammar-guidelines/references/examples )
Ahdeg ypiorpeg myEs Y10 70 APA Ty éxsoon (EYO TPOGOTIKA YPNGILUOTOLD QVTIV):

https://owl.purdue.edu/owl/research and citation/apa stvle/apa stvle introduction.htm
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BaBporéynon

Acgite https://taltech.ee/en/grading-system yio Tnv mohttikn fabpordynong tov Taltech

§ 14. A&oAoynon TG OKAINIAIKNG ETIO00NG

(1) Ot péBodot ko T Kprenpla a&loldynong mov TEPLYPAPOVTOL GTO TPAYPULLLL GTOVODV TPETEL VL
etvan SraBécio ToVg POITNTEG TPV TNV EVaPEN TOV LOONUATOV KOl OV ENLTPETETOL VOl
Tpomomoinfovv katd tn didpkela Tov e&apvov. Ot pébodot a&loldynong kabopilovv Tov Tpomo
TIOTONOIN GG TG AOKTNOTG YVAOGE®V Kol OeEI0TNTOV (.Y, TPOPOPIKES N YPONTEG EEETAGELG,
a&loldynon pe emruyio/omotuyio, EkBeor, avapopd, opadikn epyacic, EpOTNUATOANY10). AV
YPNOOTOL0VVTOL SLUPOPETIKES PEHOOOL Yo TNV a&LOAOYNOT TOV HoBONGIOK®V OTOTELEGUATOV, TO
TPOYPALLLO CTTOVIDV TPETeL va. kabopilel To oyeTikd Papoc kKabe pebddov otnv tehkn Baboroyia.
Ta kprripra a&roAdynong tpocdopilovy To avapeVOUEVO EMITESO KOl EVPOG TOV YVAOGEMV TOV
puropoHv va omodelyfovv pécm twv nedddwv a&lordynonge.

(3) Xeg mepintwon alrordoynong pe pabpove, n exitevén TOV podNCLOKAOV ATOTELECPATOV

EKTINATOL COPUPOVA PE TNV 0KOAOVO KAIpoKa:

A (5) — «Apota» — E€apetikn kot dwitepa €1¢ BdBog emitevén pobnookaov
OTOTEAECUATOV, LE ONILIOVPYIKOTNTA KO (PLOTN IKAVOTITO EPOPUOYNG YVDCEWMY KoL
de&loTnTOV.

B (4) — «IToAhd kaAd» — TToAd kaAn enitevén podnolok®v anoteAecpdtmy, pe tkavotnTo
EQUPUOYNG YVOGEMVY KOl OE0TNTOV e GTOYELOT) Ko dnpovpykdtTnTa. Oplopéveg
Aemtouépeteg evogyetat va mapovstalovv GO mov dev gival cofapd 1 oLGLO.

C (3) — «Kaid» — KoAn emitevén pobnolokdv amoTeAecUATOV, LE GYETIKN IKAVOTNTO
EPAPLOYNG YVOCEWDV Kot deSlotTov. Yapyel Kanow acdeeia 1| afefordtta 6to Bdbog
KOLL TY) AETTOUEPELN TOV YVAOGEDV Kot OEEI0THTMV.

D (2) — «Ikavomomrtikd» — Emapkng enitevén pabnolok®dv omoteAesHATOV, [LE TUTIKN
EPAPLOYTN YVOCEMV Kol 0eE0TNTOV. e Un CLVNOIGUEVES KATAGTACELS TOPATNPEITOL
afefardmra N EAAEWYN YVOCEWOV KOl OEEI0THTWV.

E (1) — «Averapkmgy — EAdyiota amodekt enitevén tov Pacikdv podnciokomv
OTOTEAEGUATMV, LLE TTEPLOPIGUEVT] EQAPLOYT| YVOGEMV Kot 0£E0TNTOV G GLVNOELS
TEPUTTAOCELC. L€ AGVVNOIGTES TEPTTAOGELS, dtakpiveTan onpovtiky| affefardotnta 1 EAAelyn
yvocemv kot deglomtav. F (0) — «Anotuyion — Enidoon kbtom and 10 eAdy1oTo amodektod
EMMEDO YVOGEMVY KOt OEE0TNTWV.
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