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EPFTAZTHPIO - Elcaywyn oto
nepLBallov tou epyac)

° H apxkn eykataotoon Bactletol oTo avolytol Kwo L

GOAD
o Game of Active Directory (GOAD)

° 3 Topeig: BRI . - o
HELS o Sl DAD,
o sevenkingdoms — 1 EAeyktn¢ Touéa (kingslanding) A0, Wl
. . , PWNING IS COMING
o essos — 1 eAeyktng topéa (meereen), 1 Stakoutotig ADCS
(braavos)
o north — 1 eAeyktn¢ topéa (winterfell), 1 Stakopiotig IIS
(castelblack)

north.sevenkingdoms local



https://github.com/Orange-Cyberdefense/GOAD

EPFTAZTHPIO - Ynoboun Goad

192.168.56.10 Topeag Windows Windows Server dcO1 - sevenkingdoms
EAEYKTNAG 2019 kingslanding

192.168.56.11 EAEYKTAG TOUEQ Windows Server 2016 dc02 - winterfell north.sevenkingdo ms
Windows

192.168.56.12 Topeag Windows Windows Server dcO3 - meereen essos
EAeyktnG 2016

192.168.56.22 Altakoptotng Web Windows Server 2016 srvO1 - north.sevenkingdoms

castelblack
192.168.56.23 Alakopiotric ADCS Windows Server srv02 - bravoos €SS0S
2016

192.168.56.100 Teixog npootaociag PfSense - -

* YUotnua avixveuong
€loBoAwv - Suricata

* T[lpoemAeypévn TTUAN

*  Awkoptotng OpenVPN

. CyberSecPro (CC) (HHO)
BY NC SA



EPI'AXTHPIO

[MpooBaon oto Azure Sentinel

° MpodoBaon oto Sentinel o ———

o AvoifTe pLo LSLWTLKA KapTéAa i éva tpodi EMLOKEMTN OTOV TEPLNYNTH OOLC Microsoft Azure 2. sentne
o httDS'//portalaZu re.com Azure servie) All Services (1) Resources (5) Resource Groups (1)
o Ovopa xprotn: [rapéxetal] Kwdikog mpodoBaong: [rapéxetal] L A EREsy
o MetaPeite oto nedio avalTnong oTo MAvW HEPOG TNG oeAidag, cenall =T ‘
TmAnktpoAoynote «Sentinel» kal kavte kKAlk oto «Microsoft Sentinel» fesouree @ Microsoft Sentinel
o Xtn otnAn «Ovopay, kavte kKALK oto AzureSentinel Hesotess
Resources D scntinel- s @
. . . ’ 22 Sentinel-Workspace Log Analytics workspace =
o ¥TN véa KapTéNa, peTafelte otnv evotnta «Logs»
o K\elote TuXOV avaduodpeva napdbupa mou epdavidovral Kot =) m:ggfkgafc: a%i:‘;:m;%" | Overview (Preview)
amoKpUYITE TUXOV PEVOU yLa va €XETe MARpN 000vn ota apxeia | | "
) £ Search « (_) Refresh
KotaypodiC .
General = o You are currently viewing the new overview experience; you can always switch back to olgss
Home > Microsoft Sentinel > Microsoft Sentinel e w
Microsoft Sentinel « @ Microsoft Sentinel | | £ Logs & Incidents (0)
j a— u . e Last 24 hours @
Default Directory - Selected workspace: "azuresentinel’ & News & guides
& £ search
+ Create £33 Manage view ~ - |/O Search | «
— Threat management
| Filter for any field... | General & Incidents
Name T @ Overview (Preview) @ workbooks
o | € Hunting
sl ogs

@ AzureSentinel # Notebooks



https://portal.azure.com/

EPTA2THPIO

AvaAuvon kataypoadwyv HE TN YAwooo
epwTnUAatwy Kusto

o [ivakeg cuppavtwy os meptBallov Lab
°  SecurityEvent

) RenderedDescription

o Sysmon (ue Bdon to Event)

°  Suricata Results  Chart

°  PFSenseFirewallEvents RenderedDescription

Network conn on detected

Process accessed

°  Outpdplopa cupBaviwy

o Mi\tpdplopa katd ouvBnkn (where)

Pipe Connected

Image loaded

o 'EAeyyoc av kamolo oTiAn mepLExeL cupBoAooELpd (OTou * €xel)

File created

e  Emloyn urtocUvolou otnAwv (project)

o Alota povadikwv Tiuwv (distinct)

o Teheotrcavalitnong

o Teleotéc oe oupBolooslpécg (==, I=, has, contains)

Dns query

Pre Create

Pipe Created

Registry object added or deleted

eThread detected

°  ZUYKEVTpwON oUUBAvTwY oot oo

o Xprjon tou teAeotr ouvolicewc (summarize)

File stream created

O
a
a
a
a
a
O
a
a
g
g
a
a
a
a

o YmoAoylopog oslpwv UTto 6pouc (countif())

Sysmon service state changed

o  Awakpttég Tpec (deount())

e  Quabdomnoinon edopuévwy oe katnyopieg (bin())

stinationIP,DestinationPort,Protocol

1
o AvdAuon ypovooelpwv (make-series) ) $table

o Omrtikomnoinon

°  Omrtikonoinon amoteleoudtwy epwtpatog (render) Results  Chart O TimeGenerated [UTC] 1 Source Desting DestinationPort ~ Protocol

O stable count
[:] > CommonSecuritylog 1095

O Syslog 1091

O > Event 28822


https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#filter-by-condition
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/whereoperator#check-if-column-contains-string
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#filter-by-condition
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#list-unique-values
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/searchoperator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/datatypes-string-operators#operators-on-strings
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#use-the-summarize-operator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#conditionally-count-rows
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/dcount-aggfunction
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#group-data-into-bins
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/make-seriesoperator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#visualize-query-results

EPTA2THPIO

z 4 X I
I [ ] 4776: The domain controller attempted to Operating Systems Windows 2008 R2 and 7
validate the credentials for an account Windows 2012 R2 and 8,1
- Windows 2016 and 10
kataypadng - SecurityEvent =

! ) Category Account Logon
* Description of this event + Subcategory » Credential Validation
» Field level details
i Type Success

xamples Failure

Despite what this event says, the computer |s not necessarily a Corresponding events (680, 681

domain controller; member servers and workstations also log this in Windows 2003

event for logon attempts with local SAM accounts. and before

When a domain controller successfully authenticates a user via NTLM
(instead of Kerberos), the DC logs this event. This specifies which user accuuntdwho logged on (Account Name) as well as the client
i

] ’ /] ’ 3 i
computer's name from which the user initiated the logon in the Workstation field.
° Mapoxn mMAnpodopLwV EAEYXOU OXETIKA LLE - : : y
For Kerberos authentication see event 4768, 4769 and 4771,
This event s alsc logged on member servers and workstations when someone attempts to logon with a local account.

6 p aot r] p Lét n 'CE q T[ O U Aa u B dv O U V Xd) p a 08 Authentication Package: Always "MICROSOFT_AUTHENTICATION_PACKAGE_V1_0*

Logan Account: name of the account

Ae L.EO U pv LKd_ 0 U G'[I"] uata Wi n d OWS Source Warkstation: computer name where logon attempt originated

Free Security Log Resources by Randy

1 SecurityEvent | distinct Activity
o ’ ’ = Free Security Log Quick Reference Chart

° » Windows Event Collection: Supercharger Free Edtion
TumotL cupaviwy: e e e

Free Course: Security Log Secrets

. Description Fields in 4776
° KQL: v
Results  Chart

Error Code:

SecurityEvent | distinct Activity

O
z
g
<

(C0000064 juser name does not exist
\CO00006A | user name is correct but the password is wrang
(C0000234 | user is currently locked out

o Meplooodtepe MANPOdOPLEG OXETIKA HE KABE s e

, , , , ‘COD0006F |user tried to logon cutside his day of week or time of day restrictions
(C0000070 | workstation restriction
TUTO Kataypadnc Umopeite va Bpeite otoug oot bt e
/C0000071]/expired password

Ttap a Kdtw 0 U V6 é 0 IJ'O U q 0000224 user is required ta change password at next logon

(C0000225 |evidently a bug in Windows and not a risk

v

4672 - Special privileges assigned to new logon,

v

4624 - An account was successfully logged on.

> 4634 - An account was logged off.

> 4768 - A Kerberos authentication ticket (TGT) was requested.

> 4769 - A Kerberos service ticket was requested.

> 4648 - A logon was attempted using explicit credentials.

o JuuBavta tou apyelov kataypadnc acdaleioc twv Windows

> 4799 - A security-enabled local group membership was enumerated
> 4662 - An operation was performed on an object.
Logon Type:

4670 - Permissions on an object were changed.
This is a valuable piece of information as it tells you HOW the user just logged on:

> 5379

Logon E

Type | Description > 5061 - Cryptographic operation.
2 Interactive (logon at keyboard and screen of system) .
3 Network (i.e. connection to shared folder on this computer from elsewhere on network) > 4770 - A Kerberos service ticket was renewed.
4 Batch (... scheduled task) > 4776 - The domain controller attempted to validate the credentials for an account.
5 \Service (Service startup)
7 \Unlock (i.e. unnattended workstation with password protected screen saver) > 5058 - Key file operation.
s NetworkCleartext (Logon with credentials sent in the clear text. Most often indicates a logon to IIS with

"basic authentication") See this article for more information.
NewCredentials such as with RunAs or mapping a network drive with alternate credentials. This logon
type does not seem to show up in any events. If you want to track users attempting to logon with

9 alternate credentials see 4648. MS says "A caller cloned its current token and specified new credentials
for outbound connections. The new logon session has the same local identity, but uses different

) \credentials for other network connections."

10 |Remotelnteractive (Terminal Services, Remote Desktop or Remote Assistance)

CachedInteractive (logon with cached domain credentials such as when logging on to a laptop when away

[from the network)

> 5059 - Key migration operation.

> 4798 - A user's local group membership was enumerated.

o00ob0o0obooouooobooboooao

> 4616 - The system time was changed.



https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/

EPTA2THPIO

Xpnon tou MITRE ATT&CK ywa tnv
avixvevon - SecurityEvent

. , . ° Emuovn
o Tumog taktikwv ATT&CK mou aviyveudnkav
C’ , X d o [poypoupotiopévn epyacia/epyaocio (Avayvwpuotiko cupBavrtog: 4
° ﬂpOOBOLOI’] o€ 6LO(T[l0T8UTr]pLOL o Ymnpeoleg ouotiuaTog (AvayvwploTtiko cuupavitog: 4697)
o Brute Force (AvayvwploTikd cuppavtog: 4625 n 5379) o AUENGN MPOVOiWY
° Khomn n mhactoypadnon elottnpiwv Kerberos: o Tpormormoinon oAtk opadoc (Avayvwplotiko cuppavrtog: 513 ¢

Kerberoasting (Avayvwplotikd cupfavtog: 4769)
o AmnoBnkeuon SLamoTELTNPLWV AELTOUPYLKOU
ouotnuatoc: DCSync (AvayvwploTtikd cupBavtog: 4662)
o  Amoduyn apuvac

o EktéAeon
, , , , o Xpnon evaAAaKTIKoU UALKOU miotomnoinong: Pass the Hash
o Alepunvéac evioAwv Kat osvapiwv: KEAudoc Avo 01GTLKA suLBGVTOc: 4769 4624
evioAwv twv Windows (AvayvwpLoTtiko
oupBavtog: 4688)

o [AgupLKr HeTOKiVNON
o [IpwTOKOANO QTOUAKPUGHEVNC emidavelag gpyaaiag (RDP) (Av:

Detection
Detection

D Data Source Data Component Detects

D Data Source Data Component Detects

Acti y A Directory Monitor for newly constructed active directory objects, such as Windows
abling Audit K

Monitor for unexpected deletion of an ectory object, such as Windows EID 5141.

Monitor for user authentication attempts. From a classic Pass-The-Hash perspective, this technique uses a hash through the NTLMv1 /
NTLMv2 protocol to authenticate against a compromised endpoint. This technique does not touch Kerberos. Therefore, NTLM LogonType
3 authentications that are not associated to a domain login and are not anonymous logins are suspicious. From an Over-Pass-The-Hash
perspective, an adversary wants to exchange the hash for a Kerberos authentication ticket (TGT). One way to do this is by creating a
sacrificial logon session with dummy credentials (LogonType 9) and then inject the hash into that session which triggers the Kerberos
authentication process.


https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1550/002/

EPTA2THPIO

JUYKEKPLUEVA XOPAKTNPLOTLKA Kataypadnc - Sysmo

1 Sysmon
o To Sysmon gival evepyoronpévo og GAoug Toug KevtplkoUg urtoloylotég Windows 2 [ e
o [MapéXel opaTOTNTA OE EMIMESO TEPUATIKOU
o TU . . Results  Chart
UTIOL CUMBAVTWV: [ £
o KaL: [(] RenderedDescription I

Sysmon | distinct RenderedDescription

st

File stream created

> Dnver loaded
° MMeploodtepeg MANpodopies yla KABe TUTO apxelov kataypadng
umnopeite va Bpeite 0TOUG MAPAKATW CUVOEGUOUG

o Tiumol apyeiwv kataypadnic Sysmon

»  Registry object added or deleted

> Sysmon service state changed

> CreateRemoteThread detected
L
> Pipe Created llﬂ 1

> Registry value set

o JupBavta kataypadnc acpaietag twv Windows (Sysmon)

Event ID 7: Image loaded

The image loaded event logs when a module is loaded in a specific process. This event is disabled by default and needs

to be configured with the -1 option. It indicates the process in which the module is loaded, hashes and signature

information. The signature is created asynchronously for performance reasons and indicates if the file was removed after Cns query
loading. This event should be configured carefully, as menitoring all image load events will generate a significant

amount of logging. > Process Create

> File created

Event ID 8: CreateRemoteThread

»  Image loaded
The CreateRemoteThread event detects when a process creates a thread in another process. This technique is used by 9

malware to inject code and hide in other processes. The event indicates the source and target process. It gives 3 PipE Connected
information on the code that will be run in the new thread: startaddress, StartModule and Startfunction, Note that
StartModule and StartFunction fields are inferred, they might be empty if the starting address is outside loaded > Process accessed
modules or known exported functions.

> Metwork connection detected

0000000000000 ad

Event ID 9: RawAccessRead

The RawAccessRead event detects when a process conducts reading operations from the drive using the \\.\ denotation.
This technique is often used by malware for data exfiltration of files that are locked for reading, as well as to avoid file

access auditing tools. The event indicates the source process and target device.


https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon#events
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/

EPTA2THPIO

Xpnon tou MITRE ATT&CK yLa tnv
avixyvevon - Sysmon

o Tumog taktikwv ATT&CK mou

o

avixveuBnkav
ApxLKn TpocBaocn
° Drive-by Compromise
Extéleon

° AlepUNVEQC EVTOAWVY KOL OEVOPIWV

° Exkté\eon amo xprotn
Empovni

° Mpoypaupatiouévn epyaocia/spyacia

° NapaBiacn porg ektéAsong: MAsuptkr) dopTwon

DLL
° Juotatiko Aoylopkou Stakoutoth: Web Shell
Napakopdn apuvag

° Anevepyornoinon 1 Tpononoinon epyaieiwv

° Kpumtoypadnuéva apyeia i mAnpodopieg

MpdoBaon o Slamioteutrpla

° AroBrkeuon SLamoteuTtnpiwy AELTOUpYLKOU
ouotApATOg

Detection
ID Data Source Data Component Detects
Avakaiuyn
o AvakdAuyn mAnpodopLwV CUCTALOTOC
°  Epwtnon untpwou
Monitor for hash dumpers opening the Security Accounts Manager (SAM) on the local file system

ﬂ)\EUpLKr’] uETaKiVnOT] ( % zon f Some hash dumpers will open the local file system as a device and

parse to the SAM table to avoid file ace defenses. Others will make an in-memory copy of the SAM table

Monitor executed commands and argume attempt to extra edential material from the Security
Account Manager (SAM) database either through in- nory techniques or through the Windows Registry

where the SAM databas: ored

o [NpwTOKOAO QTTOUOKPUOUEVNC ETILDAVELAC §

before reading hashes. Detection of compromised Valid unts in-use by adversaries may help as well
o Metadopd epyaleiwv MAEUPLKAC Kivnong

Enidpaon

o Kataotpodr) dsdouevwv
e Awypadn Siokou
JuMoyn

o Aebopéva amo tomkd oloTnua

Detection

ID Data Source Data Component Detects
Monitor for newly ted files in common folders on the computer sys'

Monitor for changes made to files for unexpected modifications to access permissions and attributes

o Asbopéva amod adoatpolueva YEoa
Awappon

o Awappon péow kovaAou C2

Monitor DLL/PE file events, specifically creation of these binary files as well as the loading of DLLs into processes. Look
for DLLs that are not recognized or not normally loaded into a process.

Monitor newly constructed processes for unusual activity (e.g., a process that does not use the network begins to do so)
as well as the introduction of new files/programs

Monitor for unexpected processes interacting with LSASS.exe.°”) Common credential dumpers such as Mimikatz access
LSASS.exe by opening the process, locating the LSA secrets key, and decrypting the sections in memory where credential
details are stored. Credential dumpers may also use methods for reflective P
indicators of malicious activity.

n to reduce potential


https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1505/003/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1027/005/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1041/

EPTA2THPIO

JUYKEKPLUEVA XOPAKTNPLOTIKA Kataypadnc - Suricat

EVE Log Alerts Suricata will output Alerts via EVE

o H kataypadn Tou Suricata elval evepyomotnpévn

EVE Log Alert Payload PRINTABLE ¥
° . . . . ,
I'Iapexst e&atperu(n opatotnta o€ eninedo diktuou DaaFormets Log the payload data with alerts. Options are Ne (disable payload logging), Only Printable (lossy) format, Only Base64 encoded or Both. See Suricata
i i . . i i i . . . documentation
°  EKTOG and TG L60MOLNOELS, Umopel emiong va Snuloupyel apxeia kataypadng Le BAOH CUYKEKPLUEY :
EVE Log Alert details [] Log a packet dump [ Log additional HTTP [ Include App Layer [ Log final action taken [ Log packets for rules
with alerts. data. metadata on packet by the using the "tag"
. I}
°  TUmol cupBdavtwy: angine kepword
o KQL: EVE Log Drops Suricata will output Drops via EVE
Suricata | distinct event_type EVE Log Drops Options Log alerts that caused drops. Default [ Log final action taken on packet by Al ¥

is "Checked". the engine "Start” logs only a single drop per flow

| 6mou event_type 1=

direction. "All" logs each dropped pkt.

EVE Log Anomalies [ Suricata will log packet anomalies such as truncated packets, packets with invalid IP/UDP/TCP length values and other events that render the
packet invalid for further processing. Networks with high rates of anomalies may experience packet processing degradation.

o Eméktaon

&
o MHOPOUV va EECLXSOL’JV emtut\éov Tl)\l’]pod)op'lﬁc ano O'UVKEKpl.l.léVEC OTI"])\EQ uE Bdon T0UG TL’JT[OU(; Twv EVE Logged Traffic [ BitTorrent DNS FTP HTTP HTTP2 IKE Kerberos NFS PostgreSQL
[0 Quicy RDP RFB sip SMB SMTP TFTP
1 Suricata | where event_type == "http’ Choose the traffic types to log via EVE JSON output.
2 | extend http user_agent_ = tostring(http.http_user_agent) . S . = - - =
uricata where event_type == p 3 1 1
2 1 Suricata | distinct event_type

2 | where event_type !=

Results  Chart

Results Chart

©  showing the first 30,000 results. Lear more on how to narrow down the result set.

(i ] Showing the first 30,000 results. Learn more on how to narrow down the result set. Results Chart

TimeGenerated [UTC] "4 event_type Src_ src_port
(] yp P p
. dest_port &0 E] event_type
:] TimeGenerated [UTC] "L http_user_agent_ event_type Corpinieé S — E] > hitp
T) > 5/11/2024 5:4434378PM  Mozilla/3.0 (compatible MSIE 9.0 Windows NT 6.1 Trident/5.0) LBEROWSER hitp Sioghlesmige e L
DateTime [UTC] 2024-05-11717:44:27 4339697 E] > t|5
:] > 5/11/2024, 5:44:34378 PM Mozilla/3.0 (compatible MSIE 9.0 Windows NT 6.1 Wing4 x64 Trident/3.0 MANM MANM) http flow_id 957448884734762 E]
E > fileinfo
) v 5/11/2024, 54434378 BM Moxzilla/5.0 (compatible MSIE 2.0 Windows NT 6.1 Trident/5.0) LEBROWSER http Ml {'hostname:"10.10.10" "ur's/gpixel"http_user_agent"t"Mozila/5.0 (compstible MSIE 5.0 Window
hostname 10.1.0.10 E] * smb
TJ > 5/11/2024 54434377PM Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 WOW64 Trident/5.0 MALC) http i ot apR 0> 4
e 7 ns
T > 5/11/2024, 5:4434377 PM Mozilla/3.0 (compatible MSIE 9.0 Windows NT 6.1 WOW64 Trident/5.0 MANM MANM) http hip s agent | M“Z"‘ﬂ'ﬁ-gﬂm-’““‘e HSIE 90 Windons T 61 Wi 62 Thckrs SOMANMMANMY |
i Jg.pirel Copy > alert
) > 571172024, 54434376 BM Moxzilla/5.0 (compatible MSIE 2.0 Windows NT 6.1 WOW64 Trident/5.0 MANM MANM) http e o V. Bakide A0 Fompaitie WSIE 5 Wondbo T 61 ¥ O
> metadata Cllowbitsmpr ¥ Bxclude “Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 W.. E] > krb3
pkt_sre wire/pcap U Extend column
proto e

wid 0



EPTA2ZTHPIO .
MNapadelypata - EKTEAEON QLTOMOTNG EKKIVNONG _ |
KATA TNV €KKlvnon n tn ocuvoeon: KAsdbla

ekTEAEONC untpwou / MakeAog ekkivnong

EKTEAEON QUTOUATNC EKKIVNONC KOTAL TNV EKKLVNON 1N Th ouvOeon: KAELOLA EKTEAEON " 1 [ MAavedde cuwviv

1 Sysmon
°  HtomoBétnon evog mpoypAappatog o GAKeNo ekkivnong Ba €xel wG AMOTEAECUA TNV EKTEAECT TOU TIPOYPAUUATOC OUTOU KOTA TN 2 | distinct RenderedDescription
oUv6eon evog xprotn. Yidpxet évag dAkeNog ekkivnong yla kKABe puepovwpévo Aoyaplaopud xprnotn, kabwg Kot évog dakehog
€KKivnong og emninedo ocuoTAATOC, 0 Omoiog eAEyxeTal aveEApTNTA OO TO TIOLOG AOYyAPLACHOG XPHROTN CUVSEETAL.
o H&wbpoun tou bakélou ekkivnong yla tov Tpéxovta xpriotn sivat C:\Users\[Ovopa xpriotn]\AppData\Roaming\Microsoft\Windows\Stai N \ "
Menu\Programs\Startup. 0 TimeGenerated [UTC] 2023-10-13708:21:42.82783867
s . , s . , . . . RenderedDescription
°  Hd&wbpopn tou pakéhou ekkivnong yla dAoug toug xprioteg eivat C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp. - Micrasoft-Windows-Sysmon
G > Sysmon config state changed
11
D > File stream created BventlD
I ! I 1 I I ! . . .
Buata mou mpémnel va akoAouBnoeTe yla va SNULOUPYNOETE TN AOYLKN THOW OTTO T [ »  sysmon service stae changed Computer kingslanding sevenlingdoms.ocal
E: Molog tumog Sedopévwy Ba pag mapéxel AUTEG TIG [J > Driver loaded UserName NT AUTHORITY\SYSTEM
Ti)\nPOd)OPiEC; A: Sysmon D > CreateRemoteThread detected RenderedDescription File created I
O > PipeCreated event_creation_time 2023-10-13T08:21:42.8150000Z
E: TueiSoug cupPav Béhoupe and tov mivaka Se5opuEvwy Tou (] > Registry object added or deleted ES— P TOAp———
Sysmon; A: Anuoupyia apxeiou D) > Regitry value set —— 1196
; ; . . ; O > Dnsquery process_path CA\Windows\System32\svchost.exe
E: H avixveuon Baociletal o cuppavra r) og dyko; A: O > PipeConnucied =
Ipe Lonnectet
Baoiletal og cupBdvra P file_name C\Windows\ServiceState\EventLog\Data\lastalive0.dat I
[0 > Process Create
file_creation time 2023-10-13T14:43:44.3330000Z
d

E: Moleg oTAAEG gival ONUAVTIKEG WOTE VA TLG XPNOLUOTIOL OOV UE WG

, - ] > loaded
diAtpa; A: Rendered Description, file_name age feade

> Network connection detected

»  Process accessed

00O

E: Tu diktpo Ba BAAW 0TI ONUAVTIKEG OTAAEG:

A: 1. H mepypadn (Rendered Description) looUtat pe «Anpoupyia apxeiou»

2. To file_name nepiéxel «\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup» fj to file_name Sentinel-Workspace

m Time range : Last 7 days Save v  |& Share v + New alert rule ~

nieptéxet «C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp» * 1 Sysmon

2 | where RenderedDescription == 'File created'

3 | where file_name contains 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp'
*3upBoulr ouvtagng KQL: Avtikataotriote to \ pe \\ emeldn n kaBetog xpnotpomnoLeitat yia tnv Staduyr Xapaktipwy 4 or file_name contains 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp'

/


https://attack.mitre.org/techniques/T1547/001/

Awappon dedouévwy pEow unnpeoioag Web

e OuexBpol evdéxeTal va XpnoLLOTOLOUV pLa Undpxouca, vopun ewteptkn urtnpecia Web yia tnv e€dtuion SeSopévwy avti tou KUpLou KavaAloly
€VTOAWV Kat EAéyxou Toug. Ot énuod)L?\stq unnpsmsq Web mtou Aettoupyolv wg unxakuoc g€atpong svﬁsxgtou VOl TIOPEXOUV GNUAVTLKN Ku)\ud)n,
Abyw TG TBavOTNTAG OL KEVIPLKOL UTLOAOYLOTEG EVTOG EVOG SIKTUOU va EMKOWWVOULV AON padi Toug Tipwy and tn tapapiaon. Evbéxetat eniong va
UTLAPXOULV 8N KAVOVEG TEIXOUG TPOCTAGLOG TTOU ETLTPEMOUV TNV KUKAOPOPIa TIPOG QUTEG TLG UTINPEGLES.

[ Oel A 1 ULE looc W A
o Oumapoyot untnpeotwv Web xpnotpomnotolv eniong ouviBwg kpurtoypddnon SSL/TLS, mapéxovtag otoug exBpoug eva enumAéov emninedo npootaoiag.
I e ety o RS TR

| t r 3
B 2 AouOr; 5 2 e e . — £
OTA TtOU TIPETIEL VAL AAKOAOU OETE YL VA Lov OETET : | B i S,
r] u , p , s , n v n u pvr] ] :::.-.:Jf:“;::r:;h:FS;S::?i!:‘?Z:Z:;\S' b:l;:stimhcr}r’,Sour‘:eIF‘ 1 PFSensefirewallEvents i .
E: Notog tUnog deSopévwy Ba pag MapeXEL AUTEG TLG 7 | render piechart 2 | where DestinationPort == 88 or DestinationPort == 443
LA , . E 3 | where Protocol ‘tep”
nAnpodopieg; A: Sysmon 1 PFSenseFirewallEvents Results  Chart 4 | where DeviceAction == 'pass’
5 | where ipv4_is_private(DestinationIP) == false
OTHER (0.21%) \( 52.236.186.221 (0.28%) 6 | summarize sum(toint(BytesTransferred)) by DestinationIP,SourceIP
E: Mowog and toug 8o mivakeg SeSopévwy mapéxel TAnpodopieg OXETIKA e TOV apLOUO Twv 219.124.140 001%) — 13.69.106.218 (0.31%) 7
uetadepBévtwy byte; A: PFSenseFirewallEvents BEIEH NN Rt G
104.40.170.64 (0.39%)
E: H avixveuon Baociletal oe cupBavta rj o 6yko; A:
. . Results  Chart
Baoiletal og oyko —
D DestinationlP SourcelP sum_BytesTransferred 71
E: Mowa Aettoupyia tou SIEM gival onpavTiki yLa TG avixveuoeLlg BAceL Oykou; A: O > 20107244135 192.168.56.90 20465400
Juykévtpwaon oupBavtwy (cbvoyn) O > 1044017064 192.168.60.101 64320
O > 1369.106218 192.168.60.101 49920
E: Moteg oTAAEG ElvaL GNUAVTIKEG WOTE Va TLG XPNOLHOTOU|o0UHE WG diktpa; s () > 52236786221 19216860101 47580
A: OLotrieg DestinationPort, Protocol, DeviceAction kat Destination IP mipémet va eivat 8npooteg ® 1054017064 ® 13.107.21.200 ® 1310721345 ® 130722200 ® B2 ® 13.107.246.45 ®» 107422 ® 13107213 O > 13.69.10694 192.16860.101 46320
@ 13.107.42.16 ® 13107580 ® 13.69.106.218 @ 13.69.106.91 @ 13.69.106.93 @ 135910694 ® 13.69.6527 ® 13.69.65.29
@ 13.89.178.26 ® 13891758 ® 13953118 @ 131.253.33.200 @ 131.253.33.203 ® 131.253.33.239 @ 151.139.71.44 @ 173.222.101.198
® 173.222.107.199 @ 173.222.107.203 @ 178792250 @ 185.125.190.17 @ 185.125.190.18 @ 185.125.190.48 @ 185.125.190.49 ® 192229221185 D > 136965.29 192.168.60.101 45660
E: nOlEQ U'L'I"])\EQ glvat UI’]H(IVI'LKéC ya UUVKE'VTP(.UGT],' A L] |?z'.zznz1‘9§ ® 217245133 ® 2183833 @ 219124340 ® 219,193,138 ® 21919316 ® 219.19333 ® 21951211
SourcelP, DestinationIP, BytesTransferred /

Results  Chart

E: MG TPEMEL VA CUYKEVTPWOOUE TOL MOTEAECHOTA;

A: ABpoitovra Ta BytesTransferred avé IP EpoopLoHol Kot Tyrc (] TimeGenerated [UTC] T4 Computer Facility SourcePort DestinationlP I I DestinationPort I | Protocol | DeviceAction | Interface Direction
O > 10/13/2023,82146312AM  pfSensehome.arpa  locald 192.168.56.90 61157 192.168.60.100 1514 tep pass eml in
C] > 10/13/2023, 8:21:44.304 AM pfSense.home.arpa localo 192.168.60.101 40790 192.168.60.1 pass

E (MMNONOYZ): Eivat kaAUtepo va pdavilovial To GUYKEVIPWTLKA QMOTEAECHATA WG SeSopéva i we yE

¥ N
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EPTA2THPIO

Napadeilypata - Evtomiopnoc AoyapLacpou
AoyaploLOLOG TOHEQ

EventlD 4768

[ ] AVaKaAU LIJ n onapLaoqu /\ovapLao'uoc '[O Hea Activity 4768 - A Kerberos authentication ticket (TGT) was requested.
OL exBpol evbéxetal va mpoomabrcouV va armokToouV i Alota }\ovaplaouwv tousa AUTEG oL TAnpodopieg umopouv va R I
BonBricouv toug £xBpoUlg va TPocdLopicouV ToLoL AoyapLoo ol TOPE UTIAPXOUVY, WOTE Va SLEUKOAUVOUV TIG emakOAoUBEeg IePort 43055
EVEPYELEG TOUG, OTIWG N OTOXEUCN CUYKEKPLUEVWY AOYAPLACHWY TTOU SLABETOUV CUYKEKPLLEVA TIPOVORLAL. SenviceName krbtgt/sevenkingdoms ocal
*  Evromilel £ykupa ovopata xpriotn HEow avalntnong Ke tn néBodo tng «brute force», Sokipalovrag mBava ovopata Xpriotn o€ pia Status 0x6
uninpeoia Kerberos. Otav {nteital éva pn éykupo dvoua Xprotn, o SLUKOULOTHG Ba armavTroeL XPNOLLOTIOLWVTAG TOV KWELKO P P E——.
odaApartog Kerberos KRBSKDC_ERR_C_PRINCIPAL_UNKNOWN, €mLTp€novTdg Lag Vo IpocSLlopicoupE OTL TO Ovopa Xpriotn ATV Un g : -
¢ykupo. Ta éykupa ovopata xprotn Ba rpokoAécouv eite to TGT oe pio andkpion AS-REP eite 10 opdApa gl EEEITEET IR
KRB5KDC_ERR_PREAUTH_REQUIRED, onpoatodotwvtag OTL 0 XpROTNG TIPEMEL VO EKTEAECEL Tpo-auBevTikomoinon TargetSid 5-1-0-0
*  Epyaleia: krbrute, nmap, crackmapexec TargetUserName samwell tarly
SourceComputerid TO78b3e1-30d1-415c-b878-cabdadd03d490
, , , , , , , E\{Entcng”’]ld e66b4c13-0229-4d3d-b580- edBSbe47dd6
* BrAuata mou mpEMEL va akoAoOUBAOETE yLa val SNULOUPYNOETE TN AOYLKN TIlow oo TNV aWiXVEUON = ETIMES O TEPOITLKO Lo
E: Molog TuTog Sedopévwy Ba Lag TTOPEXEL QUTEG TLG e TimeCollected [UTC) 2024-06-04T14:08:30.0333527Z
mAnpodopieg; A: SecurityEvents 56 JNCHECIRCEIACETRIRY ManagementGrouphame AQI-7951408-78d8-423-8c79-1d2Tfbdd2fes
PRl Cha Type SecurityEvent

(]
z

E: Tueidoug oupBav Béhoupe amo Tov mivaka Sedopévwy SecurityEvents; cecuritybvent
ecurlitykvemn

A: 4768 - Zntribnke éva slottriplo motonoinong Kerberos (TGT). [ #5 oot Confpurstion Gatsesded | where Activity == "4768 - A Kerberos authentication ticket (TGT) was requested.”
O > 4688 - Arew process has been areaea. | summarize dcount(TargetAccount),make_set(TargetAccount) by IpAddress,bin(TimeGenerated,1h),Activity
O » indows is starting up.
E: H avixveuon Baociletal oe cupPavta fj og Oyko O > account was successuly logged on
(SESOHE'V(.I)V; A: ZS C')VKO SEGOHéV(DV [0 > 4622 - Asecurity package has been loaded by the Local Security Authority
[0 > 4610 - &n authentication package has been loaded by the Local Security Autherity. esults Chart
R , , , , . [0 > 4902 - The Per-user audit policy table was created IpAdd TimeG ted [UTC Activi d t TargetA t Ty . t T, "y t
E: Mota Aettoupyia Tou SIEM eival GNUOVTIKA VLA TIG QVIXVEUOELG BAOELOVKOUS Al 1 [ 5 ore- it b sty Sy ot Mo s i - i s i
ZUVKéVprOT] OUIJ.B(’IVI(.UV (oovqun) 2 O > 4672- Special privieges assigned to newlogon. > «fff10.0.8.2 6/4/2024, 2:00:00.000 PM 4768 - A Kerberos authenticati... 152 [*sevenkingdoms.ocal\inmap”,"seve
s [ 0 46 Alegen wes suemoted uing sl srsdental > 6/4/2024, 1:00:00.000 PM 4768 - A Kerberos authenticati.. 8 ["SEVENKINGDOMS.LOCALVKINGSL
. . . I . = [0 > 469 - A primary token was assigned to process.
E: Moleg oTAAEG Elval ONUAVTIKEG WOTE VA TG XPNOLLOTIOLICOUE WG - B 4:“_p;:ﬁ:im:l:}"; :m: >l 6/4/2024, 11:00:00.000 AM 4768 - A Kerberos authenticati., 8 ["SEVENKINGDOMS.LOCALVKINGSL
diAtpa; A: Apaotnplotnta O > 4624- An accountwas logged off. > ufffR192.168.56.22 6/4/2024, 1:00:00.000 PM ATBE - A Kerberos authenticati.. 5 ["northsevenkingdoms local\CASTE
[0 > 4768 - A Kerberos authentication ticket (TGT) was requested . . .
E I_I i A , , i O e — — > ffff:192.168.56.22 6/4/2024, 11:00:00.000 AM 4768 - A Kerberos authenticati... 5 ["north.sevenkingdoms.localilsqgl_sve
. 1OLEG OTNAEG ELVAL ONUAVTLKE Lol TN OUYKEvVTpWOnN;, B il i
Al Adz n Tc A np Ti S VG n vd P n; [0 > 4662 - An operation was performed on an object. > ol 6/4/2024, 12:00:00.000 PM 4768 - A Kerberos authenticati... 3 ["NORTH\robb.stark”,"NORTHY\edd
: ress, TargetAccount, TimeGenerate X )
p 4 g 4 [ > 5061 - Coyprographic aperation > f#192.166.56.23 6/4/2024, 1:00:00.000 PM 4768 - A Kerberos authenticati.. 3 ["ESSOS.LOCALVBRAAVOSS" "essos
O > 4799 - Asecurity- d local group membership was enumerated

E: NMw¢ TPEMEL VAL GUYKEVTPWOOU LE TOL AMOTEAEOLATO; i ————————————)
A: To niedio IP Address mpo€pxetal amno 1o onueio ano onou npoépyxovtal ta atthpata Kerberos Ticket. Emopévwg, avalntouue
SteuBuvoelg IP pe attipata Kerberos Ticket yia moAAoU¢ Stadopetikolg Aoyaplacuouc.

E (EMINAEON): Elvat kaAUtepo va gpudavilovtal Ta amoTeAECUATA TNG
ouyKEVTpwonG we dedopéva | we ypadnuata; A: Npadruata (render
columnchart)



https://attack.mitre.org/techniques/T1087/002/

EPTA2THPIO

Napadeiypota - Brute Force: Password
Spraying

Brute Force: Password Spraying

°  OuexBpol propet va xpnotponoujcouy vav 1 Aiyoug kwdikoug mp6opacng mou xpnoonolodvrat cuxva oe oAoug Stadopetikols Aoyaplacpoug,
TIPOKELUEVOU Vet OTTOKTAOOLY Eykupa Slaruoteutripla Aoyaplacpou. To password spraying xpnowpornoLel évav kwbiko pdoBaong (r.x. «Password01»)
pia pukpry Alota ouXVE XpNOLHOTIOLOUUEVWY KWwELKWY TPOoBacNG, oL omtoloL EVBEXETaL Vo aVTOTIOKpivovTaL 0TV no)\mKn TOAUTIAOKOTNTAG TOU TOpEQ.
lvovtat npoondBeleg oUVEEONG e AUTOV TOV KWELIKO PpOoBaong oe TtoAAoUG SLtadopeTikolg AoyapLlacpou os £va S{KTUo, TIPOKELEVOU va

1 SecurityEvent
2 | distinct Activity
3

where Activity == "4625 - An account failed to log on."
summarize dcount(TargetAccount),make_set(TargetAccount) by IpAddress,bin(TimeGenerated,1h),Activity

cmod)st{sti o QMOKAELOMOG AoyopLaopwy Tou Ba ouVERALVE KAVOVLKA KATd Tth Xprion tg ueboddou brute force o évav ut’)vo AoyopLoopo pe ToANoUg Results ~ Chart 1 TR
, Ku)ﬁLKOUC,T[pOOB(XUr]Q,. , , , , , O Activity t 2 | whereyActivity == '4625 - An account failed to log on.'
Bpoata mou mpETMEL va akOAOUBONGCETE yLa va SNULOUPYNOETE TN AOYLKN THLOW OTIO TNV OV [0+ 1100 the cvent ogging sevice s st doun 3 | summarize dcount(Account) by IpAddress
E: Motog tUmog SeSopévwy Ba pag mapéxel autég TG mAnpodopieg; [ » 4602 - Windows is starting up. | +
A: SecurityEvents [0 > 4610~ Anauthentication package has been loaded by the Local Security Authority.
[ > 4611 - A trusted logon process has been registered with the Local Security Authority. . Chart
E: Tueidoug ouppav BEAoupe amo tov mivaka Sedopévwy SecurityEvents; A: [0 » 4614 - Anotification package has been loaded by the Security Account Manager. D IpAddress dcount Account
4625 - Anotuyia ouvbeong Aoyaplacpou. [ > 4616 - The system time was changed. G 5 05 16a cean 4
[0 » 4622 - A security package has been loaded by the Local Security Authority.
E: H avixveuon Baoiletat oe cupBdvra r) o€ 6yKo; [0 > 4624 - Anaccount was successfully logged on. J > 127001 2
A: Baoietat otov dyko 0O 1 4625 - An account failed to log on 0 > - 4
[0 > 4634 An account was logged off. D 5 o 5
E: Mota Aettoupyia tou SIEM givat onpavtikn ya T avixveloelg Baoet dykou; A: [0 > 4647 - Userinitiated logoff.
Suykévipwaon cupPaviwy (cvvodn) [0 > 4648 - Alogon was attempted using explicit credentials.
[0 > 4662 - An aperation was performed on an object. —
E: Noleg oTAAEG ElvaL ONUAVTIKEG WOTE VAL TLG XPNOLLOTIOoOoUHE WG diltpa; [J > 4670 - Permissions on an object were changed. frm— : .
A: Kapia, otnv mpaypatikotnta. Qtpdpovrag yia to EventlD 4625, éxoupie to oUvolo Sedopévwy ou BEAOUE va SLEPEUVITOUE. [0 > 4672 Special privileges assigned to new logan,
[ > 4675 - SIDs were filtered \
E: Moteg oTtAAEG ElvaL ONUAVTIKEG yLaL TN CUYKEVTPWON; A: (0 > 4688~ A new process has been created. h
IPAddress, Account. lSecur‘ityEvent
|

E: NWG TPEMEL VO GUYKEVTPWOOUHE TOL AITOTEAECUATA,;

A: To medio «AtevBuvon IP» adopd tnv Torobeoia amod thv omoia MPAYUATONMOLOUVTAL OL ATTOTUXNEVEG TTPOoTIAOELEG 0UVEEONG. EMOMEVWC,
avaintoupe SleuBUVoeLS IP e TOMAMAEG amoTuxnpEveG ipoontdBeleg cUvSeong o SladopeTikoug Aoyaplaopuoug. * esults  Chart

IpAddress TimeGenerated [UTC] "L Activity decount_TargetAccount set_TargetAccount
E (MNONOYZ): Eivat kaAUTEPO var pdavilovtal Ta CUYKEVIPWTIKG QOTEAETHAT

we Sedopéva fy we ypadruata; A: Fpadrpata > 10082 6/4/2024, 2:00:00.000 PM 4625 - An account failed to log on. 9 [*north.sevenkingdoms.localiy
> - 6/4/2024, 1:00:00.000 PM 4625 - An account failed to log on. 1 ["NORTHV\robb.stark"]
*Ke ) eAéyxo OTNTag Topéa:
Tavpapi eAEyioL tautotes okca > 10082 6/4/2024, 1:00:00.000 PM 4625 - An account failed to log on, 1 W]
Optopéva rpwtdkoMa, dnwg to NTLM, amattovv emumiéov Stapdpdwon yia va apéxouv tn StevBuvon IP tpoéleuong Tng amotuxnpévng ruotomnoinong
oo 6/4/2024, 11:00:00.000 AM 4625 - An account failed to log on. 2 [*-%-","NORTHV\robb.stark"]

N



https://attack.mitre.org/techniques/T1110/003/

EPTA2THPIO

MNapadelypota - 2TOLXELO AOYLOULKOU
Stakoptotn: Web Shell

* Juotatlko Aoyloukov dtakoutotn: Web Shell

*  'Eva Web shell eivat éva oevdplo totol mou tonoBeteital oe évav eAeUBepa MTPOSBACLUO SLAKOWLOTH LOTOU, WOTE VAL ETUTPETEL OE €vav ELOBOAEQ Va
amoKTHoEL TPpOoBacn otov SLakopLloTh Lotol we VAN elcodou ot £va Siktuo. Eva Web shell propei va tapéxet éva cOvolo AsttoupyLwv npog

ektéAeon n pa Stemadn ypopprg eVioAwv oto cUotnua o Gplthoevel Tov SLOKOULOTH LOTOU. 1 Eyamem

*  HmnapakoAoUOnon apxeiwv unopsi va xpnotpomnotnBet yia tnv aviyveuon aAhaywv os apyeia otov katdAoyo Web gvdg Stakoutoth Web nou 2 | distinct RenderedDescription
SEV QVTLOTOLXOUV O€ EVNEPWOELG TOU TIEPLEXOUEVOU Tou Stakoptotr) Web kat propet va umodnAwvouv tnv eykatactacn evog oevaplou Web
shell.

Results  Chart

4 1 ’ ’ ’ 1 /i [0 ,RenderedDescription
* Brjpata nou npenel va akoAouBnBouv yla tn dSnpoupyia tTng AOYLKNG Mlow ard TNV avixveuon - Anpou OUPXELOV, .. o oot

E: Nowog Tumog Sedopéviv Ba pag IopEXEL AUTEG TLG

A E] > File stream created
mAnpodopieg; A: Sysmon
D > Sysmon service state changed
E: Tueldoug cupBavta B€Aoupe va e€dyou e arno tov mivaka SeSopuévwy Sysmon; u L O > Driverloaded
n . 9 Sysmon
A: AnuLOUvaQ QapxeLov 18 | where RenderedDescription == "File created” (J > CreateRemoteThread detected
11 | where file name startswith "C:\\xampp\\"
12 | where file name endswith ".asp" or file_name endswith ".aspx" or file_name endswith ".cfm” or file_name endswith ".jsp” or file_name endswith ".php" D > Pipe Created
E: H avixveuon Baoiletal o cupPavta r og Oyko; A: [OJ > Registry object added or deleted
Baoiletal og ouppavta Resulte Chart [0 > Registryvalue set
) , . , (J TimeGenerated [UTC] T4 Source EventD Computer UserName RenderedDescription [:] > Dns query
E: Noleg oTAAEG lval ONUAVTIKEG WOTE VAL TLG XPNOLULOTIOLCOUE WG
d)':]\_[pa, A: Rendered Descrlptlon, flle name ‘ [:] ~  B6/4/2024, 10:50:18.369 PM Microsoft-Windows-Sysmon n castelblack.north.sevenkingdo... NT AUTHORITY\SYSTEM File created D > P\pe Connected
' . , = , TimeGenerated (UTC] 2024-06-04T22:50:18.3691025Z
H otrAn file_name gpdavileL To apxeio mouv dSnpoupyndnke pe tnv e (O > Process Create
A A Source icrosoft-Windows-Sysmon
"Nipn SG0p0T - [ oo ]
, , , , Computer castelblacknorthsevenkingdomslocal D > Image loaded
E: Tt d)']\tpo Ba Ba}\w OTLG CNHUAVTIKEG GTH)\EC UserName NT AUTHORITVASYSTEM ) 5 Network tion detected
I ’ G . ’ etwork connection detectes
A: 1. H repiypadn epdaviong toovtal pe «Anpoupyrbnke apyeio» RenderedDescription_ File created
2. To file_name €ekwva pe {Web Server Directory} IR 2024-06.04122:50:18 3660000 [ > Process accessed
3. To file_name teAewwvel pe {Webshell file extension} pracess_guid (35604ab1-1752-665+-5000-000000003700}
(ZupBouAn: ZuvnBeLg enektdoelg apxeiwv Webshell: php, asp, aspx, cfm, jsp) procssd i
process_path Cixampp\tomeat\bin\tomcat8.exe
file_name Cixampp\tomeatiwebapps\cmdicmd jsp
file_creation_time 2024-06-04T22:50:18.3660000Z

*SuuBouln yla tn obvtagn KQL: Avtikataotrote o \ pe \\, kabwg n kaBetog xpnoluomnoleital yia tnv Staduyr Xapaktipwy



https://attack.mitre.org/techniques/T1505/003/

EPTA2THPIO

MNapadelypota - 2TOLXELO AOYLOULKOU

Stakoptotn: Web Shell

* JuOoTATLKO AoyloutkoV dtakoutotn: Web Shell

*  ‘Eva Web shell eival éva oevaplo Web mou tonoBeteital os £vav avowytd mpoofdcotuo Siakoptotr Web yla va emitpénet og évav x0pd va €xel
npooBacn otov Stakoutotr) Web wg AN elcddou oe €va diktuo. Eva Web shell propei va ntapéxet éva cUvolo AEttoupyLwv npog eKTEAEON 1) pLa

Sitenadn ypappng evioAwv oto cuotnua ou prhoevel tov Stakoutot Web.

*  HnapakoAouOnon Slepyactwv pnopei va xpnotpomnotnBel yLa Tov EVIOTOUO SLAKOULOTWY LOTOU TIOU EKTEAOUV UTIOTITEG EVEPYELEG, OTIWG N
ekkivnon tou cmd.exe | n mpooPaocn oe apxela mou dev Bplokovtal 0TOV KATAAOYO TOU LOTOU.
*  ‘Eva web shell eivat éva ogvaplo Lotol mou TonoBeteital o€ évav avolyta MPooBACLUO SLOKOULOTH LOTOU YL VOl ETILTPEMEL O€ €vav €x0po va

XPNOLUOTIOLGEL TOV SLAKOMLOTH WG TIUAN o€ éva Siktuo. KaBwg Aettoupyei to shell, Oa ekdibovtat evioAég and To EcWTEPLKO TG EPAPHOYNG LOTOU

TIPOG TO EVPUTEPO AELTOUPYLKO GUCTNHA TOU SLAKOULOTH.

E: Notog tumog 6edopéviv Ba pag mapéxel autég Tig mAnpodopleg;
A: Sysmon

E: TLeldoug oupPav BENoupe and Tov mivaka SeSopévwy Tou
Sysmon; A: Anutoupyia Stepyaociag

E: H avixveuon Baociletal o cupPavta fj o Oyko
Sedopévwy; A: Baoiletal oe cuppavia

E: Moleg oTAAEG €lval ONUAVTIKEG WOTE VA TIG XPNOLUOTOL00UE WG diltpa;

A: Rendered Description, process_parent_command_line, process_command_line Ot
Slepyaoiec ypappng eVIoAwv mou ekteholvtal anod Slepyaoieg SLOKOULOTH LoToU
aroteAolV Loxupo Seiktn ektédeong Web Shell.

E: TL piAtpo Ba BAAw OTLG ONUAVTIKEG OTHAEG:
A: 1. H Mepypacdr mou epdaviletat looltat pe «Anpoupyia Stepyaaciag»
2. To process_parent_command_line mepléxeL kKowEG Slepyaoieg SLAKOULOTH LOTOU
3. To process_command_line mepLéxeL KOWEG SLEPYOOIEG YPAUUAG EVIOAWV
(ZupnBouAn: Kowég Slepyacieg Stakopiotr) Lotou: w3wp.exe, httpd.exe, tomcat.exe,
nginx.exe) (ZupnPBouAn 2: Kowég Siepyaoieg ypauung evtodwv: cmd, powershell, netstat,
systeminfo, ipconfig, whoami k.Amt.)

file_version
file_descripticn
file_product
file_company
file_name

process_command_line

* BAuata mou mpEMEL va akoAouBNoETE yLa var SNULOUPYNOETE TN AOYLKN Tiiow Ao TNV avixveuon - Anuovpyi

_—
10.0.17763.7 (WinBuild.160101.0800)

TCP/AIP Netstat Cormmand

Microsoft® Windows ® Operating System
Microsoft Corporation

nefstat.exe

netstat -abno

file_directory

user_name

Chxampp\tomcatibin
NT AUTHORITY\SYSTEM

user_logon_guid
user_logon_id
user_session_id
process_integrity_level
process_parent_guid

process_parent_id

*2upBouln yia tn ovvragn KQL: Avtikataotrote to \ pe \\, Kabwg n KABETOG XpnoLoToLeiTaL WG XOPAKTAPAG SLodUNAEess_parent_path

process_parent_command_line

{35604ab 1-T904-665f-703-000000000000}
0x3e7

0

System

{35604ab 1-1752-665f-5000-000000009f00}
3404

Chxamppitomcatibin\tomcatd.exe

Chxampp\tomcatibin\tomcatd.exe //R5/Tomcat

a
9  Sysmon
18 | distinct RenderedDescription

Results Chart

D RenderedDescription

U
U
U
U
U
U
U
U
U
U
U
U

»  CreateRemoteThread detected

»  File stream created

> Drver loaded

»  Sysmon service state changed

> Registry object added or deleted
> Registry value set

> Pipe Created

Lepyaciag

e created

a

ks

Process Create

> Dns query
> Pipe Connected

> Image loaded

»  Metwork connection detected

»  Process accessed



https://attack.mitre.org/techniques/T1505/003/

EPTA2THPIO

MNapadelypota - 2TOLXELO AOYLOULKOU
Stakoptotn: Web Shell

14 I 14 =
. 48 Suricata
* JYuotatiko Aoylopkov dtakoutotn: Web Shell et
- 41 | distinct event_type
*  'Eva Web shell eival éva oevaplo Web mou tomoBeteital oe évav avolytd mpoofaotpo Stakoptotr) Web yla va emitpénet og évav exBpd va €xeL an
npooBacn otov Stakoutot Web wg AN elcodou oe €va diktuo. Eva Web shell prnopei va napéxet éva c0volo AELToupyLwV POG EKTEAEON 1) HLaL
Sienadr] ypappi evioAwv oto cvotnua tou phofevei tov Stakoptoty Web. Results  Chart
*  MoapakoAolBOnon kal avaAucon TwWV MPOTUTIWV KUKAOGOpiag Kat EAEYXOG TOKETWVY IOV OXETI{oVTaL Pe MPWTOKOAA Ta omoia ev
CUMMOPDWVOVTOL HE TA AVOUEVOUEVA TIPOTUTIA TIPWTOKOAAOU KAl TLG pOEG KUKAOdOPLag (TL.X. MapeUBAANOUEVA TTAKETA TTOU SEV OVIKOUV O€ D event_type
KABLEPWUEVES POEC, TIEPLTTEG I AVWHAAEG POEC KUKAOdOpiag, avwuaAn cuvtagn rj Soun). \\‘ [:]
> s
~  http {"hostname":"192.168.56.22","http_port":8081,"url":"/femd/al
° A o K { A H A host 192.188.56.22 I:] Falnt
Bruata mou npémnel va akoAouBnBouv yla tn dnuloupyla tng Aoyikng nmicw amno shania
L http_content_type text/html D »  dns
MepLexo MEvo ’ ’ hitp_port 081 (] > ks
E: nOlOC TUTTOQ 5860|J.€VLOV Ba UOLG TIALPEXEL AUTEG TLG http_user_agent Mozilla/5.0 (X11; Linux x86_64: n:109.0) Gecko/20100101 Firefi
iec: A: Suri > fileinf
nAnpoodopieg; A: Suricata g PR [:] ileinfa
E: TLeiSoug ouppdv BéAoupe amd Tov mivaka SeSopévwy Sysmon; in_iface emi [ copy O > nip
A: event_type > http pki_src wire/peap | N7 jnciude “fecmd/emd jspPemd=dir” [:] > alert
, , . , R proto TCP Y4 ermd/ fsp? =dir”
E: H aviyveuon Baciletal o cupBdvta rj og OyKo; A: 00sa V" Bxclude “femd/cmd jsptemd=d; (] > rep
Baoietal og cupPfavta srelp o [ Extend column
555 oort . 50106 - =
E: Moo évBeto nedio eival onuavtkod péoa oto otoxeio http; 1 T
A: url 2 | where event_type == "http'
; . . , . . . 3 | extend url_-= tostring{http.url)
Optopeva Web shells Aettoupyov AapBdvovtag Tig UTOTTeg EVIOAEG WG apapeTpous otn Stevbuvon UR | -Mhcsra- -]l -has. any-{ systeminfo’ , “whoml"; netstat  hostiass")
E: Tu piAtpo Ba BAAw oTLG onUavTIKEG OTHAEG: A: 1.
event_type wooutal pe ‘http' Results  Chart
2. url TIEPLEXEL 0T[0l015ﬂT[0T8 QUTLO TLG UTTOTTTEG EVTO}\“':Q D TimeGenerated [UTC] "L url_ Computer RawData Type
n . . f . ' i » 158:23, /i Ljsp? = - -\ {"ti ¥ -06- L1 i
E:'ESwoe to Suricata kamowa ELSOT[O[I’]GI’] OXETIKA HE QUTA TN SDCI.OTI’]DLOTI']TC(; D 6/4/2024, 10:58:23.000 PM femdfcmd,jsp?emd=netstat+-abno goad-VirtualBox {"timestamp™:"2024-06-04T22:5. Suricata CL
A: Suricata | Arou event_type == 'alert’ ko app_proto == 'http' D > 6/4/2024, 10:53:46.000 PM JSemdfemd jspfemd=systeminfo goad-VirtualBox {"timestamp™:"2024-06-04T22:5... Suricata CL
D > 6/4/2024, 10:53:27.000 PM Jfemdfemd,jspfemd=hostname goad-VirtualBox {"timestamp™"2024-06-04T22:5... Suricata CL
D > 6/4/2024, 10:53:03.000 PM JSemdfemd.jspfemd=whoami+32Fall goad-VirtualBox {"timestamp™:"2024-06-04T22:5... Suricata CL
D > 6/4/2024, 10:52:41.000 PM JSomdfcmd,jspfemd=whoami+32Fall goad-VirtualBox {"timestamp™"2024-06-04T22:5... Suricata CL
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* KAomn n mAaotoypadnon swotthplwv Kerberos: AS-REP Roasting

Ol eloBoAeig evdéxetal va amokaAlouy Ta SLamoTteuTpLa AOyopLOCUWY 0TOUG OTtoioug £XEL amevepyomolnBei n tpo-avBevtikonoinon Kerberos, péow

4@ Suricata
41 | where event_type == "krb5"
42

Results  Chart

rnq'napr'Lao'ng KWELKWV npéoBlaor]q oTa Voot K'erberos. FL'a Kl('les )\ovaptaoué’nou 'svron'i(erat Xwpig HpO(xUGEVTl'KOTIO'LI’](Ir], évaq’sxepélq uropei va () TimeGenersted [UTC] 1 Computer -
oteileL éva pvupa AS-REQ xwplg Tnv Kpumttoypadnpévn Xpovikn onpavon kot vo Aapet éva privupot AS-REP pe dedopéva TGT ta onoia evééxetat va e
eival kpunttoypadnpéva pe évav pn acdpain alyopldpo onwe to RC4. Ta avaktnBOévta kpumtoypadnuéva Sedopéva evdéxetal va eival evdAwta o event type krb5
emBéoelg mapaBiaong kwdkwv MpocBacng ektdg ouvdeong, mapopola pe to Kerberoasting, kat va ekBEtouv dlamioteutrpla o€ popdr amAol KELLEVOU. ) E——
‘Evag Aoyoplacuog mou €xel kataxwpnOel oe évav topéa, He 1 Xwpig e6KA Sikalwpata, Umopel va xpnollonotnBel kataypnotikd yla tnv kataypadn fioweid
OAWV TWV Aoyaplacpwy TOU TOHEN OTOUG OTtoloug €xel amevepyomolnBei n mpo-avbevtikonoinaon, xpnolpomnowwvtag spyaleio twv Windows 6nwg to ‘-u..-. in_iface eml
PowerShell pe éva ¢iltpo LDAP. EvaAAaktikd, o €loBoAéag pnopei va oteilel éva privupa AS-REQ yia kdBe xpriotn. Eav o DC anavtiosl Xwpig | « kb5 i by KRB S RECE et
odalpara, o Aoyaplacpdg Sev anattei npo-avOeviikonoinon kat to privupa AS-REP Ba rtepléxet n6n ta kpumntoypadnpéva dedopéva. ) tg; pe s R ’
) ) ’ ’ I3 I ) ’ 1 e Eingsy
* Brpata nmou mpeneL va akoAouBnBouv yla tn dnuioupyia tnG AOYLKNG TILOW arto TNV avVixveuon —
E: Motog TUTog 6eSopEVWVY Bal POG TTAPEXEL AUTEG TIG S KRE_TGS_REQ
mAnpodopiec; A: To Suricata
realm NORTH.SEVENKINGDOMS.LOCAL
E: Tuelboug oupPav BENoupe amd tov mivaka Sedopévwy Sysmon; sname cifs/winterfell.north.sevenkingdoms.local
A: event_type > krb5 . weak_encryption false
W AFUrEsenTne
, , . , , 48 Suricata
E: H avixveuon Baciletal oe cupPavta f og Oyko; A: 48 Suricata 41 | where event_type == "krbs"
i o 42 tend ty| = tostring(krbs. ty
Baoitetaw oe oupBavra 4 41 | where event_type ig Suricata a3 } eﬁeii ml"éf;yi;ﬁf:: ?;Biigng; =
42 | extand msg tj"pe a1 | JAcSTE mumnc e '-. 44 | where krbs.ticket_weak_encryption == true or krb5.weak_encryption == true
E: Moo €vBeto nedio eival onpavtikd péoa oto otoxeio krb5; 43 | distinct el i) —yP e
A: msg_type, weak_encryption, ticket_weak_encryption a4 E_typ Results  Chart
Results Chart D TimeGenerated [UTC] T msg_type_ Computer
E: Noteg oTtAAEG €lval oNUAVTIKEG WOTE val T olomnolooupe we didtpa; — svEnt_ype KO
G oTAES NHAVTKeS TLG XPNOLHOTIONOOVHE WG biktp Results ~ Chart O event type =
A: event_type, msg_type_, weak_encryption_, ticket_weak_encryption_ - flow_id 3408102049304
T E] ¥ools in_iface em1
. . . . . D msg_type_ =
E:Tu ¢L}\rpo Ba Ba}\w OTIG ONUAVTIKEG O-U]}\EQ E] > smb ¥ kib5 {"msg_type":"KRB_AS_REP" "cname":"brandon.stark", "realm":"NORTH.
A: 1. event_type = krb5 D 5 KRB AS RED j
. . _ . . _ —= 3 diis cname brandon.stark
2. ticket_weak_encryption_ = true j weak_encryption_ = true 0 :
D > KRB_AS_REC [:] > kb5 encryption red-hmac
E: Motog Atav o Aoyaplacudg mou anmokahudpOnke kat Atav eudAwtog ot eniBeon AS-REP - msg_type KRELAS REL
Roasting; A: H évBetn otriAn cname > brandon.stark D »  KRB_ERROR O > fieinfo . NORTH.SEVENKINGDOMS.LOCAL
> h rbtgt/NORTH.SEVENKI s L
E:n ; " , )\ 0 ) D > KRB _TGS_REP U ttp sname krbtgt/NORTH SEVENKINGDOMS LOCA
: Mowat eivaw n oThAN Tov epdavilel tnv mpoéAeuon tng enibeong; O > aen P BT S
A:src_ip >10.0.8.2 (] » KRBTGS_REQ a O > T ke
g_ weak_encryption true
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