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WORKSHOP -Introduction to 
the lab environment

◦ The initial setup is based on the open-source 
project GOAD 
◦ Game of Active Directory (GOAD)

◦ 3 Domains: 
◦ sevenkingdoms – 1 Domain Controller (kingslanding)

◦ essos – 1 Domain Controller (meereen), 1 ADCS Server 
(braavos)

◦ north – 1 Domain Controller (winterfell), 1 IIS Server 
(castelblack)

3

https://github.com/Orange-Cyberdefense/GOAD
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WORKSHOP - Goad Infrastructure
IP Address Function OS Name Domain

192.168.56.10 Windows Domain 

Controller

Windows Server 
2019

dc01 - 

kingslanding

sevenkingdoms

192.168.56.11 Windows Domain 
Controller

Windows Server 
2016

dc02 - winterfell north.sevenkingdo

ms

192.168.56.12 Windows Domain 
Controller

Windows Server 
2016

dc03 - meereen essos

192.168.56.22 Web Server Windows Server 
2016

srv01 - 

castelblack

north.sevenkingdoms

192.168.56.23 ADCS Server Windows Server 

2016

srv02 - bravoos essos

192.168.56.100 • Firewall
• Intrusion Detection 

System - Suricata
• Default Gateway
• OpenVPN Server

PfSense - -



WORKSHOP
Access to Azure Sentinel

◦ Sentinel Access
◦ Open a private tab or a guest profile in your browser

◦ https://portal.azure.com

◦ Username: [provided] Password: [Provided]

◦ Go to search at the top of the page and write Sentinel and click on 
Microsoft Sentinel

◦ In the column name click on the AzureSentinel

◦ In the new tab go to Logs

◦ Close any pop ups that appear and hide any menu to have full 
screen experience on the logs
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https://portal.azure.com/


WORKSHOP
Log analysis with Kusto Query 
Language

◦ Event tables in Lab environment
◦ SecurityEvent

◦ Sysmon (based on Event)

◦ Suricata

◦ PFSenseFirewallEvents

◦ Event Filtering
◦ Filter by condition (where)

◦ Check if any column contains string (where * has)

◦ Select a subset of columns (project)

◦ List unique values (distinct)

◦ search operator

◦ Operators on strings (==, != , has, contains)

◦ Event Aggregation
◦ Use the summarize operator (summarize)

◦ Conditionally count rows (countif())

◦ Distinct Values (dcount())

◦ Group data into bins (bin())

◦ Time series analysis (make-series)

◦ Visualization
◦ Visualize query results (render)
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https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#filter-by-condition
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/whereoperator#check-if-column-contains-string
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#filter-by-condition
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/learn-common-operators#list-unique-values
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/searchoperator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/datatypes-string-operators#operators-on-strings
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#use-the-summarize-operator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#conditionally-count-rows
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/dcount-aggfunction
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#group-data-into-bins
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/make-seriesoperator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#visualize-query-results


WORKSHOP
Specific log characteristics - 
SecurityEvent

◦ Provide audit information related to activities 
occurring on Windows Operating Systems

◦ Types of Events:
◦ KQL:

SecurityEvent | distinct Activity

◦ More information about each log type can be 
found in the below links
◦ Windows Security Log Events
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https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/


WORKSHOP
Using MITRE ATT&CK for Detection 
Engineering - SecurityEvent

◦ Type of ATT&CK Tactics detected
◦ Credential Access

◦ Brute Force (Event ID: 4625 or 5379)

◦ Steal or Forge Kerberos Tickets: Kerberoasting (Event 
ID: 4769)

◦ OS Credential Dumping: DCSync (Event ID: 4662)

◦ Execution
◦ Command and Scripting Interpreter: Windows 

Command Shell (Event ID: 4688)

◦ System Services (Event ID: 4697)
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◦ Persistence
◦ Scheduled Task/Job (Event ID: 4698 & 4700)

◦ System Services (Event ID: 4697)

◦ Privilege Escalation
◦ Group Policy Modification (Event ID: 5136,5137, 5141)

◦ Lateral Movement
◦ Remote Desktop Protocol (RDP) (Event ID: 4624)

◦ Defense Evasion
◦ Use Alternate Authentication Material: Pass the Hash 

(Event ID: 4769, 4624)

https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1550/002/


WORKSHOP
Specific log characteristics - Sysmon

◦ Sysmon is enabled on all Windows hosts
◦ Provides Endpoint-level visibility

◦ Types of Events:
◦ KQL:

Sysmon | distinct RenderedDescription

◦ More information about each log type can be found in the below 
links
◦ Sysmon log types

◦ Windows Security Log Events (Sysmon)
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https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon#events
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/


WORKSHOP
Using MITRE ATT&CK for Detection 
Engineering - Sysmon

◦ Type of ATT&CK Tactics detected
◦ Initial Access

◦ Phishing

◦ Drive-by Compromise

◦ Execution
◦ Command and Scripting Interpreter

◦ User Execution

◦ Persistence
◦ Scheduled Task/Job

◦ Hijack Execution Flow: DLL Side-Loading

◦ Server Software Component: Web Shell

◦ Defense Evasion
◦ Disable or Modify Tools

◦ Obfuscated Files or Information

◦ Credential Access
◦ OS Credential Dumping
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◦ Discovery
◦ System Information Discovery

◦ Query Registry

◦ Lateral Movement
◦ Remote Desktop Protocol

◦ Lateral Tool Transfer

◦ Impact
◦ Data Destruction

◦ Disk Wipe

◦ Collection
◦ Data from Local System

◦ Data from Removable Media

◦ Exfiltration
◦ Exfiltration Over C2 Channel

https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1505/003/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1027/005/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1041/


WORKSHOP
Specific log characteristics - Suricata
◦ Suricata logging is enabled

◦ Provides excellent Network-level visibility

◦ Except from alerts, it can also produce logs based on specific traffic e.g. HTTP

◦ Types of Events:
◦ KQL:

Suricata | distinct event_type

| where event_type != ‘’

◦ Extending
◦ Extra information can be extracted from specific columns based on the types of events
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WORKSHOP
Examples - Boot or Logon Autostart 
Execution: Registry Run Keys / Startup Folder

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
◦ Placing a program within a startup folder will also cause that program to execute when a user logs in. There is a startup 

folder location for individual user accounts as well as a system-wide startup folder that will be checked regardless of 
which user account logs in.

◦ The startup folder path for the current user is C:\Users\[Username]\AppData\Roaming\Microsoft\Windows\Start 
Menu\Programs\Startup. 

◦ The startup folder path for all users is C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp.

Steps to follow to create the logic behind the detection
Q: What data type is going to provide us this information?

A: Sysmon

Q: What type of event we want from the Sysmon data table?

A: File created

Q: Is the detection event-based or volume-based?

A: Event-based

Q: What column(s) are important so we can use them as filters?

A: Rendered Description, file_name

Q: What filter I will put in the important columns:

A: 1. Rendered Description equals 'File created'

     2. file_name contains '\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup' or file_name 
contains 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp’ *

*KQL syntax tip: Replace \ with \\ because the backslash is used to escape characters 
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https://attack.mitre.org/techniques/T1547/001/


WORKSHOP
Examples - Exfiltration Over Web Service
Exfiltration Over Web Service

◦ Adversaries may use an existing, legitimate external Web service to exfiltrate data rather than their primary command and control 
channel. Popular Web services acting as an exfiltration mechanism may give a significant amount of cover due to the likelihood 
that hosts within a network are already communicating with them prior to compromise. Firewall rules may also already exist to 
permit traffic to these services.

◦ Web service providers also commonly use SSL/TLS encryption, giving adversaries an added level of protection.

Steps to follow to create the logic behind the detection
Q: What data type is going to provide us this information?

A: Sysmon or PFSenseFirewallEvents

Q: From those 2 data tables which provides info about the number of bytes transferred

A: PFSenseFirewallEvents

Q: Is the detection event-based or volume-based?

A: Volume-based

Q: What function of the SIEM is important for volume-based detections?

A: Event Aggregation (summarize)

Q: What column(s) are important so we can use them as filters?

A: DestinationPort, Protocol, DeviceAction and Destination IP should be Public

Q: What columns are important for the aggregation?

A: SourceIP, DestinationIP, BytesTransferred

Q: How we need to aggregate the results?

A: By summing the BytesTransferred per Destination and Source IP

Q (BONUS) : Is it better to display aggregation results as data or graphs?
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https://attack.mitre.org/techniques/T1567/


WORKSHOP
Examples - Account Discovery: Domain 
Account
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• Account Discovery: Domain Account
• Adversaries may attempt to get a listing of domain accounts. This information can help adversaries determine which 

domain accounts exist to aid in follow-on behavior such as targeting specific accounts which possess particular 
privileges.

• Discovers valid usernames by brute force querying likely usernames against a Kerberos service. When an invalid 
username is requested, the server will respond using the Kerberos error code KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN, 
allowing us to determine that the username was invalid. Valid usernames will illicit either the TGT in a AS-REP response 
or the error KRB5KDC_ERR_PREAUTH_REQUIRED, signaling that the user is required to perform pre authentication

• Tools: krbrute, nmap, crackmapexec

• Steps to follow to create the logic behind the detection - Endpoint level
Q: What data type is going to provide us this information?
A: SecurityEvents

Q: What type of event we want from the SecurityEvents data table?
A: 4768 - A Kerberos authentication ticket (TGT) was requested.

Q: Is the detection event-based or volume-based?
A: Volume-based

Q: What function of the SIEM is important for volume-based detections?
A: Event Aggregation (summarize)

Q: What column(s) are important so we can use them as filters?
A: Activity

Q: What columns are important for the aggregation?
A: IpAddress, TargetAccount, TimeGenerated

Q: How we need to aggregate the results?
A: IP Address field is from where the Kerberos Ticket requests are originating. So, we look for IP addresses with Kerberos 
Ticket requests for multiple different accounts.

Q (BONUS) : Is it better to display aggregation results as data or graphs?
A: Graphs (render columnchart)

https://attack.mitre.org/techniques/T1087/002/


WORKSHOP
Examples - Brute Force: Password 
Spraying

Brute Force: Password Spraying
◦ Adversaries may use a single or small list of commonly used passwords against many different accounts to attempt to acquire valid 

account credentials. Password spraying uses one password (e.g., 'Password01'), or a small list of commonly used passwords, that may 
match the complexity policy of the domain. Logins are attempted with that password against many different accounts on a network to 
avoid account lockouts that would normally occur when brute forcing a single account with many passwords.

Steps to follow to create the logic behind the detection
Q: What data type is going to provide us this information?

A: SecurityEvents

Q: What type of event we want from the SecurityEvents data table?

A: 4625 - An account failed to log on.

Q: Is the detection event-based or volume-based?

A: Volume-based

Q: What function of the SIEM is important for volume-based detections?

A: Event Aggregation (summarize)

Q: What column(s) are important so we can use them as filters?

A: None actually. By filtering for the EventID 4625 we have the dataset that we want to investigate.

Q: What columns are important for the aggregation?

A: IPAddress, Account.

Q: How we need to aggregate the results?

A: IP Address field is from where the failed logins occur. So, we look for IP addresses with multiple failed logins with different 
accounts. *

Q (BONUS) : Is it better to display aggregation results as data or graphs?

A: Graphs

*Domain authentication logging:

Some protocols like NTLM require extra configuration to provide the Source IP of the failed authentication
15

https://attack.mitre.org/techniques/T1110/003/


WORKSHOP
Examples - Server Software Component: 
Web Shell
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• Server Software Component: Web Shell
• A Web shell is a Web script that is placed on an openly accessible Web server to allow an adversary to access the Web server as a 

gateway into a network. A Web shell may provide a set of functions to execute or a command-line interface on the system that hosts 
the Web server.

• File monitoring may be used to detect changes to files in the Web directory of a Web server that do not match with updates to the 
Web server's content and may indicate implantation of a Web shell script.

• Steps to follow to create the logic behind the detection - File Creation
Q: What data type is going to provide us this information?
A: Sysmon

Q: What type of event we want from the Sysmon data table?
A: File created

Q: Is the detection event-based or volume-based?
A: Event-based

Q: What column(s) are important so we can use them as filters?
A: Rendered Description, file_name
The file_name column displays the file that was created with
the full path.

Q: What filter I will put in the important columns:
A: 1. Rendered Description equals 'File created'
     2. file_name starts with {Web Server Directory}
     3. file_name ends with {Webshell file extension}
(Tip: Common Webshell file extensions: php, asp, aspx, cfm, jsp)

*KQL syntax tip: Replace \ with \\ because the backslash is used to escape characters 

https://attack.mitre.org/techniques/T1505/003/


WORKSHOP
Examples - Server Software Component: 
Web Shell
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• Server Software Component: Web Shell
• A Web shell is a Web script that is placed on an openly accessible Web server to allow an adversary to access the Web server as a 

gateway into a network. A Web shell may provide a set of functions to execute or a command-line interface on the system that hosts 
the Web server.

• Process monitoring may be used to detect Web servers that perform suspicious actions such as spawning cmd.exe or accessing files 
that are not in the Web directory.

• A web shell is a web script placed on an openly accessible web server to allow an adversary to use the server as a gateway in a 
network. As the shell operates, commands will be issued from within the web application into the broader server operating system.

• Steps to follow to create the logic behind the detection - Process Creation
Q: What data type is going to provide us this information?
A: Sysmon

Q: What type of event we want from the Sysmon data table?
A: Process Create

Q: Is the detection event-based or volume-based?
A: Event-based

Q: What column(s) are important so we can use them as filters?
A: Rendered Description, process_parent_command_line, process_command_line
Command-line processes that are executed by web server processes
is a high indicator of Web Shell execution.

Q: What filter I will put in the important columns:
A: 1. Rendered Description equals 'Process Create'
     2. process_parent_command_line contains common Web Server processes
     3. process_command_line contains common command-line processes
(Tip: Common Web Server processes: w3wp.exe, httpd.exe, tomcat.exe, nginx.exe)
(Tip2: Common command-line processes: cmd, powershell, netstat, systeminfo, 
ipconfig, whoami etc.)

*KQL syntax tip: Replace \ with \\ because the backslash is used to escape characters 

https://attack.mitre.org/techniques/T1505/003/


WORKSHOP
Examples - Server Software Component: 
Web Shell
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• Server Software Component: Web Shell
• A Web shell is a Web script that is placed on an openly accessible Web server to allow an adversary to access the Web server as a 

gateway into a network. A Web shell may provide a set of functions to execute or a command-line interface on the system that hosts 
the Web server.

• Monitor and analyze traffic patterns and packet inspection associated to protocol(s) that do not follow the expected protocol 
standards and traffic flows (e.g extraneous packets that do not belong to established flows, gratuitous or anomalous traffic patterns, 
anomalous syntax, or structure).

• Steps to follow to create the logic behind the detection - Network Traffic 
Content

Q: What data type is going to provide us this information?
A: Suricata

Q: What type of event we want from the Sysmon data table?
A: event_type > http

Q: Is the detection event-based or volume-based?
A: Event-based

Q: What nested field is important inside the http item?
A: url
Some Web shells work by receiving the suspicious commands as parameters in the URL

Q: What filter I will put in the important columns:
A: 1. event_type equals ‘http'
     2. url contains any of the suspicious commands

Q: Did Suricata produce any alert related to this activity?
A: Suricata | where event_type == 'alert' and app_proto == 'http'

https://attack.mitre.org/techniques/T1505/003/


WORKSHOP
Examples - Server Software Component: 
Web Shell
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• Steal or Forge Kerberos Tickets: AS-REP Roasting
Adversaries may reveal credentials of accounts that have disabled Kerberos preauthentication by Password Cracking Kerberos messages.
For each account found without preauthentication, an adversary may send an AS-REQ message without the encrypted timestamp and 
receive an AS-REP message with TGT data which may be encrypted with an insecure algorithm such as RC4. The recovered encrypted 
data may be vulnerable to offline Password Cracking attacks similarly to Kerberoasting and expose plaintext credentials.
An account registered to a domain, with or without special privileges, can be abused to list all domain accounts that have preauthentication 
disabled by utilizing Windows tools like PowerShell with an LDAP filter. Alternatively, the adversary may send an AS-REQ message for each 
user. If the DC responds without errors, the account does not require preauthentication and the AS-REP message will already contain the 
encrypted data.

• Steps to follow to create the logic behind the detection
Q: What data type is going to provide us this information?
A: Suricata

Q: What type of event we want from the Sysmon data table?
A: event_type > krb5

Q: Is the detection event-based or volume-based?
A: Event-based

Q: What nested field is important inside the krb5 item?
A: msg_type, weak_encryption, ticket_weak_encryption

Q: What column(s) are important so we can use them as filters?
A: event_type, msg_type_ , weak_encryption_, ticket_weak_encryption_

Q: What filter I will put in the important columns:
A: 1. event_type = krb5
     2. ticket_weak_encryption_ = true or weak_encryption_ = true

Q: What was the account that it is exposed and vulnerable to AS-REP Roasting attack?
A: cname nested column > brandon.stark

Q: What is the column that displays the origin of the attack?
A: src_ip > 10.0.8.2

https://attack.mitre.org/techniques/T1558/004/


Thank you
for your 
attention

Presentation by: 

Christos Lazaridis                    

(Focal Point)
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