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Risks of Maritime Critical
Infrastructure

Identify Cybersecurity Risk for Maritime critical
O 1. Infrastructure

Annual course as part of Maritime workshops —
02. presential - Toulon)

03. Critical Infrastructure, OES, Maritime stakeholders
O4. National specificities - NIS directive

039. Importance of data (EUCI, Sensitive,....)

Risk assessment and mitigation (e.g.
06. Cryptography)

O/ . C2B Consulting
115 rue du maréchal Foch -F83.200 LE REVEST - France

®one (QIOISIO)
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Goals: This module, designed for Maritime

stakeholders aims at identifying risks for Critical
Infrastructure to improve their resilience
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Maritime Critical

identified in the NIS
directive
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infrastructure and OES as
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WHAT

{134

Foundational of
cybersecurity Risk
Management in the
maritime domain

N
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WHY

0

Equipping participants

with the knowledge and
skills necessary to manage

Cybersecurity risks
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WHEN

{03

Time schedule: Autumn
2024 — Automn 2025

WHERE

<
Nrg
ONSITE-Location

Toulon (France)

NMIOTC (Greece)
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HOW

Theory

On-hands fraining
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WHO

Profile of Training Parficipants

o Managers and Leaders
o Working-life professionals

o SMEs and Public Sector
Employees

~ ! i
and-enthusiasts

tirneCIS dovel
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WHO

Profile of Trainer
o Bruno BENDER

o C2B CONSULTING
o Former Navy Officer / CIS specialist

o Information Security officer

NATO
Nationally
EU

o Since 2017 Cybersecurity expert & founder of C2B

o SME specialized in Maritime security / Cybersecurity to
support

Critical Infrastructures

Operators of essential services
Maritime companies & harbors

Public administrations operating at sea

: PRESENTATION TEMPLATE CREATED BY PR



WHAT

Training Topics

o What is the definition of a critical
infrasfrucure

o User communities

o Technical architectures / INFRASTRUCTURES

o Administrations

o Technical description

o Risks
o Security Architecture Design
o Security Implementation

o Mitigations

ASTRUCTURE': PRESENTATION TEMPLATE CREATED BY PR



¥ Hilliard

IMTALVALY

A Hilllard

WHY

Learning Outcomes

Demonstrate ethical and professional conduct in all
aspects of information and cybersecurity
management.

Comprehend and articulate the key concepts and
principles of information and cybersecurity.

Understand the evolving cyber threat landscape and
the diverse range of cyberattacks.

|ldentifies the cybersecurity threats, vulnerabilities, and
risks to an organisation.

Recognises the human factor's role in cybersecurity
breaches and risk mitigation strategies.

Ability to help and select appropriate security controls
to protect against identified cybersecurity threats and
risks.



Topic-1:
Cybersecurity Risks in the
Maritime domains

We will cover these skills

Introduction to information security: This section will intfroduce
the concept of information security and its importance to
organisations. It will also discuss the different types of
information assets that need to be protected, as well as the
different threats and vulnerabilities that these assets face.

Introduction to cybersecurity: This section will focus on the
specific threats and vulnerabilities that exist in the cyber
domain. It will also discuss the different types of cyber attacks
that can be launched, as well as the different ways to
mitigate these attacks.

The CIA triad: This section will discuss the three pillars of
information security: confidentiality, integrity, and availability.
It will explain what each pillar means and why it is important.

Other security models: This section will discuss other security
models that can be used to protect information assets. These
models include the NIST Cybersecurity Framework, the
ISO/IEC 27001 standard, and the COBIT framework.



Topic-2:
Threats and vulnerabilities

We will cover these skills

O

O

o O O O

1. AlS: What is a critical infrastructure — Legal
use and specificities

2. Description of a CI framework including
hardware, software, and networks.

3. Ways Critical infrastructures are
threatened

Ataackers

Mitigations

4. Reslience plans and actions
Other



Topic-3:
Use cases

We will cover these skills

o 1. National plans

o 2. Local Mitigations

o 3. Education / Training
O

4. Investigations and lessons learned
from the past

o 5. Threats and Risks
o 5. Mitigations

o - Technical
o - Organisational

o - Insurance



. CyberSecPro

CyberSecPro Training

We are creating cutting-edge education and training to advance
competencies and professionalism in EU cybersecurity.

Next level cybersecurity
education and training

Funded by
the European Union

Critical Infrastructure
Security for Maritime

Course

PRESENTATION BY: BRUNO BENDER



Critical Infrastructure
Security for Maritime

Topic 1 — General data

« Maritime / Cyber framework
« Cybersecurity and technology
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Cybersecurity — not only technology

Services

Protection Services
EU CERT-M

o Technical
F End/End monitoring
- : .
=  Adaptive maintenance

y . Organisational
111 Maritime cyber Governance
S

oD Semantics

.L._I Assess & manage Risks, Rise incidents, Share analysis
ETSI GS ISI 00X: "Information Security Indicators (ISI)...”

5"‘ Legal
_1_6 Commercial Sensitive data, Personnel data, Positions,
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Maritime Cybersecurity Risk

Objective

Course C2B_CSP008 aims at describing the cybersecurity risks in the maritime ]
environment and to identify its specificities.

A focus is done on the AIS standards and specificities as well as on
international regulation. Common vulnerabilities of AIS/GNSS systems and
applications are detailed.

Methods and examples of hacking and spoofing of these systems are
demonstrated during the course.

Risk analysis, security plans, policies and processes, regulatory framework and
security standards continuity and recovery measures are presented.
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Maritime Cybersecurity Risk
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EU Coastguard Cybersecurity

Achievements - The continuation of the current efforts

Build on the initiative of the ECGFF workshops on "Cyber Attack Prevention in the Maritime Domain”
initiated by the German presidency, and implementing a "EU Coastguard Cybersecurity Working
Group".

Need to furthermore develop common approach of cyber-security for the coastguard community.
For that, the legal, organizational and technical understanding shall be further developed together
Improving the cross-sectoral and cross-border cooperation, elaborating guidelines and best
management practice to this end.

Animation of the coastguard cybersecurity community and implementation of an information sharing
platform dedicated to cybersecurity and hosted by EMSA.

Consensual validation of the "EU Coastguard Cybersecurity Working Group" terms of reference
addressed to the EU Commission (DG MARE).

Support for further improvements on information-sharing processes for timely information exchange
on cyber-attacks and incidents fargeting the maritime community.

Continuation during the Croatian Chairmanship of the ECGFF (2019-2020).



Maritime Cybersecurity

e Cybersecurity threat to the
maritime

* Maritime Data

* Worldwide panorama
e Attacks / Incidents

* Risks
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The Risk of data in the Maritime

7,000
30 TB Channels monitored on 450’ OOO

Data Transmitted by the Triple E vessels for _
MAERSK Line fleet over Situational Awareness Meters of eleCt”C?l
satellite every month and alarms cables for the electrical

and automation
systems on a Triple E
Vessel

5,000

Data Tagsona
modern Vessel

-
-
va

0.05

Seconds
between each
motion 20 0
measurement
on a ship Sensors in a modern

main engine room to
monitor temperature,
pressure, flows and

2 1B

operations
Data generated every 100 2 G B 2, 800
days by a modern vessel Sensors Handwired into
Data Stored every da from the triple E vessels Main £y ik
the main contro system on control system Ry

a Triple E vessel




Critical Infrastructure - Shipping authorities
Conftrol on security / Impacts of incidents

Impact of a breach

Low Impact

Vessel

Business Network

High Control

Loading
Compute @
Integrated
q Control
Monitoring Systems
Systems ’

Shipping Auto
ERP Pilot

Fire detection |
systems

Low Control

Control of Security by Shipowner

High Impact

C2B_CSP0O08

Nb users / impacted systems

A
<5

y

O

50+



Critical Infrastructure
Security for Maritime

Topic 2 — Threats and vulnerabilities

Cartography of Maritime systems
Threats — Worldwide
Observed Events Incidents




g “EBEEGETTT - Threats - Major Attacks 2020 - 2023
v Worldwide

International Maritime Organization ~
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Attacks / incidents (2020 - 22)

Port of Bandar 2020 Inability to implement loading and unloading terminals
Abbas

MSC 2020 Inoperable services (>12 h) Web page and customer interface
inaccessible for several days in some areas

MED EUROPE 2020  Blocked Internet services that have impacted the web portal
TERMINAL and messaging.

2018 -  Saturation of AlS receivers (observed in the Mediterranean in
GNSS/AIS 2020 2019, in China in the USA in 2020)
Permanent GPS jamming in Eastern Med, China & Black Sea

CARNIVAL 2020  Loss of customer and employee data.
Loss of activity on the cruise (bookings)

CMA / CGM 2020 Data and services incassesible due tiocryptolocker
Loss of customers
BENETEAU 2021  Attack on systems and loss of Data

BOURBON 2021  Attack on main exploitation System

GAZOCEAN 2021  President Rip-Off

VNF 2021  Attack on Main information System
Port of Abidjan 2021 Ransomware MATRIX
DNV-GL 2020  Spying for a State - Data Theft

Inmnaca AnfFFha climnad ceaciakys
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Deliberate targeting of a "non-critical" port by a country in a pre-
emptive attack resulting in an immediate response

Locally hosted services have allowed the operator to continue to
operate in certain regions

The maritime operator was the collateral victim of an attack on the
Southern Region during the containment of the

The interference or Spoofing (saturation) of GNSS /AlSrepresents a real
danger to navigation. Observable in their crudest forms attacks on
GNSS/AIS systems can eventually distort all maritime data.

Classic ransomware attack that encrypted part of CIS systems and data
and blocked the activity for several hours.

The attack was remediated in more than 2 weeks by specialists not
familiar with the companys CIS.
The communication has to focus on the operators priorities.

BENETEAU has been attacked a first time in 2018 and has lost data
(customer lists) a second time in less than 3 years

Problems to manage the crew changes and the daily activity and reports
for ships

Financial Los
Management systme blocked for several days

Limited impact maritime trafic reported after coordinated reaction

Class societies are often exosed to this kind of risk due to the information

+hﬂ\l Ara ArRAACCIN G
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CMA / CGM Attack 2020

Edition du jeudi 31 octobre 2024 I I I 5 I I I { I Q
. .J, " A @ = S'abonner
Feuilleter 'édition LaMatinale  Se connecter

= Menu AlaUne Actionpublique Entreprises Médias Paris-Bruxelles Enquétes Entourages Mouvements Feuilletons Q

L'enquéte sur la cyberattaque de
CMA CGM avance a grands pas

x BMEAE 2

Sila plupart des enquétes sur les rancongiciels échouent a identifier les

hackers, les cybergendarmes ont arrété en Ukraine des suspects dans Créez une veille sur
in l'attaque qui a ciblé le transporteur maritime CMA CGM en 2020. L'enquéte les mots-clés cités
en cours confirme les premiéres pistes sur le gang Ragnar Locker. [...] dans cet article

() Agence Nationale de la
Securite des Systemes
d'Information

—— Publiéle 07/12/2021 3 6h30 s Lecture 2 minutes

The investigation into the CMA CGM cyberattack is making rapid progress If most ransomware investigations fail to
identify the hackers, cyber police have arrested suspects in Ukraine in the attack which targeted the maritime carrier
CMA CGM in 2020. The ongoing investigation confirms the first leads on the Ragnar gang Locker. [...]
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Use case - ransomware

 What is a “ransomware”
* Malware which threaten damages unless a ransom is paid

* Types
e Screen locker
* File cryptor
« DDOS
e Combined

LOCKSCREEN CRYPTO-RANSOMWARE COMBINED

Source: Trend Micro
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INTRO - Screen locker

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.
You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
(8] 45




INTRO - File cryptor

Cryptolocker 2.0

Your personal files are encrypted

Your files will be lost
without payment on:

11/24/2013 3:16:34 PM

Info

Your important files were encrypted on this computer: photos,

ideos, documents , etc. You can verify this by click on see fies
nd try to open them,

ncryption was produced using unique public key RSA-4096
ated for this computer. To decrypt files, you need to obtain
ivate key.

The single copy of the private key, which will allow you to decrypt
the files, is located on a secret server on the Internet, the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
files |

To retrieve the private key, you need to pay 0.5 bitcoins.

Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead

to immediate private key destruction by server.

C2B_CSP008



“COMMON" ARRIVAL VECTOR

1 — Compromised Site

e WWW \m =
————— - AN
- - , ” — -
-~ - 7 I MALICIOUS / COMPROMISED - ~,
P - / WEBSITE \ |
! ! EXPLOIT KITS .
I
VA S e P X
WWW ~
Y
.
\
SPAM 2 — Attachment \ RANSOMWARE
USER ACCESS v

A
EMAIL/ _-7
WEBSITE @A) =

TROJAN DOWNLOADER
MALICIOUS DOCUMENT /SCRIPT

C2B_CSP00S
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"“COMMON" ARRIVAL VECTOR

From:
From: To:
Date:  Wednesday, May 11, 2016 8:35 AM
To: , Cc
Subject: A internship? Subject: Billing Statement

Attach: 4 )myCV880.doc (64.8 KB)

- Message | 3B Statement.zip (888 B)

Hey there! o |
Hello Please see enclosed a copy of the billing statement for Nov

I just found your website, I am very interested in a position or perhaps a intemship. 2015

I attached my CV for you, please go through it and you wall see that I am very

qualified Best regards

You will not be disappomted, I assure you.

Take care.

Malicious
Macroin
DOC

Malicious
Document/
Script

CERBER ZIP CRYPWALL

Source: Trend Micro



"“COMMON" ARRIVAL VECTOR

This documentis protectad by Microsoft Offize snd requires hum an verfication
Please Enadle Edring and Double Click balow 10 prove that you ane not a robot

@ H9-0): 1.doc - Microsoft Word - =mOX
\..d' ‘ Home | Insert Page Loyout References Mailings Review Viewr @
=0 X T e = 1|l . 3 Find -
[ ‘_j 3 Cagbil Soovi o LA ‘A A Ilg'-)l "‘- St gﬂi_ﬂm‘ | AaBECCD | AaBbCeD AaBbC AaBbCc [ Repiace
Fe =9
Paste ¥ “n I U ~abe x, X A.vl'y' A" ;}ggg == :gv[|é‘q~ div| || nNomal |TMoSpac.. Headingl Heading2 %B&O_! | B select~
Clipboard | Font & ’ Faragraph = Styles G| Editing

)
!"‘*\:'
Double Click Here
To Unlock Contents

CAN'T VIEW? FOLLOW THE STEPS BELOW.
o document in Microsoft Office Previewang online dossnot worl for protected uments
iy wniloade d this document fron mail, please chick “Ensble Editing” from the yellow bar

3 Double chich sbove The content of this Docurse nt will be reve sled

Pagelofl | Words:@ | .5 EEEEE

Embedded LNK with
Powershell Script

Source: Trend Micro

Targettype:  Application
Target location: v1.0

Target: 1.0\powershell.exe nop noexit ¢ "$ar=‘mm'.o]

Start in: temRoot % \System 32\ WindowsPowerShell\v 1.0\

Shortcut key:  None

Run: [Notmalw'ndow v]

Comment:
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 disk file encryption
2005-2006 — first wave of “modern” ransomware (in Russia)
2011 — SMS ransomware (dial a premium SMS number)
2012 — Fake police-based “Screen Locker” ransomware
2013 — Cryptolocker (strong encryption, use of TOR)

2014 — File cryptor “frenzy”: CryptoWall, CTB-Locker, Locky, TeslaCrypt ...

2017 — WannaCry (with “worm” capabilities)

2018 — NotPetya (eraser)
* hit “Maersk” danish maritime company (10 days off!)

2019 — Maze (double extortion)
2021 — Triple extortion (adding DDOS threat)

C2B_CSP0O08



NEW TRENDs

 Human-Operated Ransomware

customized infection vectors (reconnaissance)
(high-value) target discovery

Privilege escalation — Lateral Movement
APT-like TTP

Ryuk attack chain

Initial access through Trickbot, which
arrives via email or downloaded by Emotet
’ = P Cobalt Strike or PowerShell Empire
» — payload
—> Remote system discovery scan
(ﬁ) Lateral movement via WMI and
—>
PowerShell
> Reconnaissance
Com!'nand~anq-control to
multiple machines
> Delivery

Credent.|a| theft via LaZagne
Q and registry access

Ly BloodHound connects to
@ domain controller
Oo Credential access using compromised
— 8 domain admin account
Domaincontroller to multiple
machines
> Ryuk ransomware

Source: Microsoft

C2B_CSP0O08

MITREATT&CK

T1193 | Spearphishing Attachment

T1043 | Commonly Used Port
T1086 | PowerShell

" T1018 'IV Remote System

T1028 | Windows Remote Management

T1105 | Remote File Copy

© T1087 | Account Discovery

T1214 | Credentials in Registry
T1003 | Credential Dumping

T1069 | Permission Groups Discovery

T1028 | Windows Remote Management

T1105 | Remote File Copy
T1486 | Data Encrypted for Impact



"COMMON" TRENDS

* Initial Access Broker (IAB)

C2B_CSP0O08

* Find a way to gain foothold in “random” organizations networks
* Sell the network access (usually via dark web, 500-10.0005)

e RaaS — Ransomware As a Service
* malware can be brought

* Malware remote usage platform can be brought

* Configuration: ransom fee, payment note, victims...

* the platform may already provide victim access
* e.g. Emotet (generic downloader)

Overview of Initial Network Access
July 2020 - June 2021

>1000 network accesses listed Top Countries with Initial
with at least 262 confirmed as sold 9 Network Access Listings
« US (28%) « ltaly (3%)
* France (6%) « Brazil (3%)
(% Majority of Access Types Sold + UK (4%) « Spain (2%)
{ ) RDP VPN + Australia (4%) +« Germany (2%)
« Canada (4%) » UAE (2%)

HQEE = -y @ m @

Banking / Financial Government Healthcare

Manufacturing Education IT
5% 5% 4%

8% 7% 6%



Topic 2 - Threats
Maritime Sector

e |dentified sources

e Use cases

HARBOURS & MARITIME STAKEHOLDERS
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Intelligence sources (Companies)

Threat Actor Groups Tracked by Palo Alto Networks Unit 42
Raas$ platform : https://unit42.paloaltonetworks.com/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/

Gemini INDIA

Issue : The legal location of Rogue actors

Lynx BELARUS RaaS: RANSOM As a Service


https://unit42.paloaltonetworks.com/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/
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Intelligence sources (National Agencies)

Comparison of the main ransomware strains used in incidents

reported to the ANSSI in 2022 and 2023
B 2022 [ 2023

8Base

Akira

ALPHV/ Black Cat

DHARMA/ Crysis / ZXCVB

ESXiArgs

LockBit,LockBit 2.0/LockBit Red/LockBit...

LockBit 3.0 / LockBit Black

Medusa

NoEscape

Play
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RANSOMWARE in the maritime domain

* Trends
* increasing digitalization
* natural shift from locally conducted operation to remote
e COVID-19 remote boost

 Ransomware attacks — peculiar aspects?
* same attackers, same TTPs
* interesting target: supports 90% of worldwide trade!

* potential war target
* complex and integrated IT ecosystems (also with Operation Technology — OT)
* supply chain increased risks: the “entrance point” may be a partner company!

* many attack vectors available for the attackers

e shipment are key point in the logistic supply chain
* can be used an intermediate step to other target (supply chain attack)
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RANSOMWARE in the maritime domain

Ransomware attack on US maritime facility
confirmed

noex . ew  aim e=htig

2 | & | ®

Ransomware Attack on Swire
Pacific Offshore Breaches
Personnel Data

Swire Pacific Offshore notified authorites of a cyber attack onits s

PUBLISHED NOV 26, 2021 12:05 PM BY THE MARITIME EXECUTIVE

r_

ySt

The US Coast Guard (USCG) has issued a marine safety bulletin confirming a recent ransomware attack at a

Maritime Transportation Security Act (MTSA) regulated facility, which locked users out of access to critical

files and saw the infection move beyond the local facility and into wider corporate networks.

With today's news that French shipping giant CMA CGM has been
hit by a ransomware attack, this now means that all of the four
biggest maritime shipping companies in the world have been hit by

cyber-attacks in the past four years, since 2017.
Previous incidents included:

1. APM-Maersk - taken down for weeks by the NotPetya
ransomware/wiper in 2017.

2. Mediterranean Shipping Company - hit in April 2020 by an
unnamed malware strain that brought down its data center for
days.

3. COSCO - brought down for weeks by ransomware in July 2018.
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Solutions

 Just implements IT Security best practices
* Main mitigation topics
 strong authentication (especially for internet-facing portals and VPNs)
* or zero-trust approach, in a perimeter-less approach
* least privilege principle (especially with user privileges)
» system\network segregation (physical\logical)
* Business continuity procedures
e backup (hot and cold)
e Continuous vulnerability assessment and patching
* Security Operation Center monitoring

* Hardening (network protocols, host firewall, software configuration, OS security, ...)
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Use case — AIS / GNSS

Main concern for Maritime Agencies — AlS / GNSS Spoofing / Jamming

The AIS positions of two NATO ships were spoofed near the Russian
Y 4 naval base in the Black Sea.

S 2001 - EOGFF oyiss nacarity warking roup Mota oe cptenscurtty ndcen

w1 Automated ldentification System) appearing to show
R and HNLMS Evertsen approaching Sevastopol, Crimea, On June 19 2021 Defender (A) and HNLMS
The AlS positions of two NATOD ships were spoofed nesr the Russisn ®
nenval base in the Black Sea. P Evertsen (B) in Odessa
ot e combcind b e ot i, s e bk o A Odessa, Ukraine '

s by Wil qpasied by pablc admisirieation an sl e reed o deain oar work it
wethin thir gross.

Tracking data frem Swe NATO wirshies wars Salaifled off the cort of & Ruiskn-controled
rrval bisien I She Black San whils She ihies wars ot hacbour wiilt 130 miles swiy.

Tha Brssh Boyal Kivy's BMS Dafender, & Daring Tyos-25-clins destropas, and the Bopl
Mtharlards Havy's HELWS Evertuan, o De teven Provincien.dss Frigets, ol Odeiss, Ukrsine,
& 16 fune. The grous was macted by Rusilen warthizs during thair rars theough the Slac:
Sai, i eviddercas] by LS, Nirey photes dited fure 17,

Arrording b tha &%, tha ships left Odesa [t befors michight on 18 June. Analbmb of the
data shows thal they weud have saled directly o Sevestozol, sppresching within 24z of the
port that howaea the Aumien Sleck Ses flest.

Tha twc warshiles, howmvar, did nmesr lave Ociisa. Tha wabcam st (e LSNI alide)
ibwres Shut thay hinew not el Ociciaa, howir. The weboami sns ateeaned ve on TouTubs

oy Ccemia Ording. Scresmihot archived by shird-carty wasthar sitas los Windy.com show
e s warshios present in Odema during the night.

Tha pesbioning of beo KATO warthics ot the antrancs 1o & majer Ruisken nivl e I widely
parcaived i provoratie action

Altheugh the reisars for spoofing ace not daar, this dechion rabies quaitions shart S

affecthearucia of cpan icuncs intaligance duts, e s A%, which b becorring Incrassiingly
B False AIS tracks
Tharw i ierefstabie svidence thit the ALS Sracks wan spoched by i thind party.
MaTDcMicah did no? Irmrrediately respond 2o requents fer mmmant and the baes denefled
@n A% prorddars (WarineTrafficcom in the presen? mese| wers onfirmed o fabe =y b Outch
s site Warkr e becenn L

A% pewfticm ware crobaisly sant 1o Marine " ra¥c_ owm wia the Chomemornt ground vation
e Drlema cparsbed urcder Buslan conbrel Sthar ALS nperatoes heve sko mported the lebe L]

Sevastopol, Crimea

Sources: (Russian naval base)

- EU CERT & M-CERT
- Member States
- Private companies

ﬁ MarineTraffic




Threats to Critical infrastructure

¢ » Malware:
Malware whose spread is uncontrollable

Script kiddy (idle teenager or, more generally, solitary and opportunistic striker):
- Very low means (€<,100)
- Gambling (and possibly profit) as motivation

" Terrorist group:
.: - Moderate means (from €10,000 to €50,000)
Fﬂ‘ - Search for human victims, material damage, high media visibility
I

Criminal enterprise:

c.___l;l__, - High resources (around one million euros)

- Profitability objective
- Seeks discretion

State:

- Necessary discretion

Opportunistic attack Malicious employee (grudge/greed):

- Low means (< €1,000)

- Main motivation: to harm one's employer, avoiding victims
- Discretion when possible

- Easy access to all elements of the vessel

- Low moral constraints

- Almost unlimited means
- Objectives of all types -
- Absence of moral constraints

C2B_CSP0O08
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Threats on Systems

Ship spoofing — AIS message is broadcast giving details of a non-existent ship. Scenarios where this could be used
include spoofing a ship of one nation into the territorial waters of a hostile nation, leading that nation to take
countermeasures. Alternatively, multiple versions of the details of a real ship can be broadcast, placing it in many
different locations simultaneously to obscure its true location (e.g. illegal fishing).

Aid-to-navigation spoofing — Fake aid-to-navigation, such as a buoy warning of hidden shoals, are broadcast in
order to force a ship to change its course. This might be done to force a vessel into a region where it can be
hijacked.

Collision spoofing — Collision avoidance is one of the primary uses of AlS. By providing spoofed details of a vessel
on a collision course, an attacker can force a ship to change course to avoid the anticipated collision. This could, for
example, be used to steer the ship into a real collision

AIS-SART spoofing — Search & rescue is another of the primary uses of AlIS. This attack
generates a spoofed SAR-T transponder signal, which gives details of a distress. As ships are
legally obliged to assist, SART spoofing can be used as a decoy to lure vessels to a location
where they can be attacked.

Weather forecast spoofing — AIS can be used to relay information about prevailing weather
conditions between marine craft. A fake forecast, particularly one that predicts fine
conditions when a storm is incoming, could be used to lead vessels into difficulties.

AIS hijacking — It is also possible to override signals being sent by vessels, by broadcasting a
higher-power signal at the same time and frequency. The attacker can then change some
details of the original message, for example to suggest that the vessel has a nuclear cargo in
an area where such cargoes are illegal.
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Shared responsibilities — Large community - Limited initiatives

THE GUIDELINES ON
CYBER SECURITY ONBOARD SHIPS

- Flag countries

- Shipowners

- Ship management companies
- Harbours

- Connectors to economy (Regional, Transports)
- Maritime agents

- Insurance companies

- Certification agencies

- Shipbuilders

- COMMS operators

- System providers

- Security providers

) h

It “70 G 10y \7&‘* 2 PANA 0N Terms of Use
74//’// 1 o ik ‘

J10 The advice and information given in the Guidelines on cybersecurity on board ships is
Produced and supported by intended purely as guidance to be used at the user's own risk. No warranties or
BIMCO, CLIA, ICS, INTERCARGO, and INTERTANKO representations are given, nor is any duty of care or responsibility accepted by the Authors,
their membership or employees of any person, firm, corporation or organization ... for the
rzaas accuracy of any information or advice given in the Guidelines or any omission from the
INTERCARGD ; Guidelines or for any consequence whatsoever resulting directly or indirectly from compliance
st arvimies INTERTANKO with, adoption of or reliance on guidance contained in the Guidelines even if caused by a

failure to exercise reasonable care on the part of any of the aforementioned parties.
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Threats / Impacts impacts
O

Shutdown of operations ~
) ) ) Operator paralysis ‘
’
p—> (N
' Injuries, deaths,
Environmental o Th reats kidnapping

disaster

)
Q \/‘ Eavesdropping ‘A\
S Interception, Hijacking --

Reputational

damage, loss of Failure & Nefarious Theft of sensitive
competitiveness Malfunctions Menaces activity & abuse data
&
NN
m Impacts
» 4 Physical

g ' Attack Disaster ﬂ
s Edl g e
Damage to a ; Theft of goods

system, or even and merchandise

destruction Unintentional
damage
®© e ’
Fraud i'l~._. Ilicit

Outage

Theft trafficking

Financial loss,
Additional costs
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Maritime Specificities

* Communities
 Similarity Maritime / Digital

* GNSS Dependance

* Information Sharing environment

&
N
8 Incident
o reporting
s Security
>
<
w
)
C
e
9%

Onlane

Search Engane

o

requirement

Mputing

Financial market



Risks of Maritime
Critical Infrastructure

Topic 3 — The importance of data

 EU Regulation
* C(lassified data / Sensitive data
* Processing of data



Maritime / Digital similarities

C2B_CSP0O08

Dimension 80% of earth

Legal Weak international regulation
UNCLOS

Economical 90 % of international Trade

Stable

Unpredictable: Sea state, Wind,
Salt, Physical dangers

Environment

Threat lllegal activities and handlings,
Piracy, Terrorism

Focus Share information (IFC)
Acting capacities = States

Unlimited

Limited inernational Regulation
GDPR

50 % of international transactions
Permanent growth

Unpredictable: Virtuality,

Global Scope of Cyberthreats
lllegal activities focused on goods

Prevent & Share information
Coordinate action
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Maritime & Digital : similarities In 10 seconds....

Similar worlds (same assessments — same consequences ???)

110 (O Tube [ G in e 185190 ukes
, T 23140 sy “ 10000 comments
57000 Video Hous 1820 23 1 480 6940 upioaded

Tweets Watched User Searches

E @ Google @ 1 ;8 me t @

57870 230 2120 votes 2380

+1s

s v
foursqu 57870
\\\\ i E Q' 8 Stones Viewed
350 34027780 115740 MS)OZSO
Check-ins Emails Sent Files Saved fessages Sent

521960 uikes | | 120 S NETFLIX  PANDORA
549760 rosts Rl
60 GB ot et " S0I0N 3360 10190

Hours Watched Hours Streamed

225,000 GB data

- 500,000 posts Facebook,

- 57,000 tweets,

- 46,000 recherches Google

- 2 million de messages sur WhatsAp



Communication Plan
Adapted to the operators

Critical Infrastructure

ECI Directive 2008
Global Risk (security, espionnage, data, activity)
Attack could endanger a countries security

C2B_CSP0O08

Sectoral monitoring

* Risk Analysis

* Vulnerabilities

Confi- * Directives

dential Cross sectorial Coordination

y

Operator of essential service

NIS Directive 2015
Risk of espionnage, data, activity
Attack could endanger the economic activity

~

Sectoral Risk Assessment
Warnings
Cross sectorial information

)

Restricted data

/Common User of the Maritim domain

GDPR 2018
Risk for data
Attack could represent a threat

~

Public data
Sectoral Awareness

\ .

.

Recommendations
Prevention

)
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Education & Training

EUROPEAN CYBERSECURITY SKILLS
FRAMEWORK: JOB PROFILES
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||
Chief Information

Security Officer
CIsO

(S

Cybersecurity
Architect

&

Cybersecurity
Researcher

Responder

7!

Cybersecurity
Risk Manager

| European Cybersecurily Skills Framework (ECSF)

https://digital-skills-jobs.europa.eu/en/cyber-skills-academy-knowledge-and-training

Cyber incident

A

Cyber Legal, Policy

And Compliance
Officer

*

Cybersecurity
Educator

Cybersecurity
Implementer

A

-

01010 K
11101
00101

Penetration
tester

https://cybersecpro-project.eu/

.
» eoisa


https://cybersecpro-project.eu/
https://digital-skills-jobs.europa.eu/en/cyber-skills-academy-knowledge-and-training

Use Case
Critical

Infrastructure

Maritime
Harbor

HARBOURS & MARITIME STAKEHOLDERS



What objective for Attackers?

Information Assurance

Information is not disclosed to system entities (users, processes, devices) unless

Confidentiality they have been authorized to access the information

The property whereby an entity has not been modified in an

Integrity unauthorized manner.

Availability Being accessible and useable upon demand by an authorized entity.

Non- Assurance that the sender of information is provided with proof of delivery and
Repudiation the recipient is provided with proof of the sender’s identity, so neither can later
deny having processed the information.

Verifying the idenftity or other attributes claimed by or assumed of an entity
(user, process, or device), or to verify the source and integrity of data.

Authentication

CRYPTO

ACCESS
CONTROL
RIGHT

BCP/BRP

D.SIGN

PASSWORD



Functionnal areas

(CYBERSECPRO Taxonomy) o’ 4%
! ensa =

Privacy and Data protection

oo AVAVAVAVA
Cybersecurity Risk

management

Cybersecurity Threat Human aspect of cybersecurity
management

AVAVAVAN o v . V08

Cyber Incident
Response

Network and PORT
Communications security CYB E RS EC U R | TY

Tools and Technology

Penetration testing

NOVEMBER 2019

Cybersecurity Management

Cybersecurity Policy, Process, Compliance




Maritime Framework - Legal (International)

IMO RESOLUTIONS

MSC.428(98) (16 June 2017) MARITIME CYBER RISK MANAGEMENT IN SAFETY MANAGEMENT
SYSTEMS:
an approved safety management system should take into account cyber risk management

Administrations should ensure that cyber risks are appropriately addressed in safety
management systems 01 January 2021 (Survey ¢)

Particular systems that should be considered:

« Bridge systems

« Cargo handling and management systems

* Propulsion and machinery management and power control systems
« Access confrol systems

« Passenger servicing and management systems

« Passenger facing public networks

« Administrative and crew welfare systems

« Communication systems
Incident notification requirements

« Specific criteria/thresholds for incident
notification




Maritime Framework - Legal (EU) - Reminder

Reference Who is Preventive measures Ability to defend Reconquest
concerned (Judicial)

Cl (Natlons . Directive 2005/65/EC +++ Ports EU has identified ports as critical Event Logging and Ability to Analyze Retention of
+ Cable infrastructure” Logs technical records
after- 2013) National resulation Oil & gaz Probes to systems (State or qualified  for 6 months
& HAZMAT and  Port = specified area of land and service provider. ANSSI permalink
their critical water, with boundaries defined by  Crisis management
systems the MS, containing works and

equipment designed to facilitate
transport operations

Dir (EU) 2016/1148 ++  OES List List of essential services Defense of networks and information  Business
of the European provided by Political and technical governance.  systems; resilience.
il andl 6 Nations Network and IS protection. Use of hardware/software devices or
. (harbours PM Decision Controls, Standards IT services that have been certified
the Council (6/07/16 e ' Cloud Provider Rules for security.
- measures to ensure Companies) Reporting incidents to the National
a level of security of Security Agency.
systems and
networks
Data (GDPR- EU Regulation ++  Entity Protection of fundamental Protected systems and networks at Possible recourse
2016/679 - 27/04/16 managing freedoms in the digital world the level to prevent loss of control of ~ to CERTs in the
2018) e e e personal (erasure and data portability. personal information event of data
PRy . data (Ferry loss/leakage.
person protection transport
Regulation agent)

57



Port Control
Systems (PCS)

Port Operations
What systems ¢
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Navigation &

\_ security >,

Propulsion & Energy

production
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Specific Tools(cargo &

passengers)

Voyage

Operational

\ Maintenance /
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Maritime Framework — Technical

Digitalised Harbor

Cartography

CYBERSECURITY

SEA = - -
PORT SERVICES FREIGHT FISHING  PASSEMGER &
BOATS VESSELS BOATS  VEHICLE SHIPS

Marine infrastructure

PORT v v v v

VESSEL BERTHING

SERVICES
DISTRIBUTION
& VESSEL LOADING/
TRANSFERRING UNLOADING SERVICES
Inland
waterways TEMPORARY STORAGE &
STAYING SERVICES hﬂ%ﬂlﬁ —
o QUi CONTANER  CENERAL - pishing [ RORO/ SERVICES
S TERMINAL  TERMINAL - reppimmg TERMINAL e tINAL

Distribution infrastructure

SUPPORT
SERVICES

SECURITY &
SAFETY SERVICES

HINTERLAND



Maritime Framework - Port infrastructure

SEA
PORT INFRASTRUCTURE MEEEL IS
PORT Docks, Basins, Sloops, Signalling, Locks,... CUSTOMS

DOCKSIDE / ANCHORAGE RECEPTION SERVICES POLICE

Steering, towing, mooring, connections, protection/safety, dredging
LOADING/UNLOADING SERVICES ol

Cranes, gantries, ducts, walkways/cutters
PORT STORAGE FIREMEN
DISTT:LB#STL?;‘ & Silos, hangars, tanks, fridges, car parks, passenger areas (terminals, lounges,
NETWORKS

restaurants, press point, etc.

‘ H \ CIVIL SECURITY
Waterways ‘ \ ‘ \

SAFTEY
Routes Distribution infrastructure: Road, bridges, rails, pipelines, high/low voltage networks

SERVICES

. Vessel traffic Protection and
DE SOUTIEN Cargo Tracking control security
Management Management

Facility Maintenance

EMERGENCY

Railways

MARITIME

. AFFAIRS
Pipes

Sanitary
facilities

IMMIGRATION
SERVICES

Port Authority
Management management

PROTECTION & SECURITY
Communications, broadcasts/alarms, cameras, radars, access protection,
sensors/detectors,

HINTERLAND




Marine
Systems

Shipping
companies

Passenger
fransport

Port systems

Freight
Transport
Fishing

Other
systems

River
fransport

Rail transport

Road
fransport

‘ —

4
4

-+

Port data exchange se/s’rems

Port Community argo.
Community
System

Fishery ~ Sysfem

Information
manag. System

Port Information Management
System (PMIS)
Traffic Management System
Coastal
surveillance

Maritime Traffic Inland nav
Management management

VTS / VIMIS

Port management
Internal Port Management System

Administration Workstations
Betwork and
Communication
S

Systemes de gestion des opérations

Commercial
services

OPS LOG Term. Oper.
(ERP, CRM) System (TOS)

Loading /
Unloading

o1

Protection et sécurité

Detection
Access control systems

CC1v,

, Alarms
caméras,..

Avuthorities
—

5

National
systems

‘1

European
Systems

Satellite
Systems

(GNSS,

Monitoring)

- Banks

LEGRME:

—» Mandatory declarations
—+ Permissions and Controls
— Operational data

— Financial data

— Browsing data



Threats

Maritime Domain Threats

Interception of emissions
Interception of sensifive
information

Man in the middle! session
hijacking

Network reconnaissance
Network traffic manipulation

Environmental disasters
Natural disasters

Use of unreliable source
Erroneous administration of IT!
OT systems

Resulting from penetration
testing

Data deletion

3rd party security failure
Information leakage

Systems

Devices

Navigation and
communication

systems

Main supply systems

Failure or disruption of service
providers

L B B B B B B L

LR B B B L N B

Threat Taxonomy

o)

EAVESDROPPING @
INTERCEPTION
* e+« HIJACKING ®

7

»=+=ss DISASTER @

NEFARIOUS =os s
ACTIVITY & ABUSE

g @ OUTAGES evvvee
UNINTENTIONAL @
s eeee DAMAGE

AL

V. Sesens
=
@ PHYSICALseeess
ATTACKS
*ss  FAILURES &

MALFUNCTIONS

Denial ot Service [DoS)
Malware

Brute force

identity theft

Phishingf Social engineering
Targeted attacks

Abuse and theft of data
anipulatlon of information
Geolocalisatlon signals
Spooflng / jamming

Main supply outage
Network outage
Absence of personnel
Loss of support

Fraud

Sabotage

Vandalism

Theft

Unauthorised access
Terrorism

Hacktivism

Coercion, extortion or
corruption

Piracy! illegal crime} Mafia



Mitigations of
Risks for Critical
infrastructrure

Maritime

HARBOURS & MARITIME STAKEHOLDERS



Cybersecurity Risk Reduction strategies and effects

Risk Level

Governance
Organisation
Sharing

Technology

Insurance

Organisation

- Law / Governance

- Risk analysis

- Functional / sectorial resilience

Technologique

- Prevention

- Monitoring / surveillance

- Detection &incident sharing
- Résilience

Inssurance
- Confidence

- Financial support / reconstruction

Risk mitigation means
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