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Cyber Threat 
Intelligence and Threat 
Hunting in the Energy 
Domain 

Overview

o Topic-1: Introduction to Threat Intelligence and 

Threat Hunting

o Topic-2: Data Sources and Collection

o Topic-3: Threat Actors and Tactics

o Topic-4: Practical Threat Modelling and Security 

Investigation
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Agenda

o1.
Why should my company be a target of a cyber-
attack?

o3. Exercise: Cyber Kill Chain

o2. Threat Actors
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Why should my company 
be a target of a cyber-

attack?
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Why?

6

CSP006_S_E: Stefan Schauer and Abdelkader Shaaban

Why should my company be a target of a cyber-attack?

… because your data is valuable

◦ Customer databases, profiles, credit card 

data

◦ Strategic plans, financial situation

◦ Research & development data

… because your company‘s loss is 

another‘s gain

◦ Competitors, market value

◦ Political/terrorist organizations 

… because you have IT ressources that can 

be reused to

◦ distribute illegal content

◦ attack thrid party systems creating the 

impression it was you

◦ sell your internet connection bandwidth for 

botnet usage (DDoS, cryptominer, etc.)

… because it‘s easy and automatable

◦ e.g. ransomware, spam-lists, …



The need for controls
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Road safety

Technical controls

◦ Active safety controls

◦ ABS, ASR, ESP, etc.

◦ Passive safety controls

◦ Airbag, seatbelt, booster seat, rearview

mirror, etc.

INFORMATION SECURITY

Technical controls

Active safety controls
Access control systems, firewalls, antivirus, 

spam protection, IPS, etc.

Passive safety controls
Identity management systems, security

audits, log files, redundancy, IDS, etc.



Accessibility of Information
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◦ Clear Web

◦ Indexed by search engines

◦ Deep Web

◦ Not indexed by search engines

◦ Dark Web/Net

◦ TOR network .onion address

◦ Invitation / vetting process

Source: [0-2] Iceberg



Current Cyber Security Landscape

9

CSP006_S_E: Stefan Schauer and Abdelkader Shaaban

Perimeter protection centralized view is obsolete

Endpoint detection & response 

Data losses, intrusions and privacy violations go through the roof

Most intrusions are not detected in a timely manner

Just a few examples of those we know of…
Next Slide Source: 

[1] InformationIsBeautiful.net
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Threat Actors
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Threat actors, attribution & 
obfuscation
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Threat actors:  Motivation:

Nation-States

Cybercriminals

Hacktivists

Terrorist Groups

Thrill-Seekers

Insider Threats

Script Kiddies

Geopolitical

Profit

Ideological

Ideological, including violence

Satisfaction

Discontent

Egotism



Nation State Threat Actors

13

CSP006_S_E: Stefan Schauer and Abdelkader Shaaban

Most capable threat actor due to available resources

Depending on organizational context - worst case estimation regarding threat 

capabilities and motivation

Currently, countries with the most resources, offensive capabilities and active 
engagements

◦ United States of America

◦ Russia

◦ China

◦ North Korea



Nation-state cybersecurity threat 
actors 2019 – United States
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United States of America

◦As shown during the last years by Edward Snowden and 

various other leaks on US cyber threat capabilities, the 

resources and capabilities of the US are enormous 

◦ This was recently shown by the U.S. cyber-attack on foreign 

infrastructure that followed the attacks on US oil tankers



Nation-state cybersecurity threat 
actors 2019 – Russia 
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Russia

◦ Russia uses cyberspace as one of many methods for obtaining 

the necessary know-how and technology to grow and 

modernize its economy, especially in 

◦ defense industry, 

◦ energy, 

◦ healthcare, and 

◦ technology sectors

◦ Other prominent examples include the caber attack on the 

Ukrainian water grid as well as electronic warfare tests in Syria



Nation-state cybersecurity threat 
actors 2023 – Russia 
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Russia

◦ Russian state-sponsored threat 
actors employed various tactics, 
including phishing campaigns and 
zero-day exploits.

◦ Their objective was to gain initial 
access to devices and networks in 
industries within NATO member 
states.

◦ Additionally, malign influence 
actors targeted the Ukrainian 
diaspora to intimidate them and 
incite protest movements across 
Europe.

Nation State Threats (MDDR) Ch3 | Microsoft Security Insider

https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023-nation-state-threats


Nation-state cybersecurity threat 
actors 2019 – China 
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China

◦China continues to use cyber espionage to support its 
strategic development goals
◦ science and technology advancement, 

◦ military modernization, and 

◦ economic policy objectives

◦Cybersecurity researchers have also recently found links 
between Chinese cyber actors and a back door a popular 
application (CCleaner) that allowed the actors to target 
companies including Google, Microsoft, Intel and Vmware

◦APT1

https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf


Nation-state cybersecurity threat 
actors 2019 – North Korea
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North Korea

◦Cyberattack on the South Korea Hydro and Nuclear Power 

plant in December 2014

◦ In late 2016, North Korean hackers managed to gain access 

to a secure South Korean military computer network

◦ extracted data included contingency plans for a strike against the 

North’s leaders in the event of a border war 

◦During 2019, a large number of attacks on cryptocurrencies 

as well as ransomware infections were attributed to North 

Korean state-sponsored hackers



Typical Attack lifecycle
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1: Initial Recon – get information about the target

2: Initial Compromise –  spear phishing mail to user, 

client exploit connects to adversary’s C&C server
3: Establish Foothold – adaption to system,

standard backdoor installation

4: Escalate Privileges – user names, password 
combinations gathered

5: Internal Recon – authentication and network 

structure gathered

6: Move Laterally – adversary infiltrates local 
and backup data center

7: Maintain Presence – all tracks are covered up, 

adversary silently stays in.

8: Complete Mission – all target information is 
collected, export via covert channels, traces will 

be erased



Cyber threat buzzwords
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Adware & ultrasonic cross device 
recognition

Backdoors

Bots and Botnets

Code injection

Crypto mining

(D)DoS & amplification attacks

Drive-by exploits / watering hole

Exploits & obfuscation kits

Man-in-the-Middle

Password cracking

Pharming 

Phishing, Spoofing, Spear-Phishing, 
Whaling, Smishing

Ransomware

Rootkit

Spyware

SSL hijacking

Typo-sqatting

Malware - Virus, worm, payload, trojan

WiFi eavesdropping & hacking

Zero Days



Other important R&D
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Deep fakes

◦ picture/video/voice

◦ https://www.zdnet.com/article/forget-email-
scammers-use-ceo-voice-deepfakes-to-con-workers-
into-wiring-cash/

Light commands

◦ https://lightcommands.com/

Weaponization of AI

◦ Autonomous drone capabilities

◦ Berkley University - Slaughterbots

◦ https://www.youtube.com/watch?v=HipTO_7mUOw

DARPA Electronics Resurgence Initiative

◦ https://www.darpa.mil/work-with-
us/electronics-resurgence-initiative

China’s foreign tech policy

◦ https://www.cnbc.com/2019/12/09/china-
reportedly-orders-state-offices-to-remove-
foreign-tech.html

Banking MFA app requirement due to 
SIM-Swapping incidents

◦ EU Payment Services Directive 

First official act of cyber war (US -> IRAN)

◦ https://www.bbc.com/news/world-us-
canada-48735097

https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/
https://lightcommands.com/
https://www.youtube.com/watch?v=HipTO_7mUOw
https://www.darpa.mil/work-with-us/electronics-resurgence-initiative
https://www.darpa.mil/work-with-us/electronics-resurgence-initiative
https://www.cnbc.com/2019/12/09/china-reportedly-orders-state-offices-to-remove-foreign-tech.html
https://www.cnbc.com/2019/12/09/china-reportedly-orders-state-offices-to-remove-foreign-tech.html
https://www.cnbc.com/2019/12/09/china-reportedly-orders-state-offices-to-remove-foreign-tech.html
https://ec.europa.eu/info/law/payment-services-psd-2-directive-eu-2015-2366_en
https://www.bbc.com/news/world-us-canada-48735097
https://www.bbc.com/news/world-us-canada-48735097
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Cloud Web 
Interface

Third Party 
Backend APIs

Update 
Mechanism

(Mobile) 
Application

Vendor 
Backend APIs

Ecosystem 
Communication

Network Traffic

Ecosystem 
Access Control

Device Memory

Device 
Physical 
Interfaces

Device Web 
Interface

Device 
Firmware

Device 
Network 
Services

Administrative 
Interface

Local Data 
Storage

Implicit trust between components

Enrollment security

Decommissioning system

Lost access procedures

Cleartext usernames

Cleartext passwords

Third-party credentials

Encryption keys

Firmware extraction

User CLI

Admin CLI

Privilege escalation

Reset to insecure state

Removal of storage media

SQL injection

Cross-site scripting

Cross-site Request Forgery

Username enumeration

Weak passwords

Account lockout

Known default credentials

Hardcoded credentials

Sensitive information disclosure

Sensitive URL disclosure

Encryption keys

FW version display, last update date

Information disclosure

User CLI

Administrative CLI

Injection

Denial of Service

Unencrypted Services

Poorly implemented encryption

Test/Development Services

Buffer Overflow

UPnP

Vulnerable UDP Services

DoS

SQL injection

Cross-site scripting

Cross-site Request Forgery

Username enumeration

Weak passwords

Account lockout

Known default credentials

Security/encryption options

Logging options

Two-factor authentication

Inability to wipe device

Unencrypted data

Data encrypted with discovered keys

Lack of data integrity checks

SQL injection

Cross-site scripting

Cross-site Request Forgery

Username enumeration

Weak passwords

Account lockout

Known default credentials

Transport encryption

Insecure password recovery mechanism

Two-factor authentication

Unencrypted PII sent

Encrypted PII sent

Device information leaked

Location leaked

Update sent without encryption

Updates not signed

Update location writable

Update verification

Malicious update

Missing update mechanism

No manual update mechanism

Implicitly trusted by device or cloud

Username enumeration

Account lockout

Known default credentials

Weak passwords

Insecure data storage

Transport encryption

Insecure password recovery mechanism

Two-factor authentication

Inherent trust of cloud or mobile app

Weak authentication

Weak access controls

Injection attacks

Health checks

Heartbeats

Ecosystem commands

Deprovisioning

Pushing updates

LAN

LAN to Internet

Short range

Non-standard

Attack Surface Areas 
& Vulnerabilities



The MITRE ATT&CK Matrix for Enterprise
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Source: [2] attack.mitre.org



Exercise: Cyber Kill Chain
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Exercise: Cyber Kill Chain
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◦ Everyone model a fictitious attack scenario (cyber kill chain) based on the attack 

lifecycle stages of the MITRE Att&ck matrix 

◦ read about / pick your favorite tactics and 

◦ come up with a short PowerPoint presentation of a (plausible) attack scenario - describe

◦ a fictitious company and what they do

◦ the type of information under attack / attacker motivation,

◦ how they covered all or most of the lifecycle stages (initial access, execution, etc.)



Intrusion patterns – in general
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Further, detailed knowledge base on attack methods, tactics, techniques and 

defenses

◦ Tactics

◦ https://attack.mitre.org/tactics 

◦ Attack matrix

◦ https://attack.mitre.org/matrices

◦ Mitigation strategies

◦ https://attack.mitre.org/mitigations

https://attack.mitre.org/tactics
https://attack.mitre.org/matrices
https://attack.mitre.org/mitigations


Connect with CyberSecPro: 
How to register and other 
practical information

1. Website: 

www.cybersecpro-project.eu 

2. X (Twitter):  
https://twitter.com/CyberSecPro_eu 

3. LinkedIn: 
https://www.linkedin.com/company/cy
bersecpro-euproject/ 

http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/
https://www.linkedin.com/company/cybersecpro-euproject/


Thank you

Please send all questions to:

Stefan Schauer

Stefan.Schauer@ait.ac.at

Abdelkader Shaaban, 

abdelkader.Shaaban@ait.ac.at
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