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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.

8o [SIOIEO]
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IDS
SURICATA
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SURICATA

« Suricata is an open-source-based intrusion detection system and intrusion prevention system
« Suricata analyzes all traffic on the interface, searching for known attacks and anomalies
« When an attack or anomaly is detected, the system can decide whether to block traffic or

simply save the event on a log (/var/log/suricata/fast.log)

« Suricata can be configured using sets of rules organized in uniform categories.

« Each category can be set to:

*Enable: traffic matching rules from these categories will oe reported

*Block: traffic matching rules from this category will be dropped
*Disable: rules from this category are ignored
ng
SURICATA
OO -

BY NC SA

https://docs.nethserver.org/en/v7/suricata.html



https://docs.nethserver.org/en/v7/suricata.html
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SURICTA Modes

IDS

A

A
A

CyberSecPro S
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SURICTA Modes

IPS

A
A

CyberSecPro 6
BY NC SA

Icons Source:Internet Icons, Logos, Symbols — Free Download PNG, SVG (icons8.com)
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SURICATA Installation

Sudo apt-get update

Sudo api-get install suricata

[- kali@kali: ~
File Actions Edit View Help

Setting up librte-net-bond24:amd64 (23.11-1)

Setting up suricata (1:7.0.3-1)

update-rc.d: We have no instructions for the suricata init script.
update-rc.d: It looks like a network service, we disable it.
suricata.service is a disabled or a static unit, not starting it.
Processing triggers for libc-bin (2.37-12)

Processing triggers for man-db (2.12.0-3)

Processing triggers for kali-menu (2823.4.7)

Suricata 7.0.3
USAGE: suricata [OPTIONS] [BPF FILTER]

-C <path> : path to configuration file

-T : test configuration file (use with -c)

-i «<dewv or ip> : run in pcap live mode

-F <bpf filter file> : bpf filter file

-r <path> : run in pcap file/offline mode

-gq <gid[:gid]l> : run in inline nfgqueue mode (use colon to specify a

-5 <path> : path to signature file loaded in addition to suric
(optional)

-5 <path> : path to signature file loaded exclusively (optiona

-1 <dir> : default log directory

-D : run as daemon

-k [alllnone] : force checksum check (all) or disabled it (none)

-V : display Suricata version

- : be more verbose (use multiple times to increase ve

g o [OIOISIO)

BY NC SA




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Suricata Rules and Configurations

Surigata list of Rules

.

kali@kali: ~
File Actions Edit View Help

fetcféuficatafrules

kali@kali: ~

o

4096 Apr
4096 Apr
1858 Feb
. 2 Feb
h8 Feb
Feb

Feb

» Feb
Feb

Feb

Feb

Feb

o

File Actions Edit View Help

r-events.rules
nts.rules
.rules

o

o

-al /etc/suricata
total 116
drwxr-xr-x root root
druxr-xr-x 182 root root
-TW-r—r-- root root 3 classification.config
-TwW-r-—-r-- root root reference.config
druxr-xr-x root root
-TW-r-——r-—- root root suricata.yaml
-TW-r-—-r-- root root threshold.config

[ = 4]

00 o 0000 00 oo

[#2]

0o 0o 000000

]

1
1
1
1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 8
1 1
1
1
1
1 1
1 1
1 1
1 1
1 1
1 1

]

BY NC SA
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You could directly open the .yaml
configuration file, make any updates you

Suricata RUleS and Configurati()ns want, and then store the file again.

Some configurations in the ‘suricata.yaml file need to be

updated.

)

File Actions Edit View Help

— )= [~

total 116
drwxr-xr-x root
druxr-xr-x 182 root
-Tw-r-—-r-- root
-TwW-r-——-1r-- root
druxr-xr-x root
-TW-r-—-r-- root
-TwW-r-—-r-- root

) = o~

You can also copy the suricata.yaml file, paste a version on the
desktop, make your changes, and then save it to the original

Sudo cp Source_file Destination_directory

-al /etc/éuficata

root
root
root
root
root
root
root

Update the configuration file
Sudo vim /efc/suricata/suricata.yaml

~[Desktop/suricata.yaml - Mousepad

File Edit Search View Document Help
] o C x

classification.config
reference.config

suricata.yaml
threshold.config
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You could directly open the .yaml
configuration file, make any updates you

Suricata Rules and Configurations want gnd then store the file again.

Update the configuration file

We need to configure the HOME_NET that we want to monitor Sudo vim /efc/suricata/suricata.yaml
and ensure the correct interfface name is defined. :

File Actions Edit View Help
YAML

So we need to know the subnet

kali@kali: ~
File Actions Edit View Help

)=~

> mtu 1580

s @ carrier @ collisions @

You can also copy the suricata.yaml file, paste a version on the
desktop, make your changes, and then save it to the original
path.

Sudo cp Source_file Destination_directory

@ CyberSecPro




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

You could directly open the .yaml
configuration file, make any updates you
want, and then store the file again.

Suricata RUleS and Configurati()ns Update the configuration file

Sudo vim /etc/suricata/suricata.yaml
[ ~[Desktop/suricata.yaml - Mousepad

We need to configure the HOME_NET that we want 1o monitor |
and ensure the correct interface name is defined. dblbwen | e aE e

So we need to know the interface

kali@kali: ~

File Actions Edit View Help

I : o tu 1500
Interface
name

@ collisions @

5 @ frame @

@ carrier @ collisions @

You can also copy the suricata.yaml file, paste a version on the
desktop, make your changes, and then save it to the original
path.

Sudo cp Source_file Destination_directory
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You could directly open the .yaml
configuration file, make any updates you
want, and then store the file again.

Suricata RUleS and Configurations Update the configuration file

Sudo vim /etc/suricata/suricata.yaml
We need to configure the HOME_NET that we want to monitor [ oseplrictynl-Hewsees

File Edit Search View Document Help
and ensure the correct interfface name is defined. B = c x B a® A

788
789 : default
So we need to know the interface 701 L
792 z
793
704
795
796
797
798
799
800
801
802
803
80
@! # Croce olatforr ibocan apt re o nnort

kali@kali: ~

File Actions Edit View Help

L fcontlg
I»ET.h\.'-'J: flags=4163<UP,BR 2 G > tu 1500

broadcast 192.

ei x2@

Interface
name

)
carrier @ collisions @

Loopback)
B)
@ frame @
B)
erruns @ carrier @ collisions @

You can also copy the suricata.yaml file, paste a version on the
desktop, make your changes, and then save it to the original
path.

Sudo cp Source_file Destination_directory
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Suricata Rules and Configurations

[ ] ~[Desktop/suricata.yaml - Mousepad

File Edit Search View Document Help

B & R C x

ity Flow ID

If you are using VIM: To Exit VIM, press Esc with q:

Type q for quite

Type q! for quiet without saving
Type wq to write and quite

If you copied the suricata.yaml file, then use the cp command

Sudo cp Jource_file Destination_directory

Destination Dir

| o the .yaml
configuration file, make any updates you
want, and then store the file again.




Suricata Rules and Configurations

Update suricata using: sudo suricata-update

No errors detected ©

s

File Actions

Edit View

No sourc
Remote

Loading
Loading
Loading

Loading

root@kali: ~

sum has
distribution

distribution

distribution

distribution

g distribution

g distribution
g distribution

¢ distribution

g distribution

Loading
Loading
Loading
Loading
Loading

Loading

distribution

distribution

distribution

distribution

distribution

distribution

¢ distribution

up current
rul

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

pgsql
modbus

'suric
‘suric

suric
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Suricata Rules and Configurations

To test the configuration file of Suricata; sudo suricata -T -c /etc/suricata/suficata.yaml ~v

¢ root@kali: ~
File Actions Edit View Help

T -c /etc/suricata/suricata.yaml -\
11S 1S Suricata version /.0.3 RELEASE r

3 CPUs/éores online: 4 e M
J ta* Rn 1n1na suricata under tect made RUHn'ng On The IDS mOde
Info: 5 2 Settlng engine mode to IDS mode by default
All Infrusion QCTivities are |t b oo S e S
Inf 1 : eve-log output device (xegular) initialized: eve. Json

in The .Iog file; The .json _ [ : - SLdlS UULPUL UEVILE (reguldr) 1iilldlliZEU. SLdLS. Loy

: 2 rule files processed. 40034 rules successfully loaded, @ rules failed, @

1 thre L¢ fig: Threshold config parsed: @ rule(s) found
CoanlnS The SOme 1 : : 4003/ signatures processed. 1221 are IP-only rules, 4125 are 1nspecting packet pay
d 34481 1nspect appllcatlon 1ayer 108 are decoder event only
collected/detected S e, suriuatn® Com gisiclon migdided s ‘succasdFoily Ronded EXGhi:
intrusions  but in  JSON -

format.
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Running Suricata

-] root@kali: ~
File Actions Edit View Help

Info: detect: 40037 signatures processed. 1221 are IP-only rules, 4125 are inspecting packet pay
load, 34481 inspect application layer, 108 are decoder event only
Notice: ricata: Configuration provided was s essfully loaded

~

start suricata.service

Run as a daemon
- sudo systemctl start suricata.service tenctl status suricata.service

® Sulitata.sciviite — Suiiltaia LUS/10r uaemon
Loaded: loaded (/usr/lih/custemd/system/suricata.service; disabled; preset: disabled)
Active active (running) since Tue 2024-10-01 ©7:59:53 EDT; 30s ago
Docs. umn.:uxikcn.a\'é)
man:suricatasc(8)

Check the status of the Suricata tool L e s

Process: 63345 ExecStart=/usr/bin/suricata -D --af-packet -c /etc/suricata/suricata.yaml -->
« sudo systemctl status suricata.service g o sand el
Tasks: 10 (limit: 4611)
Memory: 438.8M (peak: 439.3M)
CPU: 26.808s
CGroup: {iystem.slice/suricata.service

Oct 01 ©7:59:53 kali systemd[1]: Starting suricata.service - Suricata IDS/IDP daemon ...

Oct @1 07:59:53 kali suricata[63345]: i: suricata: This is Suricata version 7.0.3 RELEASE runni>
Oct @1 07:59:53 kali systemd[1]: Started suricata.service - Suricata IDS/IDP daemon.

lines 1-17/17 (END)}




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

v

root(@kali: ~

File Actions Edit View Help

Suricata log Files

root root 978490
root root
root root
root root
. ° g 1 root root
Check dall log files generated by Suricata for :
. 0 1 root root
network traffic analysis. - 1
1 root root
root root
root root
root root
root root
root root
root root
root root
root root
ot root
root root
root root
. g 1 root root
Is —al /var/log/suricata : 1 root root
y 1 root root
root root
root root
root root
root root
root root
root root
root root
root root 7365 ¢ 2 :55 surica
root root B B suri
root root B 6 B5:25 surica
root root 5 g 13 @ suri
-TW-T 1 root root i r 27 @5: suric
-rw-r—-r— 1 root root B Se 14 suri

[ S S =)

+ ~+ =+ ~+ ~+

nownow

+ o+ o
= u
L e = R S )




Intrusion Detection using Suricata

Test Suricata
o Visit: hitp://testmynids.org/uid/index.ntml

Check the log:
« sudo cat /var/log/suricata/fast.log

e kali@kali: ~

File Actions Edit View Help

drwxr-xr-x 4 root root 4096 Apr 18:39 ..
-rw-r——r-—— 1 root root 3228 Apr 18:39 classification.config
-rw-r—r-- 1 root root 28320075 Apr 18:39 suricata.rules

—[~

sudo /var/log/suricata/fast.log
04/22/2024 2CLEELE2E7E720 [ ] [2:2222/08:7] GPL ATTACK_RESPONSE id ¢

eSS S oo. v

heck returned root [**] [(lassification: Potentially Bad Traffic] [Prio
rity: 2] {TCP} 13.32.110.51:80 — 192.168.122.203:37862

~[~

uid=0(root) gid=0(root) groups=0(root)

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

testmynids.org/uid/index.htr X +

Q & testmynids.org/uid/index.html

KaliLinux #§& KaliTools = KaliDocs & KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB~ 2%

testmynids.org

T
GitHub - 3COREJec/tesfmynids.org: A website and framework for testing NIDS detection



https://github.com/3CORESec/testmynids.org
http://testmynids.org/uid/index.html
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Intrusion Detection using Suricata

Execute the ping command from the Kali admin device to any device/sernver, such as/Google.

Visit the testmynids.org/vid/index.html on the server device (IP end with /109) in your network.

All traffic communication in Suricata will be collected and stored in the fast.log.

Check the log:

sudo cat /var/log/suricata/fast.log

= root(@kali: ~

File Actions Edit View Help

o~

' iuarflnglsurlcata!fast log
lﬂIDIIJOJq Dw 40 bl“lL‘H'F [**] [1:2822973:1] ET INFO F0551b1e Kali Linux hostmame in DHCP Requ
: ; Potential Corporate Privacy Vieolation] [Priority: 1] {uDP} 192.

[1 21AA498:7] GPL ATTACK_RES FDN E id «

¢ returned 100t [**] [
affic] [Priority: 2] {TCP} 3.185

— 192.16
ing ICMP [#*] [Classification: (null)] [Priority: 3] {

3:1] ET INFD Fo sible Kali Linux hostname in DHCP Requ
cy Violation] [Priority: 1] {uDP} 192.

[**] [1 2100498:7] GPL ATTACK_RES FDN E i
ac affic] [Priority: 2] {TIF> 3.165

"Atu:nnd ;oot [**] [



Customize Rules for Suricata

All rules are store on: /etc/suricata/rules

CSPO04_C_E:

rules - Thunar

File
-

Places

Edit

+ a

View Go Bookmarks

Help

fetc/suricata/rules/

Computer

B kali

Desktop T

events.rules
cent

¥ ash

=] Documents
Music dnp3-events.rules
Pictures

Videos

Downloads

Devices ftp-events.rules

_ﬂ File System
Network

) Browse Network

ipsec-events.rules

22 files: 87.9 KiB (8

@ CyberSecPro

decoder-
events.rules

dns-events.rules

http2-events.rules

kerberos-
events.rules

dhcp-events.rules

files.rules

http-events.rules

modbus-
events.rules
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Customize Rules for Suricata Upddte the .yaml configuration file

| A ~[Desktop/suricata.yaml - Mousepad

File Edit Search View Document Help
R & i}
Create a file “My.rules" and store the file on /etc/suricata/ 2131

2132
2133
2134
2135
2136
2137
alert icmp any any -> SHOME_NET any (msg: "Ping ICMP"; sid: 1; rev: 1;) 2
2140
2141
2142
2143
2144
2145
2146
raty)
2148
2149
2150

Eaaa

2152
2153
2154

B ~[Desktop/My.rules - Mousepad

File Edit Search View Document Help

B [= o C x O Q& n

1alert icmp any any — $HOME_NET any (msg: "Ping ICMP"; sid:1; rev:l;)
2

2156
2157
2158
2159
2160
2161

BY NC SA

HackerSploit


https://www.youtube.com/@HackerSploit
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Customize Rules for Suricata

Check the configuration file

& kali@kali: ~/Desktop

File Actions Edit View Help

riority: 1] {upP} 192.168.12 7:68 — 192.168.122.1:67

Suricata -T —c /etc/suricata/suricata.yaml -v - [~/Desktop)

f suricata.yaml fetc/suricata

)-[~/Desktop]
-T -c fetcfsuricata/suricata.yaml
suricata: This 1s Sur version 7.8.3 RELEASE runn
: CPUs/cores onlir
nfo: icat Running
1 1 fo: i Setting
It seems that everything running well © : S e t B0l

output devw (
log output dew
antnnt dawica

iled,
. 1to: thr o contig: arsed: @ rule(s) f d
* Run SU"CG"G tect: . rocessed. 4:2 Ig—cnlﬁ_,-' rlj;.];s, 4919 are inspecting
« Sudo systemctl start suricata.service otice: siricaie: Configuration nrovided was suecessfully loaded. Exiting.

|-[~/Desktop]




Run Customize Rules

Ping
* Ping command from the admin Kai
device to testmynids website

The results may not  appear
immediately. Please wait for a while
until the newly added rule detects the
ping activities across your network.
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 Check the log:
- sudo cat /var/log/suricata/fast.log

root@kali: ~

File Actions Edit View Help

ricata/fast.log
[#*] [1:2022973:1] ET INFO Possible Kali Linux hostname in DHCP Requ
ition: Potential Corporate Privacy Violation] [Priority: 1] {ubDPr} 192.
.122.1:67
[#*] [1:2100498:7] GPL ATTACK_RESPONSE id check returned root [+*] [
ly Bad Traffic] [Priority: 2] {TCP} 3.165.206.84:80 — 192.168.122.203:

[#%x] [1:1:1] Ping ICMP [**] [Classification: (null)}] [Priority: 3] {
92.168.122

3:1] ET INFD Possible Kali Linux hostname inm DHCP Reqgu

Corporate Privacy Violation] [Priority: 1] {uDP} 192.

[#%] [1:210@498:7] GPL ATTACK_RESPONSE id check returned root [#x] [

ially Bad Traffic] [Priority: 2] {TCP} 3.165.206.97:80 — 192.168.122.189:



Status Suricata
« Sudo syste

Stop Suricata

root@kali: ~
File Actions Edit View Help

status suricata.service
o suricata.service - Suricata TRS/TOP (lasmon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; disabled; preset: disabled)
Active: inactive (dead)
Docs: man:suricata(s)
man:suricatasc(8)
https://suricata.io/documentation/

Stop Suricata

Sudo systemctl stop suricata.service

Oct @1 @8:53:43 kali systemd[1]: Stopped suricata.service - Suricata IDS/IDP daemon.
Oct @1 @8:53:43 kali systemd[1]: suricata.service: Consumed 42.727s CPU time, 110.7M memory peaz
Oct @1 ©8:53:52 kali systemd[1]: Starting suricata.service - Suricata IDS/IDP daemon ...
Oct @1 @8:53:52 kali suricata[9@286]: i: suricata: This is Suricata wversion 7.8.3 RELEASE runni>
Oct @1 ©8:53:52 kali systemd[1]: Started suricata.service - Suricata IDS/IDP daemon.
Oct @1 ©9:26:35 kali systemd[1]: Stopping suricata.service - Suricata IDS/IDP daemon ...
Oct @1 @9:26:35 kali suricatasc[106278]): {"message”: "Closing Suricata”, "return": "OK"}
Oct @1 @9:26:37 kali systemd[1]: suricata.service: Deactivated successfully.
Oct @1 @9:26:37 kali systemd[1]: Stopped suricata.service - Suricata IDS/IDP daemon.
lines 1-16 ... skipping...
o suricata.service - Suricata IDS/IDP daemon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; disabled; preset: disabled)
Active: inactive (dead)
Docs: man:suricata(8)
man:suricatasc(8)
https://suricata.io/documentation/

5 root@kali: ~

File Actions Edit View Help

stop suricata.service

Oct @1 @8:53:43 kali systemd[1]: Stopped suricata.service - Suricata IDS/IDP daemon.

Oct @1 @8:53:43 kali systemd[1]: suricata.service: Consumed 42.727s CPU time, 110.7M memory pea>
Oct @1 ©8:53:52 kali systemd[1]: Starting suricata.service - Suricata IDS/IDP daemon ...

Oct @1 @8:53:52 kali suricata[9@286]: i: suricata: This is Suricata version 7.@.3 RELEASE runniz
Oct @1 @8:53:52 kali systemd[1]: Started suricata.service - Suricata IDS/IDP daemon.

Oct @1 ©9:26:35 kali systemd[1]: Stopping suricata.service - Suricata IDS/IDP daemon ...

Oct @1 @9:26:35 kali suricatasc[106278]: {"message”: "Closing Suricata”, "return”: "OK"}

Oct @1 @9:26:37 kali systemd[1]: suricata.service: Deactivated successfully.

Oct @1 @9:26:37 kali systemd[1]: Stopped suricata.service - Suricata IDS/IDP daemon.

Oct @1 @9:26:37 kali systemd[1]: suricata.service: Consumed 1min 1.793s CPU time.

lines 1-17/17 (END) ... skipping ...
o suricata.service - Suricata IDS/IDP daemon

Y
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Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schauver@ait.ac.at

® o



mailto:abdelkader.Shaaban@ait.ac.at
mailto:Stefan.Schauer@ait.ac.at

	Default Section
	Slide 1: Network Protection for Energy Control Systems
	Slide 2: Network Protection for Energy Control Systems

	Overview
	Slide 3
	Slide 4: SURICATA
	Slide 5: SURICTA Modes
	Slide 6: SURICTA Modes
	Slide 7: SURICATA Installation
	Slide 8: Suricata Rules and Configurations
	Slide 9: Suricata Rules and Configurations
	Slide 10: Suricata Rules and Configurations
	Slide 11: Suricata Rules and Configurations
	Slide 12: Suricata Rules and Configurations
	Slide 14: Suricata Rules and Configurations
	Slide 15: Suricata Rules and Configurations
	Slide 16: Suricata Rules and Configurations
	Slide 17: Running Suricata
	Slide 18: Suricata log Files
	Slide 19: Intrusion Detection using Suricata
	Slide 20: Intrusion Detection using Suricata
	Slide 21: Customize Rules for Suricata
	Slide 22: Customize Rules for Suricata
	Slide 23: Customize Rules for Suricata
	Slide 24: Run Customize Rules
	Slide 26: Stop Suricata

	End
	Slide 27: Thank you


