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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.
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Prevention Tools
iptables
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What is the iptables?

« iptables is a command-line ufility for configuring the Linux kernel firewall.
« |t allows administrators to define rules to control incoming and outgoing network traffic.

 These rules provide security by determining which network packets can pass through or be
blocked.

« iptables helps protect Linux systems from data breaches, unauthorized access, and other network
security threats.

« Administrators use iptables to enforce security policies and safeguard systems against network-
based attacks.

EENO0SS

Iptables Tutorial: Ultimate Guide to Linux Firewall (phoenixnap.com)


https://phoenixnap.com/kb/iptables-linux#:~:text=iptables%20is%20the%20primary%20firewall%20utility%20program%20developed%20for%20Linux
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How Does iptables Work?

iptables uses rules to determine what to do with a network packet. The yfility consists of the following
components:

Iptables Tutorial: Ultimate Guide to Linux Firewall (phoenixnap.com)

Tables. Tables are files that group similar rules. A table consists of sevearal rule chains.

Chains. A chain is a string of rules. When a packet is received, iptables finds the appropriate table
and filters it through the rule chain until it finds a match.

Rules. A rule is a statement that defines the conditions for matching a packet, which is then sent o
a target.

Targets. A target is a decision of what to do with a packet. The packet is either accepted, dropped,

or rejected.
« ACCEPT. Allows the packet to pass through the firewall.

 DROP. Discards the packet without informing the sender.

« REJECT. Discards the packet and returns an error respornse to the sender.

oon (QOCIONE



https://phoenixnap.com/kb/iptables-linux#:~:text=iptables%20is%20the%20primary%20firewall%20utility%20program%20developed%20for%20Linux
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How Does iptables Work?

S iptable <operations> <string> <conditions> <action <action>

-A, —append: add the rule INPUT -5, --source: the source IP address ACCEPT: accept the network
traffic
-, —insert: insert at a specific OUTPUT -d, --destination: the destination IP address
position DROP: drop the network
FORWARD -p. —protocol: the protocol to scan (tcp, udp, icmp, etc.) traffic without notifying the
-D, —delete: delete the rule sender of the deletion

-spott, -dport: the source and destination ports
REJECT: drop the network

-, —-in-interface: the incoming network interface (eth0, ethl,...) traffic, notifying with ICMP the
sender of the deletion

-0, —-out-interface: the outgoing network interface (eth0, ethl,...)

OO

BY NC SA
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Examples on the iptables

SERVER

sudo iptables -L

in FORWARD :"

nrot op

Chain QUTPUT (p
£ prot
pi@raspberry:

OG-

BY NC SA




Examples on the iptables

Drop all incoming TCP packets to the server on port 502.

sudo iptables —-A INPUT -p tcp —--dport 502 -3j REJECT

| File Edit Tabs Help
pif@raspberry: do intah
Chain INPUT (poli
L g

hain FORWARD (policy AC
cargetc profT opt SO0Urce

Chain OUTPUT (policy ACC

I: pi@raspberry: do ip

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

SERVER

g+ Gocol
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Examples on the iptables

Drop all incoming TCP packets to the server on port 502.

SERVER

Test the communication between the client and server

-

File Edit Tabs Help

The port is
already closed

pi@raspberry:

BY NC SA
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Examples on the iptables

SERVER
Delete rules
sudo iptables -L —--line-numbers sudo iptables -D INPUT 1

File Edit Tabs Help File Edit Tabs Help

pi@raspberry: pif@raspberry: sudo 1 s -D INPUT 1]

BY NC SA



CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Examples on the iptables
REJECT VS DROP Targets

SERVER

DROP: Discards the packet without notifying the sender. When the receiver encounters a packet
that matches any DROP rule, the packet is discarded, and no notification is sent to the sender.

sudo iptables -A INPUT -p tcp --dport 502 -j DROP

Let's send a TCP packet from the attacker device using Scapy!
that? @

O you remember how we did

On the Attacker Kali Linux
>> P = IP(dst="192.168.122.109") / TCP(dpori~502)




Examples on the iptables
REJECT VS DROP Targets
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SERVER

Start Wireshark on the Kali machine (Admin), and apply a filter to capture only TCP packets.

>> send(P)

On the Attacker Kali Linux

Only one packet has been captured.
Typically, the TCP protocol
acknowledges receipt when the
receiver successfully receives a TCP
packet and responds with @
corresponding acknowledgment.

That is not happening here, which
means that the packet has been
dropped from the receiver (i.e., server),
and no notification is sent to the sender

File Edit View Go Capture Analyze Statistics Telephony Wireless T
ADA® s BEB@ ac>n-<«>PEoeol
[R[tcp
N

Time
54 30.6160830661

Source Destination
192.168.122.27 192.168.122.109
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Examples on the iptables
REJECT VS DROP Targets

SERVER

REJECT: Discards the packet with notifying the sender. When the receiver encounters a packet
that matches any REJECT rule, the packet is discarded, and a notification is sent to the sender.

sudo iptables —-A INPUT -p tcp —-dport 502 ~j REJECT
Don’t forget to delete the DROP rule ©

Again, send a TCP packet from the attacker device using Scapy

On the Attacker Kali Linux
>> P = IP(dst="192.168.122.109") / TCP(dpori~502)
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Examples on the iptables
REJECT VS DROP Targets

SERVER

Start Wireshark on the Kali machine (Admin) and apply a filter to capture only TCP packets.

On the Attacker Kali Linux
>> send(P)

e Machne Hep

L1 L IaBREERE

File Edit View Go Capture Analyze Statistics Telephony Wireless

dAOde Eilﬁ@ Q € 3 N € 3

16557569
7920411

The TCP packet was received by the
server, but instead of a TCP
acknowledgment (e.g., from the server
to the attacker), a notification was sent
from the server to the attacker using
ICMP, not TCP.
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Examples on the iptables

SERVER
Allow all traffic from my authorized devices (only) in the network

1. Allow communication with the specific IP:
sudo iptables —-A INPUT -s 192.168.122.103 /-j ACCEPT

File Edit Tabs Help
pl@raspberry: sudo iptables -a _= 107 .1R8.127.103 -7 ACCEP
pif@raspberry: |

This means that | am allowing the server to
accept all packets from the client device
with the IP ending in .103.
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Examples on the iptables

SERVER
Allow all traffic from my authorized devices (only) in the network

2. Block all other incoming traffic:
sudo iptables —-A INPUT -3j DROP

File Edit Tabs Help
pli@raspberry: do iptables -A INPUT -s
pl@raspberry: sudo iptables -A INPUT -j
pl@raspberry: |

This means that | am dropping all incoming
packets.

/ @ cyversecrro @@@@ 16
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Examples on the iptables

SERVER
Allow all traffic from my authorized devices (only) in the network

3. Allow outgoing tfraffic to the specific IP:
sudo iptables —-A OUTPUT -d 192.168.122.103 +3j ACCEPT

File Edit Tabs Help

pl@raspberry
pl@raspberry
pl@raspberry
pl@raspberry

This means that | am allowing all outgoing
packets to the client device with the [P
ending in .103.

The server is now configured to
communicate only with the client device.

Let's TEST:) | [@l0El®

BY NC SA
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Examples on the iptables

SERVER
Allow all traffic from my authorized devices (only) in the network

Test the communication between the client and the server by using the ping command from the
client.

File Edit Tabs Help

pl@raspberry:

7 |
@ cyversecrro @ ® @ @ 18
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Examples on the iptables

SERVER
Allow all traffic from my authorized devices (only) in the network

Test the communication between the kali (friendly admin) and the server by using the ping
command from the client.

/binfbash
-] kali@kali: ~ = [bin/bash 83x25

File Actions Edit View Help

ef =[]
—§ ping 192.168.122.109
PING 192.168.122.109 (192.168.122.109) 56(84) bytes of data.

055, time 15319ms

BY NC SA



CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Examples on the iptables

Allow all traffic from my authorized devices (only) in the network

SERVER

Test the communication between the kali (friendly admin) and the server by using the ping
command from the client.

kali@kali: ~

File Actions Edit View Help

s 192.168.122.109

p e T Furthermore, it s essential to add new rules to the
server to ensure legitimate communication with all
authorized devices within the network. To prevent
vnauthorized communication with the server.

So, repeat the previous steps for all authorized IPs in
the network.

CyberSecPro @@@@ 20
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Examples on the iptables

SERVER
Log dropped packets

1. Use the LOG target and add a message prefix:

sudo iptables -A INPUT -3j LOG --log-prefix "Dropped: "

2. Add arule to drop packets after logging:

sudo iptables -A INPUT -3j DROP

3. To check logs, use the dmesg command to view system logs and grep to filter the output:

sudo dmesg | grep "Dropped"



https://phoenixnap.com/kb/dmesg-linux
https://phoenixnap.com/kb/grep-command-linux-unix-examples
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1

Exes | a

File Machine View Input Devices Help File Machine View Input Devices Help

8 1 berry: ~ Ty ~/Desk..

T

pi@raspberry: ~/Desk.

it

raspberry
raspberry
raspbherry

0 O )i &8 B0 E 68 0 srReRecHTS B0 G &8 S S 80 srerecHTs

OO =

Iptables Tutorial: Ultimate Guide to Linux Firewall (phoenixnap.com) BY NC SA
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Examples on the iptables

SERVER
Log packets based on the example for accepting only packets from legitimate IPs.

1. Log packets from legitimate IPs before accepting them:

sudo iptables —-A INPUT -s 192.168.122.103 -j LOG --[log-prefix “ACCEPT LOG: ”

sudo iptables —-A INPUT -s 192.168.122.103/-j ACCEPT

File Edit Tabs Help
pi@raspberry: do 1
pi@raspberry:
pi@raspberry:

@ CyberSecPro ' 23
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Examples on the iptables

SERVER
Log packets based on the example for accepting only packets from legitimate IPs.

2. Log all other fraffic before dropping it:

sudo iptables —-A INPUT -j LOG --log-prefix “DROP LOG: ”

sudo iptables —-A INPUT -3j DROF

File Edit Tabs Help

plEraspberry sudo iptables -A INPUT -j LO
pi@raspberry sudo iptables -A INPUT -j
pi@raspberry

on (GOSN
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Examples on the iptables

SERVER
Log packets based on the example for accepting only packets from legitimate IPs.

2. Log outgoing packets to a specific IP:

sudo iptables -A OUTPUT -d 192.168.122.103 -j LOG --log-prefix “OUTPUT LOG: ”

sudo iptables —-A OUTPUT -d 192.168.122.103 -3j ACCEPT

File Edit Tabs Help

pifraspberry: sudo iptables -A OUTPUT -d 192.168.122.183 -j LOG --log-prefix
plEraspberry: sudo iptables -A OUTPUT -d 192.168.122.183 -j ACCEP
pifraspberry:

BY NC SA



Examples on the iptables
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SERVER

Log packets based on the example for accepting only packets from legitimate IPs.

TEST logging:

Ping from the client
with the IP ending in
103 and from the
attacker (Kali) with the
IP ending in .27.

sudo tail -f /var/log/syslog
pi@raspberry: ~

File Edit Ta

IN=eth® QUT= MAC=08

3 DF PROTO=ICMP TYP

NF_PEROTO=TCME T

OUT= MAC=08

19 L _ TOS=0x08 PREI(

Accept packets from
the client device.

Drop packets from
the atatcker
device.

kooso -

BY NC SA



CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Investigation Tools
SS
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Examples on SS

SS is used to dump socket statistics. It allows showing information similar to netstat. It can display
more TCP and state information than other tools.

File Edit Tabs Help

pi@raspberry:
Netid ta

UNCONN

UNCONN

UNCONN

UNCONN

. UNCONN
on/450

UNCONN

SS —a

UNCONN
on/450

UNCONN

UNCONN

UNCONMN

UNCONN

UNCONM

UNCONN

UNCONN

UNCONN

ss(8) - Linux manual page (man7.org)



https://man7.org/linux/man-pages/man8/ss.8.html
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Examples on SS

SS is used to dump socket statistics. It allows showing information similar to netstat. It can display
more TCP and state information than other tools.

File Edit Tabs Help

UNCONN @ & l B.0.0.0:hootp

UNCONN B8 il 152.168.122.109:ntp

UNCONN © J 127.0.0.1:ntp

UNCONN 8

UNCONN 8 3 0.0.0.0:1pp

UNCOMNMN 0.0.0.0:mdns
UNCONN 8 i 0.0.0.0:58714

SS —a 9.6 .

UNCONN 8

UNCONN @

I f any port 1S Open / the udp UNCONN 0 g . _ [::]:ntp
tOOl Wi l l de teCt i t ° For udp UNCONN 0 0 . [::]:35421
= [::]:"
example, the port 502 is udp  UNCONN € . .
open, the tool will tcp  LISTEN © - 192.168.122.109:502

detect it as well tep  LISTEN © 127.0.6.1:ipp

LISTEN O 70 127.0.0.1:smtp
.8.0.6:*

LISTEN © [::1]:ipp

eCh‘berﬁecPrn @ i " Q

ss(8) - Linux manual page (man7.org) BY NC SA



https://man7.org/linux/man-pages/man8/ss.8.html
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Examples on SS

SS is used to dump socket statistics. It allows showing information similar to netstat. It can display
more TCP and state information than other tools.

File Edit Tabs Help

List All TCP/UDP Sockets:

ss —-tuln
-t: Display TCP sockets. ff ;fmé
-u: Display UDP sockets. tcp ;;E;
-1: Show listening sockets. pibraspberry:-/s

-n: Show numerical addresses
instead of resolving hostnames.

BY NC SA

ss(8) - Linux manual page (man7.org)



https://man7.org/linux/man-pages/man8/ss.8.html
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Examples on SS

SS is used to dump socket statistics. It allows showing information similar to netstat. It can display
more TCP and state information than other tools.

. e File Edit Tabs Help
Fllter by a SpeCIfIC POI’i’Z pi:@:'r_'asphe[ry:

Netid State lecv-0Q Send-0Q ocal Addr ort Peer Address:Port

pli@raspberry:

ss —tuln sport = :502

@ cybersecpro @ (:) 69 (:) 33
ss(8) - Linux manual page (man7.org) BY NC SA



https://man7.org/linux/man-pages/man8/ss.8.html
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Examples on SS

SS is used to dump socket statistics. It allows showing information similar to netstat. It can display
more TCP and state information than other tools.

File Edit Tabs Help

Show IPv4 or IPvé Sockets:

cmpék UNCONN
ifiraspberry:

34

BY NC SA

ss(8) - Linux manual page (man7.org)



https://man7.org/linux/man-pages/man8/ss.8.html
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Investigation Tools
fping
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Examples on fping

fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

File Edit Tabs Help

You may first need to
install the fing on your
linux

Sudo apt-get install fping

BY NC SA
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https://fping.org/
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Examples on fping

fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

File Edit Tabs Help

Ping a Single Host: $02- 160,122 103 15 ative |

pifraspberry:

fping 192.168.122.103

BY NC SA
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Examples on fping

fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

File Edit Tabs Help
Ping multiple hosts

fping 192.168.122.103
192.168.122.203

I am attempting to ping
both the client and the
friendly Kali Linux.

@ CyberSecPro

BY NC SA



Examples on fping
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fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

Ping multiple hosts from a file

fping —f hosts. txt

File Edit Search View Document Help

192.168.122.1063
192.168.122.203
192.168.122.230

The hosts.txt is located on
the Desktop and has a list
of all my devices in the
network

@raspberr

Edit Tabs Help

- [SOCOIE
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Examples on fping

fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

File Edit Tabs Help

ni@raspberry:
: 122.1 is ¢

Ping the entire subnet

T

fping —g 192.168.122.0/24

This can be used to perform a
quick check in the network to
detect any suspicious devices

connected to it. For example, all
active (alive status) devices
should be known by the network
administrator, but here, fping
detects that there is a device

with an IP ending in .27 that is
unknown to the network, which

could be recognized as an
intruder.

R
o TR e O e o T i e O i o N i e NN i N i TN i e TN e o O i O i o O e JO o Y e T e o JO i e O i o | |-I'|

-I'l
m o m m m m m m mmmmmmmmmmmmmm
O R R R e 1
[Te) ls]

Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
Hos
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Examples on fping

fping is a program to send ICMP echo probes to network hosts, similar to ping, but much better
performing when pinging multiple hosts.

Rate of Pings

fping —¢ 5 -1 100 192.168.122.103 &

-c 5: Send 5 pings.
-i 100: Set the interval between
pings to 100 ms.

This command can be used to limit the
rate of pings to avoid overwhelming the
network.

@ cyversecrro @ 0 g @ 41
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Detection of Cyberattacks




Detection of Cyberattacks

« Detecting ARP Poisoning Aftacks on the network

« We consider the Kali admin machine to act as a network admi
network.

« |f any suspicious activities are occurring on the network, the netwo
them. How?e

Field Devices

[cx] Command Prompt X +
Management

ModbusTCPClient
Interface: 192.168.122.21 —— 0Oxu
Internet Address Physical Address Type (A
192.168.122.1 52-5U-00-1f-18-ec dynamic
192.168.122.103 08-0B-27-30-20-e0 dynamic
Befo re 192.168.122.255 FF—fFFf—ff-FF—FF static 102-108.122.103

224.0.0.22 01-B0-5e-00-08-16 static
224.0.0.251 01-06-5e-00-08—fb static
224.0.0.252 01-06-5e-00-08—fc static
239.255.255.250 01-08-5e-Tf—ff—fa static
255.255.255.255 f—Ff—Ff—F—Ff—+f static

192.168.122.21

Management

C:\Users\User>arp -a

ModBusTCPServer

Hacker

Interface: 192.168.122.21 —— OxuU

Internet Address Physical Address Type |
192.168.122.1 08-80-27-27-29-8c dynamic
192.168.122.27 08-80-27-27-29-8c dynamic
192.168.122.103 08-00-27-30-20-e0 dynamic 197168122109
Af.l.er 192 .122.255 -+ static
224.0.0.22 01-B0-5e-00-08-16 static 192.168.122.27

224.0.0.251 01-00-5e-00-00—fb static
224.0.0.252 01-06-5e-00-08—fc static
239.255.255.250 01-08-5e-Tf—ff—fa static
255.255.255.255 -+ static

HSO

BY NC SA
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Detection of Cyberattacks

also used on hub/switched networks.

Netdiscover can also be used to inspect
your network ARP traffic, or find network
addresses using auto-scan mode, which
will scan for common local networks.

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

root @kali: ~

File Actions Edit View Help

. e
Netdiscover ©.10 [Active/
Written by: Jaime Penalba

connaissance tool]
il.com>

nstead of aute 2.168.6.0/2
vined given file

m and stop after active scan

rdcore mode)

-1 or -p are not enabled, netdiscover will scan for common LAN addresses.

If -r,
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Detection of Cyberattacks D S

netdiscover —i eth0 -1/192.168.122.1/24

No ARP attack has been initiated in the network against the server with an IP ending in .109.

Arp -a

o root@kali: ~
File Actions Edit View Help
File Edit Tabs Help

Currently scanning: Finished! | Screen View: Unique Hosts

39 Captured ARP Reg/Rep packets, from 3 hosts. Total

size: 2340

Ip At MAC Address Count Len MAC Vendor / Hostname
192.168.122.109 08:00:27:52:a4:8f 33 1980
192.168.122.1 52:54:00:1f:18:ec 5 300
192.168.122.27 08:00:27:27:29:8c at 60

PCS Systemtechnik GmbH
Unknown vendor
PCS Systemtechnik GmbH

Server

BY NC SA
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Detection of Cyberattacks D S

The ARP attack has been initiated from the attacker side (arpspoof or bettercap) in the/network
against the server with an IP ending in .109.

Arp -a netdiscover +i ethO -r 192.168.122.1/24

wa root@kali: ~

File Edit Tabs Help File Actions Edit View Help

Currently scanning: Finished! | Screen View: Unique Hosts
304 Captured ARP Req/Rep packets, from 5 hosts. Total size: 18240
IpP At MAC Address Count Len MAC Vendor / Hostname

.109 08:00:27:52:a34:8f 15480 PCS Systemtechnik GmbH
192. 5 5 & 52:54:00:1f:18:ec 126@ Unknown vendor
192. . .27 ©08:00:27:27:29:8cC 60 PCS Systemtechnik GmbH
192. 3 .109 08:00:27:27:29:8cC 780 PCS Systemtechnik GmbH
192. 3 o 08:00:27:27:29:8c¢ 660 PCS Systemtechnik GmbH

Server

BY NC SA




Detecting suspicious Activities in The Network using Wireshark

Detection of Cyberattacks

Run Wireshark, and let the tool detect an ARP request packets through the networ

Run Wireshark, and let the tool detect an ARP request packets

through the network.
To do so, do the following:

Select preferences from Edit, then select Protocols—>
ARP/RARP

Keep the “Detect ARP request storms” selected. Then
press OK

CSPO04_C_E:

M Wireshark - Preferences X
AJPT3 Address Resolution Protocol
ALC \Should be selected
ALCAP | @ Detect ARP request storms
Allloyn ARDF umber of requests to detect dunng penod 30
Allloyn NS
AMP Detection peried (in ms) 100
ixgp B Detect duplicate IP address configuration
AMRWE -] Register network address mappings
AMS
AMT
ANCP
AMNSI BSMAP
AMNSI MAP
ANSI_TCAP
ACDV
ADL
APRS
AR Drane
Armagetronz
ARP/RARP
Artermnis
ARTMET
ARUBA_ERM
ASAM CMP
ASAP

Cancel Help

@CyberSecPro @ o a @
BY NC SA
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Detection of Cyberattacks

Detecting suspicious Activities in The Network using Wireshark

« Run the Wireshark tool on the Kali admin machine.

*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAG® c BEE @ ¢« >0 «>»BHE oo of#
n BE -+

Destination Protocol Length Info

52:54:00:1T:18:ec

PCSSystemtec_52:a4:8T ARP

52:54:00:1f:18:ec ARP

PCSSystemtec_52:a4:8T ARP 60 PCSSyst

52:54:00:1f:18:ec ARP

PCSSystemtec_52:a4:8f ARP F.l'l' |< 'I' . 'I'h
52:54:00:1f:18:ec ARP [

S2:54:00: ot nrer packets using the arp
PCSSystemtec_52:a4:8T ARP

52:54:00:1T7:18:ec ARP 60 PCSSyst

Broadcast ARP . .
Broadcast « Wireshark start detecting ARP requests over
PCSSystemtec_52:a4:8fT

52:54:00:1F:18:ec -I-he ﬂeTWO k

+ Frame 1: 60 bytes on wire (480 bits), 60 byte: 0000 27 52 a4 8f
+ Ethernet II, Src: PCSSystemtec_27:29:8c (08:0¢ 06 04 00 02
+ Address Resolution Protocol (reply) 27 52 a4 8f

00 00 00 0O

® E  Address Resolution Protocol: Protocol Packets: 58 - Displayed: 29 (50.0%) : Profile: Default
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Detection of Cyberattacks

Detecting suspicious Activities in The Network using Wireshark

. . . . M Wireshark - Expert Information - Ethernet - [m} X
« Run the arb spoofing attack using any of the previously discussed foo ~'
un r IN usin N reviou ISCU P — oy
~ Waming Duplicate IP address configured Sequence
b tt r r r f 103 192.168.122.1 is at 02:00:27:27:20:8¢ Sequence
ettercap or arpspoo -
A 593 Sequence
504 Sequence
Severity Summary Group 766 Sequence
. ) ) 767 Sequence
> Waming Duplicate IP address configured Sequence o1 Sequence
ettercap -iface ethO —caplet spoof.cap i Dm—
> Waming  D-SACK Sequence Samunes 1or Se:uem
> Waming Connection reset (RST) Sequence 1195 sequence
> Note Time To Live Sequence 1200 Seauence
. - X 5 Note ARP packet storm detected o 1oos PN
‘d Capturlng from Ethernet - > Note The acknowledgment number field is nonzero while the ACK flag is not set Protocol 1316 Sejuen:a
. . ; - - Not This f d th tion cl s
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help d - S R S ESE G S 1317 Sequence
> Note This frame initiates the connection clesing Sequence 1332 Sequence
s 2l q = S I : = Q Q @. E » |Chat Formatted text Sequence 1333 Sequence
= — > Chat Connection finish (FIN) Sequence
| H" 1+ 1341 Sequence
PRl @ J 1342 Sequence
No. Source Destination Protocal Lengtt Info 1233 zeque”“
equence
331 1@0.126958  PCSSystemtec_27:29:. Broadcast ARP 68 Who has 192.168.122.249? 1600 Sequence
332 186.12888@ PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.258? —— =
333 186.136798 PCSSystemtec_27:29:.. Broadcast ARP 68 Who has 192.168.122.2517?
No display filter set
334 188.135777 PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.252? e
335 180.141797  PCSSystemtec_27:29:.. Broadcast ARP 68 Who has 192.168.122.2532 timitto Display Filter @ Group by summary  Search: Show=
336 188.143585 PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.254? Close Help
338 182.932165 192.168.122.183 185.144.161.178 NTP 98 NTP Version 4, client
339 1@82.953879 185.144.161.170 192.168.122.103 NTP 98 NTP Version 4, server No display filtr set.

IEEE 882.3 Ethernet
Logical-Link Control
Spanning Tree Protocol

Frame 1: 6@ bytes on wire (480 bits), 6@

bytes captured (488 bits) on interface \De

Bl 8@ c2 @@ @
B3 e@ oo @0 @
B@ e B@ 8@ 5
B2 @@ B2 @0 @

> p -
L 0] Ethernet: <live capture in progress>

Packets: 340 - Displayed: 340 (100.0%

Profile: Default

Limit to Display Filter

8 Group by summary

Search:

Close

Show...

Help

Wireshark starts detecting/ARP poising requests over the network.
Formore analysis, s¢lect Expert Infromation from the Analyze Menue

OOO -
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Detection of Cyberattacks

Detecting suspicious Activities in The Network using Wireshark

. . . . M Wireshark - Expert Information - Ethernet - [m} X
« Run the arb spoofing attack using any of the previously discussed foo ~'
un r IN usin N reviou ISCU P — oy
~ Waming Duplicate IP address configured Sequence
b tt r r r f 103 192.168.122.1 is at 02:00:27:27:20:8¢ Sequence
ettercap or arpspoo -
A 593 Sequence
504 Sequence
Severity Summary Group 766 Sequence
. ) ) 767 Sequence
> Waming Duplicate IP address configured Sequence o1 Sequence
ettercap -iface ethO —caplet spoof.cap i Dm—
> Waming  D-SACK Sequence Samunes 1or Se:uem
> Waming Connection reset (RST) Sequence 1195 sequence
> Note Time To Live Sequence 1200 Seauence
. - X 5 Note ARP packet storm detected o 1oos PN
‘d Capturlng from Ethernet - > Note The acknowledgment number field is nonzero while the ACK flag is not set Protocol 1316 Sejuen:a
. . ; - - Not This f d th tion cl s
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help d - S R S ESE G S 1317 Sequence
> Note This frame initiates the connection clesing Sequence 1332 Sequence
s 2l q = S I : = Q Q @. E » |Chat Formatted text Sequence 1333 Sequence
= — > Chat Connection finish (FIN) Sequence
| H" 1+ 1341 Sequence
PRl @ J 1342 Sequence
No. Source Destination Protocal Lengtt Info 1233 zeque”“
equence
331 1@0.126958  PCSSystemtec_27:29:. Broadcast ARP 68 Who has 192.168.122.249? 1600 Sequence
332 186.12888@ PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.258? —— =
333 186.136798 PCSSystemtec_27:29:.. Broadcast ARP 68 Who has 192.168.122.2517?
No display filter set
334 188.135777 PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.252? e
335 180.141797  PCSSystemtec_27:29:.. Broadcast ARP 68 Who has 192.168.122.2532 timitto Display Filter @ Group by summary  Search: Show=
336 188.143585 PCSSystemtec_27:29:.. Broadcast ARP 60 Who has 192.168.122.254? Close Help
338 182.932165 192.168.122.183 185.144.161.178 NTP 98 NTP Version 4, client
339 1@82.953879 185.144.161.170 192.168.122.103 NTP 98 NTP Version 4, server No display filtr set.

IEEE 882.3 Ethernet
Logical-Link Control
Spanning Tree Protocol

Frame 1: 6@ bytes on wire (480 bits), 6@

bytes captured (488 bits) on interface \De

Bl 8@ c2 @@ @
B3 e@ oo @0 @
B@ e B@ 8@ 5
B2 @@ B2 @0 @

> p -
L 0] Ethernet: <live capture in progress>

Packets: 340 - Displayed: 340 (100.0%

Profile: Default

Limit to Display Filter

8 Group by summary

Search:

Close

Show...

Help

Wireshark starts detecting/ARP poising requests over the network.
Formore analysis, s¢lect Expert Infromation from the Analyze Menue

OOO -
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Detection of Cyberattacks

& *eth0

Detecting suspicious Activit]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. d D ﬂ @ = - a Q € > N & 5 ! = - ] EII Srmation - Ethernet = ul X
|
* Run the arb spoofing 1
— ate IP address configured Sequence
b 11. " I e Bestination 62.122.1 i ot 0:00:27:27:20¢ Sequence
e eI'CC|p or Clrpsp .040087566 PCSSystemtec_27: 52:54:00:1f:18:ec 62122109 s 3t 0 % sequence
51 15.054850815 PCSSystemtec_52:a4:8f Broadcast :E-}D‘;“"f;’“ i““e”“
52 16.035791429 PCSSystemtec_27:29:8c PCSSystemtec_52:a4:8F oo cenuence
. 53 16.042403547 PCSSystemtec 27:29:8c 52:54:00:1f:18:ec 62122109 is ot 0 Sequence
Be‘l"l’erccp —|fgce e‘l’ho — 54 16.092516073 PCSSystemtec_52:a4:8f Broadcast | oo 0a0n2 Sequence
68.122.109 is at 0! 8c Sequence
56 17.118971633 PCSSystemtec_52:a4:8f Broadcast 68.122.1 is at 03:00:2 Sequence
+ 57 18.040919256 PCSSystemtec_27:29:8¢c PCSSystemtec_52:a4:8f 68.122.109 is at 00:00:27:27:26:8c Sequence
. 58 18.046547274 PCSSystemtec_27:29:8¢ 52:54:00:1f:18:ec | i =t 06002727291 Sequence
£ Capturing from Ethernet - : 68.122.109 is at 08:00: : Sequence
59 18.138238507 PCSSystemtec_52:a4:8f Broadcast 68.122.1 is at 08:00:27:27:29: Sequence
File Edit View Go Capture Analyze Statistics Telephony W§ 66 19.159572028 PCSSystemtec752:a4:8f Broadcast 68.122.109 is at 08 : Sequence
W RE Qes=T &== 67 20.045936032 PCSSystemtec_27:29:8c PCSSystemtec_52:a4:8f - it P
(W oy « dspley fier . <G 68 20.049793982 PCSSystemtec_27:29:8¢c 52:54:00:17:18:ec 68.122.1 is ot 08:00:27:2725; Sequence
e 69 20.185066567 PCSSystemtec_52:a4:8f Broadcast > o Sequence
Mo. Time Source Destination 71 21.216876745 PCSSystemtec_52:a4:8f Broadcast e b
331 100.126958  PCSSystemtec_27:29:. Broadcast 72 22.050188553 PCSSystemtec_27:29:8c PCSSystemtec_52:a4:8f 68.122.1is 2t 08:00:27:2725: sequence
i§1221§§:g iiiyfeﬁe€§§€2“-gmafai 73 22.058575292 PCSSystemtec_27:29:8c 52:54:00:1F:18:ec e———— )
- ystemtec_27:29:.. Broadcas . .
334 106.135777  PCSSystemtec 27:29:. Broadcast 74 22.233442910 PCSSystemtec 52 :a4:8f Broadcast
TEE 177555 PCSSystemtec 27:29:.. Broadcast 76 3.63 ystemtec_z ..f dcast B Group by summary  Search: Show..
336 188.143585 PCSSystemtec_27:29:.. Broadcast Close Help
» Frame 58: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface etho, it 00 1f 1
338 1082.932165 192.168.122.163 SELREERGY + Ethernet II, Src: PCSSystemtec_27:29:8c (08:00:27:27:29:8c), Dst: 52:54:00:1T:18:ec (52:! 06 04 0O

339 182.953079 185.144.161.178 IEERLEREFELE » Address Resolution Protocol (reply) 08 1f 1
PB4 [Duplicate IP address detected for 192.168.122.109 (08:00:27:27:29:8c) - also in use by ({ 00 00 O
Frame showing earlier use of IP address: 57
: : - [Expert Info (Warning/Sequence): Duplicate IP address configured (192.168.122.109)]
; ;E:geséz :E’E:ﬁ;ﬁei” cHre (@5 BEE) G2 s e [Duplicate IP address configured (192.168.122.109)]
L [Severity level: Warning]
i égiﬁiigL?::ecg:Eziol [Group: Sequence] er fhe neTWOI’k.
[Seconds since earlier frame seen: 0]
i [Duplicate IP address detected for 192.168.122.1 (52:54:00:1f:18:ec) - also in use by 08 he Anquze Menue
Frame showing earlier use of IP address: 57
-~ [Expert Info (Warning/Sequence): Duplicate IP address configured (192.168.122.1)]
[Duplicate IP address configured (192.168.122.1)]
[Severity level: Warning]

Groun: Senlencel |
® E Duplicate IP address configured (arp.duplicate-address-detected) Packets: 554 - Displayed: 366 (66.1%) Profi efault 0
L O 7 Ethemet: <live capture in progress> || Packets: 340 Displayed: 340 (100.0%5) || Profile: Default @ EYbEFSQC l.-'ﬂ?". w = 5]

BY NC SA
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Detection of Cyberattacks Windows OS

ARP Poisoning Attacks

« The "arp -a" command should be executed manually every time to detect such suspicious
activities. After

|

« The xarp tool can automatically detect any such activities. s

)

Before

. XArp - unregistered version — (m] x I arp - unregistered version - o X
. X b File XArp Professional Help
File XArp Professional Help
Status: ARP attacks detected! Security level set to: basic
Status: no ARP attacks Security level set to: basic
® View detected attacks aggressive The basic security level operates a
o Read the Handing ARP atiads’help oty deect o simrd s,
o aagressive The basic security level operates a ® View Xarp loafile high Thisis the st level for default
Read the 'Handiing ARP attacke’ hel default attack detection strategy 2 Snurenments.
¢ Read e Handing AR- stiacks el that can detect all standard attacks. S basic
® View XArp logfile high This is the suggested level for default Get XA Professional now!
environments. e minimal
fessonal nows basic [ | | \
Get XArp Professional now! e [ mac [ Host [ Vendor [ interface [ Online | Cache | First seen
Register XArp Professional mne § 1921681221 52-54-00-1f-18-ec gns3vm Realtek (uptec... Ox4 - Intel(R) P.. unkno.. no
192.168.122.21 08-00-27-ab-32-d8 WinDev2401Eval Cadmus Com...  Ox4 - Intel(R) P... unkno.. no
192.168.122.27 08-00-27-27-29-8¢ kali Cadmus Com... Oxd - Intel(R) P... unkno... yes
192.168.122.103 08-00-27-30-20-€0 192.168.122.103  Cadmus Com... Oxd- Intel(®) P... unkno... yes
| | | ‘ | | | 192.168.122.109 08-00-27-27-29-8¢ raspberry Cadmus Com... Oxd - Intel(R) P... unkno... yes
| IP | MAC | Host |Vendor | Interface | Online | Cache | First seen
w7 192.168.122.1 52-34-00-1f-18-ec gnsivm Realtek (uptec.. Ox4 - Intel(R) P... unkno.. yes 4/3/2024 09:42:
w7 192,168.122.21 08-00-27-ab-32-d8 WinDev2401Eval Cadmus Com..  Ox4 - Intel(R) P... unkneo.. no 47372024 09%:42:
W 192.168.122.27 08-00-27-27-29-8c kali Cadmus Com...  Ox4- Intel(R) P... unkno.. yes 4/3/2024 09:42: o
w7 192.168.122.103 08-00-27-30-20-&0 182.168.122.103  Cadmus Com... x4 - Intel(R) P.. unkno.. yes /3/2024 09:42: Rt 4060 >
T 192,168.122,109 08-00-27-52-a4-8f rasphberry Cadmus Com...  Ox4 - Intel(R) P... unkno.. no 4/3/2024 09:42: 4/3/2024 09:44:26
ChangeFilter: MAC address for IP 192.168.122.1
changed from 52-54-00-1f-18-ec to
XArp 22.2 - 5 mappings - 1interface - 10 alerts 08-00-27-27-29-8¢
Interface :
[ethernet]
|XArp 2.2.2 - 5 mappings - 1interface - D alerts /]




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Prevention of ARP Poisoning Attack Windows OS

Command Prompt

Microsoft Windows [Version 10.8.22621.3296]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\User>arp -a

Interface: 192.168.122.21 —— Ox4

Internet Address Physical Address Type

192.168.122.1 52-54-00-1f-18-ec dynamic
192.168.122.27 08-00-27-27-29-8c dynamic
192.168.122.67 08-00-27-27-29-8c dynamic
192.168.122.163 08-00-27-30-20-e0 dynamic
192.168.122.189 08-00-27-27-29-8c dynamic
192.168.122.255 H—Ff—F+f—+f—+++f static
221.8.09.22 01-00-5e-00-00-16 static
224.0.8.251 01-80-5e-00-00—Fb static
224.8.08.252 01-08-5e-00-00—Fc static
239.255.255.250 01-00-5e-Tf—ff—Ffa static
255.255.255. 255 H—Ff—F+f—+f—+++f static

C:\Users\User=

but when a new/ device is added to the

EISE -

BY NC SA

"Dynamic" could be changed to "static,
network, you must configure it manually.
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ARP Poisoning

Protection
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Prevention of MITM

« Detection is not considered a prevention acftion.

« The previously discussed detection approaches were used only for detecting ARP spoofing
attacks.

» To ensure network security, encrypt traffic using HTTPS (browser plugins).

« Most recent versions of web browsers support services that/warn when visiting HTTP
websites.

« Some plugins can redirect from HTTP to HTTPS, but hackers can still obtain information about
your insecure communication.

* VPN is the best solution for preventing MITM attacks.

EENO0SS -
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Protection
VPN




VPN for Prevention of MITM

« Use any preferred VPN tool for your test.
| use Avira VPN, the free version, for testing.

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

« There is a free version available with about 500 MB of data sfream.

« Installed it on my Windows machine.

« Before turning the VPN on, visit testasp.vulnweb.com and insert your login credentials

(username and password).

« At the same time, check Bettercap for collecting all visiting website information, including the

Credeni‘ials. * D [4 acuforum login x  + = (] x

&~ C A Not secure testasp.vulnweb.co... A 7 1} :‘

m acu neﬁx ucufo rum TEST and Demonstration site for

in
ase ing A
e . The entire
e daily. All the
osts ar ow attackers are
trying to break into in eb application:
Please be ow links that are

/bin/bash (O ]

] WinDe

com/filestreamingservice/files

> 192,168,122, » [ ] dns g WinDe

v24@1Eval. : testas

] dns =




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

VPN for Prevention of MITM

« Check the IP of the Windows device using the ipconfig

o x /binfbash Qe O

D [ acuforum login x 4+
v om - O _ /bin/bash 83x25

“~ C A Not secure testasp.vulnweb.co... AN

n acu neﬁx ucufo rum TEST and Demonstration site for

‘ sbout - forums - search - login register - SQL scanner - SQL vuln help
| L
Username: ‘adrmn |
Password: [frseesss =)

Copyrizht 20

Warning: This forum is deliberately vulnerable

to SQL Injections, directory traversal, and other

web-based attacks. It is built using ASP and it is
here to help you test Acunetix. The entire
content of the forum is erased daily. All the

posts are real-life examples of how attackers are

trying to break into insecure web applications.
Please be careful and do not follow links that are
posted by malicious parties.

> 192.168.122.2 » : a y > WinDe

1Eval. : t i m is

> 192.168.122.27 @ H WinDe




CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

VPN for Prevention of MITM

« Turn on the VPN on your Windows machine (victim machine), and then'reload the same page and
insert your access credentials

[bin/bash e
{bin/bash 83x25

« Opserve the difference

~ @ acuforum login X+ = o X
< G ANotsecure testaspuulnwebcom/LoginaspiRetURL=-%2FDefault®e2Easp®3f G % o [ O &
& Avira Free Security
g netix forum TEST and Demonstration site for 00 OK -> Win
Privacy > VPN N Macune acuforu

e

‘ about - forums - search - login - register - SQLscanner - SQLvuin help |

/) .
< Your connePNn is secured

Username: [admin |

Password: [seeeer ‘

[Login|
Location Monthly secured traffic

Invalid login!

unlimited Copyright

Warning: This forum is deliberately vulnerable to SQL Injections,

68.122.103 : spbe 15
directory traversal, and other web-based attacks. It is built using ASP w [
and it is here to help you test Acunetix. The entire content of the forum > 192.168.122.27 [k}
is erased daily. All the posts are real-life examples of how attackers are 8.12:2 is
trying to break into insecure web applications. Please be careful and do

not follow links that are posted by malicious parties. > 192.168.122.27 B I

Warning: This page is not loaded over HTTPS. Your connection may not be secure. @ @ @ 59
@ “-ywersecPro
-

BY NC SA
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Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schauver@ait.ac.at

® o
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