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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.
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GNS3 Simulator
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GNS3 Simulator

GNS3, is open-source and free software.
It allows network engineers to virtualize real hardware devices.

GNS3 consists of two main software components:
. the GNS3-all-in-one software (GUI) and

. the GNS3 virfual machine (VM).

The GNS3-all-in-one software (GUI) serves as the client interface, ingtalled on local PCs (Windows,
MAC, Linux) for creating network topologies.

The local GNS3 server runs on the same PC as the GUI, along with jadditional processes like Dynamips.

The GNS3 VM (recommended) can be run locally using virtualization software (e.g., VMware
Workstation, Virtualbox) or remotely on a server (e.g., VMware ESXI, cloud).

GNS3 allows us to create a network topology and an environment for an fdeal platform for simulating

victims and attackers' machines.

EISE

Getting Started with GNS3 | GNS3 Documentation BY NC _SA



https://docs.gns3.com/docs/

Why GNS3?

GNS3 facilitates the building of a complete lab
environment by integrating multiple VMs (installed
individually).

This will help create a fully isolated environment
consisting of multiple VMs with victim machines and an
attacker, allowing you to perform your practical tasks
within this course in a safer way.

Here is an example of how the virtual lab could be
designed on GNS3.

Targeting any external target not within this proposed
virtual lab environment is strictly forbidden, and you
are solely responsible for any consequences.
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Installing GNS3

GMS53 VM (GNS3 VM) CPU 0.0%, RAM 13..
MN30552240 CPU 6.2%, RAM £1.3%

DD

Downlaod GNS3 from the official website:
Software | GNS3, and then install if.

Download and install GNS3 VM based on your
preferred VM: Software | GNS3

- 7
{23 GNS2 VM - Settings - O % 0 € Preferences ? X
Input D
General | Server preferences
System
GNS3 VM Main server | Remote servers
Packet capt
Motherboard | Pr - Builtin v | V| Enable local server I
Ethernet hubs General setings
Processors: Ethernet switches Server path:
- 20l ]
1cru 20 CPUs Cloud nodes Ci\Program Fies|GNS3\gnsdserver BXE Browse...
GNS3 server version: 2.2.46 - VPCS
S — Release channel: 2.2 Ubridge path:
o L 1 WM version: 0.15.0 VPCS nodes o=p
Audio “ . Ubuntu version: focal - . C:\Program FilesGNS 3\ubridge ubridge EXE Browse...
1% 100% e Dynamips Program Files G52 bridge Worid -
virtualization: virtualbox Hast binding:
Network Extended Features: ' Enable PAE/NX 105 routers.
SRR ~ 105 on UNIX localhost -
: v Inable Nested VT-x/AMD-V 10U Devices Ports
Serial Pe IP: 192.168.56.102 PORT: 80 -
QEMU 3080 TCP -
To log in using SSH: ssh gns3@192.168.56.102 Qemu VMs
UsE Password: gns3 - VirtualBox V| Protect server with password (recommended)
To launch the Web-Ui: http://192.168.56.102 VirtualBox VMs Allow console connections to any local IP address
Shared Folders Ineges and projects are stored in '/opt/gns3’ - VMware
VMware VMs Console port range (5900 =3 6000 is shared with YNE)
LK
User Int: ~ Docker 5000TCP | % to | 10000 TCP |5
Docker containers
UDP tunneling port range
10000 UDP |2/ to | 20000 UDP |3
Restore defaults
Invalid settings detected m Cancel Apply



https://gns3.com/software/download
https://gns3.com/software/download-vm
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Kali Linux - Attacker

It is the most advanced Penetration Testing Linux Distribution.

Kali Linux is an open-source, Debian-based Linux distribution gegred towards various information

security tasks, such as Penetration Testing, Security Research, Computer forensics, and Reverse
Engineering.

Download and install the Kali Linux as a normal VM on your PC.

| will discuss later how to integrate it with GNS3

Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution



https://www.kali.org/get-kali/#kali-platforms
https://www.kali.org/
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Client/Server/IT - Victim Machines

Set up two VMs as a client and server to transmit values through the Modbus protocol.

Therefore, install Raspberry Pi Desktop on your computer. You cagn download the ISO image from
HERE.

After that, install pyModbusTCP on your Raspberry Pi Desktop/ A useful example for a server and
client can be found on Python Modbus Communication.

Additionally, you can install a Windows VM/ or another Klai
monitoring the network.

inux as an IT management device for



https://www.raspberrypi.com/software/raspberry-pi-desktop/
https://pypi.org/project/pyModbusTCP/
https://apmonitor.com/dde/index.php/Main/ModbusTransfer
https://www.microsoft.com/en-us/software-download/
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Integrating VMs to GNS3

@ Gns3 _ ] < @ Preferences ? X
Eile View Control Node Annotate Jools Help
Select al CtrleA C PEOC .- & Qan General [VirtualBox preferences
Select pone Ctrl+ Shifts A : baed o2 o o Server
@ Manage snapshots | Servers Summary @ ®)| GNS3 VM Local settings
€ GNS3 VM (GNS3 VM) CPU 0.3%, RAM 13.... Packet capture P .
) N3DSS52240 CPU 8.3%, RAM 64.5% ~ Built-in s
Ethernet hubs C:Program Fies\Orade \VirtualBox \VBoxManage.exe Browse...
ﬁ' Ethernet switches
Topology Summary @® Cloud nodes
Node Console ~ VPGS
g VPCS nodes
~ Dynamips
10S routers
Please create a project ~ 10S on UNIX
10U Devices
D& ~ QEMU
(==, ;] Qonu\Ms.
6 Preferences VirtualBox
VirtualBox VMs
~ VMware
General [VirtualBox preferences
Server VMware VMs
GNS3 VM Local settings ~ Docker
. = Packet capture Docker containers
Path to VBoxManage:
Console ~ Built-in = s torade! o
ENSSMML‘::IQSEJMQ“‘ m;o;% do (64-bi ith Python 3. 10. 5.15.2 and P 5.15.10. £ hubs e - ' B =
i 24 .10, W15, . 15,10,
o ks ity & AL QL iR A wd gy AL Ethernet switches
Use Help -> GNS3 Doctor to detect common issues. Cloud nodes
-> ~ VPCS
VPCS nodes
~ Dynamips
10S routers
~10S on UNIX Restore defaults
10U Devices
Preferences - QEMU

5 | ermu VMs

VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Do the same for any VM you want to integrate with GNS3
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Integrating VMs to GNS3

| @ Preferences ? X
General [VirtualBox VM templates € New VirtualBox VM template ? X
Server
GNS:WW =l Raspberry Pi OS Client Server @
Packet capture Please choose a server type to run the VirtualBox VM.
~ Built-in k= Raspberry Pi OS5 Server
Ethernet hubs ad
E N @ Windows 11
Cloud nodes
- VPCS Server type
VPCS nodes =
~ Dynamips () Run this VirtualBox VM on a remote computer
10S routers ;:
~ 10S on UNIX (@) Run this VirtualBox VM on my local computer
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware & Preferences ? X
VMware VMs
- Docker General [VirtualBox VM templates
Docker containers Server
GNS3 VM '\ Raspberry Pi OS Client
Packet capture i
- Builtin = Raspberry Pi OS Server
Ethernet hubs an
Ethernet switches || |HD Windows 11
Cloud nodes
= VPCS
VPCS nodes
New Edit ~ Dynamips Cancel
10S routers
x 4 - 105 on UNIX
10U Devices
- QEMU
Qemu VMs
- VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Do the same for any VM you want to integrate with GNS3 N
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Integrating VMs to GNS3

@ Preferences ? X
General [VirtualBox VM templates
é’ New VirtualBox VM template ? X Ze':;;'VM = v Genaril
Packet capture ~ Raspberry Pi OS Client Template name: Kali
VirtualBox Virtual Machine > L Tl Raspberry PiOS Server | [P none
Please choose a VirtualBox virtual machine from the list. ) - Ytoao e poes
Ethernet hubs s 11 ;AMf :‘039;59240
o b ver
Ethernet =g Headless mode enabled: False
Cloud nodes S Kali On close: power_off
‘ : ~ VPCS Linked base VM: False
ist: i - | Console type: none
I VM list ‘ Kali I VPCs ?m Auto start console: False
X ~ Dynamips ~ Network
Use as a linked base VM (experimental) 10S routers ﬁdapte'rs: ; o
5 lame format: thern
10S on UNIX Use any adapter: False
10U Devices Type: Intel PRO/1000 MT Desktop (82540EM)
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers
<Bak | | @nish ||  Cancel |

Do the same for any VM you want to integrate with GNS3
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Integrating VMs to GNS3

& GNs3 — [m] x
Eile Edit View Control Node Annotate Jools Help
. . s 2 == g -~
& VirtualBox VM template configuration ? X E @ @ > b c E’l il o h Q Q
= | All devices ® ~| Servers Summary 53]
l Kali I Fiter | £} GNS3VM (GNS3 VM) CPU 0.0%, RAM 13...
Ei rteey Vi " ) N3DSS2240 CPU 13.3%, RAM 64.6%
(S ery Vagrani
General settings ‘ Network [ Usage ‘ ATM switch
Adapters: ‘ 1 l: ‘ Cloud Topology Summary 53]
g s Ethernet hub Node Console
First port names ‘ ‘ f Ethernet switch
Name format: [Ethemet{O} ‘ o Frame Relay switch
T ) Please create a project
Segmentsize: |0 &l B
e NAT
Type: [ Intel PRO/1000 MT Desktop (82540EM) ¥ ‘ ;] 0
. E{ Raspberry Pi OS Client
Custom adapters: Configure custom adapters "
s [ Config oL ‘ q E Raspberry Pi OS Server
V' Allow GNS3 to use any configured VirtualBox adapter B vpcs
=5 Windows 11
+Newcemplate PR i % | Ry » =
| Consocle ®
==

Do the same for any VM you want to integrate with GNS3
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Network Topology Modeling




CSP0O04_C_E: Abdelkader Shaaban ong_pﬁlé’refon Schauer

& 2,

Q

—

€ Project ? X

New project Projects library

New project
Name:  |CybersecproWork

Location: | C:\sers\ShaabanA\GNS3\projects'\Cybersacprowork Browse...

Open project

Open a project from disk |  Recent projects... ~
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Do the same for the other devices




GNS3 Client for Network Modelin

You now have a list of all infegrated VMs, and you can begin modeling your nefworkf‘:’-” s
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Do the same by dragging and dropping the computer devices.
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GNS3 Client for Network Modelin

You now have a list of all infegrated VMs, and you can begin modeling your nefwork'j:-'“ s

@ Cptemecproivon - NS

- 0 x @ Crremecpromon - NS} o - 8 x

Ele [de Yew Cortrel lede Annctate Jooh Help B [dt Yew Contel lode Annctate Joch Help
&= OF>-> "HC Emlor QM &= OF>>T"HC Fmllio  6QQME

A devces as Sarvers Smenary 1] M devices an * Servers Sommany L1

- + O GNSI VM (GNS) VM CPU DN, RAM 13, - b GNSI VM IGNS VM CPU 3%, RAM 13,
Y — ;8 e Y — g { i
o B e | s
il =T n E 5 o wn
g P there b D tihenet b

AP Erhermet wach AP Erherrat sanch i

L e — Sepekey S s B e et e Sepeegy Summary T

Q% P Q% R
@& el o @& L e
=1 ™ R PP Snt g:"”’ neoe =1 ™ pmtsiiig g:"”‘ ooy

= i = i = i - S, =
| — e J 2 = L e . e s o =

B s [ | Gum T [stmimt)ocs =] o o~

- mOg 28 wntows 1 mO
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GNS3 Client for Network Modelin E

You now have a list of all intfegrated VMs, and you can begin modeling your network:

e
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"Do the same with all other devices to define the connections among them within the network."
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GNS3 Client for Network Modelin

You now have a list of all integrated VMs, and you can begin modeling your network:™
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GNS3 Client for Network Modelin

Before start performing any penetration testing activities, it is crucial to discover the IP addresses of
all connected devices in the network.

as@ga > > HC BEOC §QAME -
Additionally, it is important fo ensure that all g:’:::
devices on the nefwork can communicate ga-
with each ofther. %.

‘Therefore, start all devices and verify their IPs.

Sto

el
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[
®@s
te
EL
= Low
8 Lec
[0 e

23



CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

GNS3 Client for Network Modeling

‘Use the ifconfig command on the Linux devices to know more about the network configuration
Kali Server Client

Jbin/bash 060
/bin/bash 83x25 File Edit Tabs Help File Edit Tabs Help

pberry i

overruns @ carrier @ collisions @

192.168.122.27 192.168.122.109 192.168.122.103

24
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GNS3 Client for Network Modeling

‘Use the ipconfig command (if you use a windows OS) to know more about the network

configuration Windows

Command Prompt

Microsoft Windows [Version 10.0.22621.3296]
(c) Microsoft Corporation. All rights reserved.

C:\Users\User>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address : fe80::be9l:7721:c8c:b92d%U
IPvl Address : 192.168.122.21

Subnet Mask : 255.255.255.0

Default Gateway : 192.168.122.1

Unknown adapter Local Area Connection:

Media State : Media disconnected
Connection-specific DNS Suffix

C:\Users\User>

25

192.168.122.21
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GNS3 Client for Network Modeling

‘Now we have the IPs of the network devices, be sure that all devices can reach each other.

‘Use the ping <destination IP-address> to test the successful establishment of the network.

Server Windows

Command Prompt

File Edit Tabs He
ey be . I

C:\Users\User>ping 192.168.122.109

Pinging 192.168.122.109 with 32 bytes of data:

Reply from 192.168.122.109: bytes=32 time=2ms TTL=64
Reply from 192.168.122.109: bytes=32 time=2ms TTL=64
Reply from 192.168.122.189: bytes=32 time=lUms TTL=6L
Reply from 192.168.122.109: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.122.109:

Packets: Sent = U, Received = U, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = Ums, Average = 2ms

C:\Users\User>|

26

192.168.122.109 192.168.122.21
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Offensive Tools
Wireshark

® oo [SIOIEIO]




Wireshark Sniffing & Packets Analysis

Wireshark is a network protocol
analyzer designed to help network
administrators keep track of what is
happening in their network.

When you become an MITM, the
Wireshark tool can be used to sniff
and analyze traffic sent and received
by the targets.

Green - TCP packefs
Dark blue - is DNS packet
Black — TCP packets that have an issue

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

*etho ®© 0 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
— ] = m =
4 OmMiRE Q@sEF $ = Qe | I
LIB a display filter ... <Ctrl-j> -]+
No. Time Source Destination Protocc™ Len Info =
7732 74.186283530 192.168.122.21 20.82.9.214 TCP 60 49852 - 443 [ACK] Seq=587 Ack=6363 Win=64240 Len=0
7736 74.188082949 192.168.122.21 20.82.9.214 TCP 1. 49852 - 443 [ACK] Seq=1168 Ack=6363 Win=64240 Len=1460 [TCP s
T737 74.188420888 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=667 Win=65535 Len=0
7739 74.188833908 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=759 Win=65535 Len=0 —
7740 74.188943871 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] 5eq=6363 Ack=1168 Win=65535 Len=0
7741 74.189320824 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=2628 Win=65535 Len=0
7742 74.189334380 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=2893 Win=65535 Len=0
7745 74.228373590 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] 5eq=7062 Ack=2924 Win=65535 Len=0
7748 74.243534830 44.238.20.244 192.168.122.21 TCP 71 80 — 49851 [PSH, ACK] Seq=6587 Ack=1484 Win=65535 Len=17 [TCP
7749 74.244286484 192.168.122.21 20.82.9.214 TCP 60 49852 — 443 [ACK] Seq=2924 Ack=8222 Win=64248 Len=0
7750 74.255309779 44,238,20.244 192.168.122.21 TCP 2. 80 - 49851 [ACK] Seqg=6604 Ack=1484 Win=65535 Len=2920 [TCP se
7752 74.256261935 192.168.122.21 44,238.29.244 TCP 60 49851 -~ 88 [ACK] Seq=1484 Ack=9524 Win=64240 Len=0
7753 74.256657628 192.168.122.21 44 .238.29.244 TCP 60 49851 -~ 80 [ACK] Seq=1484 Ack=9962 Win=63802 Len=0 =
7765 74.358726695 192.168.122.21 20.74.47.205 TCP 66 49853 - 443 [SYN] Seq=0 Win=64240 Len=0 M55=1460 WS=256 SACK_
7769 74.374809724 192.168.122.21 204.79.197.239

Or
i TT73 74.375754969 20.82.9.214 192.168.122.21 TCP 9852 [ACK] S C ]
7774 74.375760572 20.82.9.214 192.168.122.21 TCP 49852 [ACK] Seq=8222 Ack=4618 Win=65535 Len=0
7775 74.375763939 20.82.9.214 192.168.122.21 TCP 49852 [ACK] Seq=8222 Ack=5292 Win=65535 Len=0
7778 74.3095137210 204.79.197.239 192.168.122.21 TCP 49854 [SYN, ACK] Seg=0 Ack=1 Win=65535 Len=0 MS5=146@
7779 74.395151392 20.74.47.205 192.168.122.21 TCP 49853 [SYN, ACK] Seg=0 Ack=1 Win=65535 Len=0 MS5=146@
7780 74.306822080 192.168.122.21 204.79.197.239 TCP ~ 443 [ACK] Seg=1 Ack=1 Win=64240 Len=@
7781 74.307202928 192.168.122.21 20.74.47.205 TCP — 443 [ACK] Seg=1 Ack=1 Win=64240 Len=08
7784 74.398034395 20.74.47.205 192.168.122.21 TCP 6B 443 ~ 49853 [ACK] Seq=1 Ack=596 Win=65535 Len=8 -

TCP 66 49854 — 443 [SYN] Seq=0 Win=64240 Len=0 M55=1460 WS=256 SACK_
.

Ethernet
Internet

Frame 37:

92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface ethd, id @
II, Src: PcsCompu_27:29:8c (©8:00:27:27:29:8c), Dst: PcsCompu_ab:32:d8 (08:00:27:ab:32:d8)
Protocol Version 4, Src: 192.168.122.27, Dst: 192.168.122.21

User Datagram Protocol, Src Pert: 44822, Dst Port: 137

NetBIOS Name Service

08 B8 27 ab 32 d8 08 B8 27 27 29 Bc 08 00 45 0O
00 d4e 2c e5 40 00 40 11 98 38 cO a8 7a 1b c@ a8
7a 15 af 16 00 89 00 3a 75 cd 82 28 00 G0 00 01

[clcicle e lcjgclegcle e lopel o o0 43 4b 41 41 41 41 41 41 4
[ClRTRAT 41 41 41 41 41 44 41 41 41 41 41 41 41 41 4
clcl A1 41 41 41 41 41 41 OCCEIFENCETTNCEY

O 7 wireshark_eth0_20240327105121_oF34IE.pcapng

N, 0@

z

g yE
8 .z
T u

Packets: 12284 - Displayed: 12284 (100.0%) * Dropped: 0 (0.0%)  Profile: Default

T

OO =

BY NC SA



Wireshark - Client/Server Example

CSP0O04_C_E:

In the Server/Client example, we have two Linux machines:/the ¢
the server through the ModbusTCP protocol.

When the attacker is a Man-in-the-Middle, Wireshark tool/ca

data transmitting, and other actions could be applied, such g
« Filtering collected data (Modbus)
« Analysis traffic

o (IO



CSP0O04_C_E:

Wireshark - Client/Server Example

Fie Machine View Input Devices Help

8 (N - i@raspberry: ~/Desk...

Fie Machine View Input Devices Help

pi@raspberry: ~/Desk...

*eth0 [ JC )

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e RXG AR E=EF &=

QQar =

[W]modbus [x] | + clienfle pi@raspberry: ~/Desktop
original code pi@raspberry: ~/Desktop : No. Time Destination Protocol Length Info = File Edit Tabs Help
. 32.391722437 68 Modbus/TCP 85 4; @, Fun |
Edit Tabs Help 3 Modbus /TCP 5 0,
4 6! Modbus/TCP 5; [] pi@raspberry
405523186 B s c .168. Modbus/TCP 6; ] pi@raspberry
3538 33.406249804 192.168.122.109 192.168. Modbus/TCP 85 6; Unit e,
3748 34.422601809 192.168.122.103 192.168. Modbus/TCP 89 7; Unit 0, i
3740 34.423324799 192.168.122.109 192.168. Modbus/TCP 78 7; Unit 2]
3751 34.424200396 192.168.122.103 192.168. Modbus/TCP 78 8; Unit @,
3752 34.424789006 192.168.122.109 192.168. Modbus/TCP 85 Response: Trans: 8; Unit 0,
3086 35.441408412 192.168.122.103 192.168. Modbus/TCP 89 Query: Trans: 9; Unit 2]
3987 35.442152716 192.168.122.109 192.168. Modbus/TCP 78 Response: Trans: 9; Unit: ]
3989 35.442966317 192.168.122.103 192.168.122.1069 Modbus/TCP 78 Query: Trans: 10; Unit: @, Fun
3990 35.443394006 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 10; Unit: 0, Fun
4138 36.447892934 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 11; Unit: @, Fun
4139 36.449382399 192.168.122.109 192.168.122.163 Modbus/TCP 78 Response: Trans: 11; Unit: @, Fun
4141 36.450706640 192.168.122.103 192.168.122.169 Modbus/TCP 78 Query: Trans: 12; Unit: 0, Fun
4142 36.451560099 192.168.122.109 192.168.122.163 Modbus/TCP 85 Response: Trans: 12; Unit: @, Fun
1 4200 37.455714254 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 13; Unit: @, Fun
serverpy 4201 37.457282521 192.168.122.109 192.168.122.163 Modbus/TCP 78 Response: Trans: 13; Unit: @, Fun
4203 37.458085120 192.168.122.103 192.168.122.169 Modbus/TCP 78 Query: Trans: 14; Unit: @, Fun
4204 37.4589098626 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 14; Unit: 0, Fun
4222 38.465436844 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 15; Unit: @, Fun~

» Frame 3535: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface eth@, id @
» Ethernet II, Src: PcsCompu_52:a4:8f (08:00:27:52:a4:8f), Dst: PcsCompu_30:20:e0 (08:00:27:30:20:e0)
¢+ Internet Protocol Version 4, Src: 192.168.122.109, Dst: 192.188.122.103
» Transmission Control Protocol, Src Port: 582, Dst Port: 39577, Seq: 63, Ack: 94, Len: 12
» Modbus/TCP
» Modbus
08 BO 27 30 20 ed 03 @0 27 52 ad 8F @8 60 45 @0 e 'R E
B0 40 69 T6 40 B0 48 66 5a 9c c@ a8 7a 6d cO a8 @@ Z--zm
7a 67 B1 T6 9a 99 98 2d 47 38 3e Ge 06 b7 80 18 zg - G8="
6038 81 Td ce 38 09 80 61 1 B8 Ba 3a e
29 47 6@ 05 @0 60 0B G6 00 10 B0 B0 BO @5 )6
() # Modbus: Protocal Packets: 42882 - Displayed: 40 (0.1%)  Profile: Default

B 0)GF ¢ ME S T @0 srerecTs
| 68 B srReReCHTS

Kali
Client

@ CyberSecPro



CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schauver@ait.ac.at
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