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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely intended for educational purposes ONLY and
not for any other malicious or unauthorized activities.
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GNS3 Simulator
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GNS3 Simulator

Field Devices

= Raspberry Pi running lightweight Linux S
version (Client and Server) for fransmitfing \f—i 3
data  over  ModBus

communication
protocols using the pyModbusTCP.

Management Sector

NetworkAdmin

Field Devices

Management Sector

= Network administration device for
monitoring network traffic using Kali Linux.

= Wazuh Server:
later.

Client

|
\ WazuhServer

| T
Hub3 /
L4

Details fo be addressed

Malidous| Activities

Attcker
Malicious Activities

m.
= Kali Linux will be used fo simulate various

malicious activities targeting devices within
this closed network.

Getting Started with GNS3 | GNS3 Documentation



https://docs.gns3.com/docs/

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Offensive Tools
Wireshark
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Wireshark Sniffing & Packets Analysis

Wireshark is a network protocol
analyzer designed to help network
administrators keep track of what is
happening in their network.

When you become an MITM, the
Wireshark tool can be used to sniff
and analyze traffic sent and received
by the targets.

Green - TCP packefs
Dark blue - is DNS packet
Black — TCP packets that have an issue
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*etho e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
i = m =
4 OmMiRE Q@sEF $ = Qe | I
[ |-__ a display filter ... <Ctrl-j> -] +

No. Time Source Destination
7732 74.186283530 192.168.122.21 20.82.9.214
7736 74.188082949 192.168.122.21 20.82.9.214
T737 74.188420888 20.82.9.214 192.168.122.
7739 74.188833908 20.82.9.214 192.168.122.
7740 74.188943871 20.82.9.214 192.168.122.
7741 74.189320824 20.82.9.214 192.168.122.
7742 74.189334380 20.82.9.214 192.468.122.
7745 74.228373590 20.82.9.214 192.168.122.
7748 74.243534830 44.238.20.244 192.168.122.
7749 74.244286484 192.168.122.21 20.82.9.214
7750 74.255309779 44,238,20.244 192.168.122.
7752 74.256261935 192.168.122.21 44,238.29.24
7753 74.256657628 192.168.122.21 44 .238.29.24.
7765 74.358726695 192.168.122.21 20.74.47.205
7769 74.374809724 192.168.122.21 204.79.197. 2!

i TT73 74.375754969 20.82.9.214 192.168.122.
7774 74.375760572 20.82.9.214 192.168.122.
7775 74.375763939 20.82.9.214 192.168.122.
7778 74.3095137210 204.79.197.239 192.168.122.
7779 74.395151392 20.74.47.205 192.168.122.
7780 74.306822080 192.168.122.21 204.79.197.2
7781 74.307202928 192.168.122.21 20.74.47.205
7784 74.398034395 20.74.47.205 192.168.122.

Protocc™ Len Info

TCP 6@ 49852 — 443 [ACK] S5eq=587 Ack=6363 Win=64240 Len=0
TCP 1. 49852 - 443 [ACK] Seq=1168 Ack=6363 Win=64240 Len=1460 [TCP s
21 TCP 60 443 -~ 49852 [ACK] Seq=6363 Ack=667 Win=65535 Len=0
21 TCP 60 443 ~ 49852 [ACK] Seq=6363 Ack=759 Win=65535 Len=0 1
21 TCP 6B 443 ~ 49852 [ACK] Seq=6363 Ack=1168 Win=65535 Len=8
21 TCP 60 443 ~ 49852 [ACK] Seq=6363 Ack=2628 Win=65535 Len=0
21 TCP 60 443 ~ 49852 [ACK] Seq-6363 Ack=2893 Win=65535 Len=0
21 TCP 66 443 ~ 49852 [ACK] 5eq=7862 Ack=2924 Win=65535 Len=8
21 TCP 71 80 - 49851 [PSH, ACK] Seq=6587 Ack=1484 Win=65535 Len=17 [TCP
TCP 6@ 49852 — 443 [ACK] Seq=2924 Ack=8222 Win=64248 Len=0
21 TCP 2. 80 - 49851 [ACK] Seq=6604 Ack=1484 Win=65535 Len=292@ [TCP se
4 TCP 6@ 49851 — 80 [ACK] Seq=1484 Ack=9524 Win=64240 Len=0
4 TCP 6B 49851 - 80 [ACK] Seq=1484 Ack=9962 Win=63802 Len=0 =
TCP 66 49853 ~ 443 [SYN] Seq=0 Win=64240 Len=0 M55=1460 WS=256 SACK_
39 TCP Seq=0 Win=64240 Len=0 M55-1460 WS=256 SACK_

66 49854 — 443 [SYN]
.

Jr
9852 [ACK] S

21 TCP C ]
21 TCP 49852 [ACK] Seq=8222 Ack=4618 Win=65535 Len=0
21 TCP 49852 [ACK] Seq=8222 Ack=5292 Win=65535 Len=0
21 TCP 49854 [SYN, ACK] Seg=0 Ack=1 Win=65535 Len=0 MS5=146@
21 TCP 49853 [SYN, ACK] Seg=0 Ack=1 Win=65535 Len=0 MS5=146@
39 TCP ~ 443 [ACK] Seg=1 Ack=1 Win=64240 Len=@
TCP — 443 [ACK] Seg=1 Ack=1 Win=64240 Len=08
21 TCP 6B 443 ~ 49853 [ACK] Seq=1 Ack=596 Win=65535 Len=8 -

Ethernet
Internet

Frame 37:

92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface ethd, id @
II, Src: PcsCompu_27:29:8c (©8:00:27:27:29:8c), Dst: PcsCompu_ab:32:d8 (08:00:27:ab:32:d8)
Protocol Version 4, Src: 192.168.122.27, Dst: 192.168.122.21

User Datagram Protocol, Src Pert: 44822, Dst Port: 137

NetBIOS Name Service

[clcicle e lcjgclegcle e lopel o o0 43 4b 41 41 41 41 41 41 4
[ClRTRAT 41 41 41 41 41 44 41 41 41 41 41 41 41 41 4
clcl A1 41 41 41 41 41 41 OCCEIFENCETTNCEY

O 7 wireshark_eth0_20240327105121_oF34IE.pcapng

08 B8 27 ab 32 d8 08 B8 27 27 29 Bc 08 00 45 0O vz ) E
00 d4e 2c e5 40 00 40 11 98 38 cO a8 7a 1b c@ a8 N, @@ 8-z
7a 15 af 16 00 89 00 3a 75 cd 82 28 00 00 0B 01 z Du

Packets: 12284 - Displayed: 12284 (100.0%) * Dropped: 0 (0.0%)

Profile: Default

T




Wireshark - Client/Server Example

CSP0O04_C_E:

In the Server/Client example, we have two Linux machines:/the ¢
the server through the ModbusTCP protocol.

When the attacker is a Man-in-the-Middle, Wireshark tool/ca

data transmitting, and other actions could be applied, such g
« Filtering collected data (Modbus)
« Analysis traffic

o (IO
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Wireshark - Client/Server Example

Fie Machine View Input Devices Help

8 (N - i@raspberry: ~/Desk...

Fie Machine View Input Devices Help

pi@raspberry: ~/Desk...

*eth0 [ JC )

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e RXG AR E=EF &=

QQar =

[W]modbus [x] | + clienfle pi@raspberry: ~/Desktop
original code pi@raspberry: ~/Desktop : No. Time Destination Protocol Length Info = File Edit Tabs Help
. 32.391722437 68 Modbus/TCP 85 4; @, Fun |
Edit Tabs Help 3 Modbus /TCP 5 0,
4 6! Modbus/TCP 5; [] pi@raspberry
405523186 B s c .168. Modbus/TCP 6; ] pi@raspberry
3538 33.406249804 192.168.122.109 192.168. Modbus/TCP 85 6; Unit e,
3748 34.422601809 192.168.122.103 192.168. Modbus/TCP 89 7; Unit 0, i
3740 34.423324799 192.168.122.109 192.168. Modbus/TCP 78 7; Unit 2]
3751 34.424200396 192.168.122.103 192.168. Modbus/TCP 78 8; Unit @,
3752 34.424789006 192.168.122.109 192.168. Modbus/TCP 85 Response: Trans: 8; Unit 0,
3086 35.441408412 192.168.122.103 192.168. Modbus/TCP 89 Query: Trans: 9; Unit 2]
3987 35.442152716 192.168.122.109 192.168. Modbus/TCP 78 Response: Trans: 9; Unit: ]
3989 35.442966317 192.168.122.103 192.168.122.1069 Modbus/TCP 78 Query: Trans: 10; Unit: @, Fun
3990 35.443394006 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 10; Unit: 0, Fun
4138 36.447892934 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 11; Unit: @, Fun
4139 36.449382399 192.168.122.109 192.168.122.163 Modbus/TCP 78 Response: Trans: 11; Unit: @, Fun
4141 36.450706640 192.168.122.103 192.168.122.169 Modbus/TCP 78 Query: Trans: 12; Unit: 0, Fun
4142 36.451560099 192.168.122.109 192.168.122.163 Modbus/TCP 85 Response: Trans: 12; Unit: @, Fun
1 4200 37.455714254 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 13; Unit: @, Fun
serverpy 4201 37.457282521 192.168.122.109 192.168.122.163 Modbus/TCP 78 Response: Trans: 13; Unit: @, Fun
4203 37.458085120 192.168.122.103 192.168.122.169 Modbus/TCP 78 Query: Trans: 14; Unit: @, Fun
4204 37.4589098626 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 14; Unit: 0, Fun
4222 38.465436844 192.168.122.103 192.168.122.169 Modbus/TCP 89 Query: Trans: 15; Unit: @, Fun~

» Frame 3535: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface eth@, id @
» Ethernet II, Src: PcsCompu_52:a4:8f (08:00:27:52:a4:8f), Dst: PcsCompu_30:20:e0 (08:00:27:30:20:e0)
¢+ Internet Protocol Version 4, Src: 192.168.122.109, Dst: 192.188.122.103
» Transmission Control Protocol, Src Port: 582, Dst Port: 39577, Seq: 63, Ack: 94, Len: 12
» Modbus/TCP
» Modbus
08 BO 27 30 20 ed 03 @0 27 52 ad 8F @8 60 45 @0 e 'R E
B0 40 69 T6 40 B0 48 66 5a 9c c@ a8 7a 6d cO a8 @@ Z--zm
7a 67 B1 T6 9a 99 98 2d 47 38 3e Ge 06 b7 80 18 zg - G8="
6038 81 Td ce 38 09 80 61 1 B8 Ba 3a e
29 47 6@ 05 @0 60 0B G6 00 10 B0 B0 BO @5 )6
() # Modbus: Protocal Packets: 42882 - Displayed: 40 (0.1%)  Profile: Default

B 0)GF ¢ ME S T @0 srerecTs
| 68 B srReReCHTS

Kali
Client

@ CyberSecPro



Wireshark - Client/Server Example

ivw

Frame 276: 89 bytes on wire (712 bits),
Ethernet II, Src: PcsCompu_3| :
Internet Frotocol Version 4,

Wireshark - Packet 276 - ethQ

Src: 102.168.122.103, Dst: 192.168.122.109

Source Port: 39258
Pestipation Port: =@2

pepe

[Stream index: ©]
[TCP Segment Len: 23]
Sequence number: 1
Sequence number (raw): 2456416165
[Next sequence number: 24 (relative sequence numbe
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 4188012485
106@ .... = Header Length: 32 bytes (8)
Flags: ©x818 (PSH, ACK)

eoe. Cien Reserved: Not set
. Nonce: Not set
Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Set
Reset: Not set
Syn: Not set
Fin: Not set

(relative sequence m

[,
L | Y 1 S 1 O VR T T 1}

[TCP Flags:
Window size value: 582
[Calculated window size: G64256]
[Window size scaling factor: 128]
Checksum: ©xlad4f [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
+ TCP Ontinn - No-Oneration (HOPY

R E

B8 27 8f CEBCEIENEECIEIEE 08 60 45 B0
o10] el po 40 D6 e2 B1 cO ad Ta 67 cP ad Ke @@ zQ
zm-[+ 1
KegQ

]
4h
6d
6
07
e}

52
05
5b
af
01
o]

ad
40
Bl
ele]
o]t}
B3

Ta 99 f6 92 69 ef ab 9 9f ff cf 80 18
Bl ia e @1 @1 08 Ba 3a 1e 4b c4 67 51 1]
ci e]e] P G0 11 00 10 PO G2 0O BS Ga 0@

e1 B2 pE @4 BB 05

, orc Fort: 39258, Dst Port: 5WZ, Seq: 1, Ack: 1, Lems

o0

89 bytes captured (712 bits) on interface eth@, id O -
el i : :ad:8fF (08:00:27:52:a4:87)

Source and Destin

¥
swHelp

X Close
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Wireshark - Client/Server Example

Wireshark - Packet 276 - ethO

[1RTT: 8.001073815 seconds]
[Bytes im flight: 23]
[Bytes sent since last PSH flag: 23]
[Timestamps]
[Time since Tirst frame in this TCP stream: 8.801085584 seconds]
[Time since previous frame in this TCP stream: @.080006489 seconds]
TCP payload (23 bytes)
[PDU Size: 23]

» Modbus/TCP

Transaction Identifier: 1
Protocol Identifier: @
Length: 17

Unit Identifier: @

= Modbus

.B801 0868 = Function Code: Write Multiple Registers (16)
Reference Number: @
Word Count: 5

DGl

Register @ (UINT16): 1
Register Number: @
Register Value (UINT16): 1

Register 1 (UINT16): 2
Register Wumber: 1
Register Value (UINT16): 2

Register 2 (UINT16): 3
Register Mumber: 2
Register Value (UINT1G6): 3

Register 3 (UINT16): 4
Register Wumber: 3
Register Value (UINT16): 4

Register 4 (UINT16): 5
Register Number: 4
Register Value (UINT1G6): 5

[eoe

88 00 27 52 a4 &7 [ERCEMFEEMECIEEIES 08 00 45 0 R I €
[

00 4b e2 05 40 0D 40 D6 e2 B1 cP aB 7a 67 cO a8 K@ zg
7a 6d 99 5b 01 6 92 69 ef ab f9 9Ff ff cf B0 18 zm [-- 1

01 76 1a 47 00 0D 01 01 ©8 @a 3a le 4b c4 67 51 0 voKeaQ
c7 O7 @0 01 00 00 60 11 00 10 0P G0 B0 05 Ga 0O

01 00 02 00 03 00 B4 OO 05

00

Registers and valu

L2
s wHelp

/
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Offensive Tools
Scapy




SCAPY: Create/Send a Packet

Create packets on Scapy

« Start Scapy, and a Python command line within Scapy
will open

Scapyv2.4.3
Scapyv2.4.3 83x25

rootokali:~# scapy
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().
WARNING: No route found for IPv6 destination :: (no default route?)

using IPython 7.12.@

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer
Use Wireshark to catch the ICMP message

Assign the packet to/a variable, say P.
« >>P=1P()
Define the IP Source (make it a fake IP, for example, a
gateway IP address):
« >>P.src="192.168.122.1"
Define the IP Target (victim machine):
« >>P.dst="192.168.122.103"
Send the packet
« send(P)

Scapyv2.4.3 (- IO ]

Scapyv2.4.383x25

using IPython 7.12.0

v [QOCOR
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SCAPY: Create/Send a Packet

Multiple Packet Creation

+ Create multi-layer packets (e.g., combining IP with TCP or UDP layers) to simulate/different network protocols.

« TCP Packet « UDP Packet
« >>P=IP(dst="192.168.122.103") / TCP(dport=80) « >>P =|P(dst="192.168.122.103") / UDP(dport=80)
« Send the packet « Send the pagket
- send(P) - send(P)
Scapyv2.4.3 (-] 9‘ Scapyv2.4.3 (IO ]

Scapyv2.4.383x25 B Scapyv2.4.383x25

Sent 1 packets.

BY NC SA
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SCAPY: Create/Send a Packet

Multiple Packet Crdis “etho

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ot At ADA® s BEE 2 « » 0 <« > H oo o8 protocols.
(A]Tcp BE -+
TCP POCkeT No. Time Destination Protocol Length Info
e« >>P= IP(dst=' 4290 2546.0550067.. TCP 60 [TCP Duj

8.3347343.. 192 TCP 60 [TCP Duj
Send the packet TcP 60 [TCP Duj
« send(P)

%]
LY
X1
Ly

[#4]

142.
192
34.1
192.
142.
192
34.1
192.
142.

192

03") / UDP(dpori=80)

M =
=

&
(%]
o = 6o

A T R R P
[ et D) b O] et L) b T

[t I T T o T L I

(% IS T LN I

L= R
iy

- L
D
]

f=y

0O = 00 -
(]
[#3]
D = Dk

%]

TCP 60 [TCP Duj
TCP 60 [TCP Du
TCP 60 [TCP Duj
TCP 60 [TCP Du
TCP 60 [TCP Du
TCP 60 [TCP Duj
TCP 60 [TCP Du
TCP 60 [TCP Du
.103 TCP 60 [TCP Port nun
.27 TCP 60 80 — 20 [RST,

o S I s

P -

L -
=== = =

=

=
%]

s I i o

| I T % I
=y

M = B s

L= L% I
I
00 = 20 -

P2 = P2 e

w0 P
bos

=

DO M

(]
[

=
[#5]

D P

B s

L M =
el B I o TR I T G TS T S N ]
]

. . We = = -
el e S L e 5 i S T R

[ A

=

=
5]
B

ol i N e N N e I I

) =

OO0
AAEAEAEEEREEREAEREERER

B s

5 ”T 142.
192.

.3635469.. 192.

-]

192.

192.

N B &S
(= W W I ) W T S I o T S I

(== 1« = I

3
603.
636
636
648
648
659
659

h
’
h
h
’
h
2

[ i L I
[l s Bl
0O 00 0O = O -

[ IS
@
(5]

+ Frame 3660: 60 bytes on wire (480 bits), 6€ PO 27 27 29 8c 08 GO 27 30 20 ed 08
Section number: 1 Be18 28 B0 B0 40 PO 40 06 E©4 fec co a8 7Ta
Interface id: @ (eth@®) 1b 60 50 60 14 096 66 B0 PO 06 0O 08
P = IP(dst= 7 Interface name: ethe @0 39 98 00 0O 00 PO 00 0O 00 0O
P = IP(dst= /1 Encapsulation type: Ethernet (1)
send(P) Arrival Time: Sep 18, 2024 13:10:52.1998!
ont 1 packets. uTcC Arrival Timg: Sep 18, 2024 17:18:52.:
send(P) Epoch Arrival Time: 1726679452.199897292
. [Time shift for this packet: 0.000000080
Sent 1 packets. [Time delta from previous captured frame
r;dﬂﬁdﬂ_ /7 [Time delta from previous displayed fram
e [Time since reference or first frame: 22:
Sent 1 packets. Frame Number: 3660
Frame Length: 68 bytes (480 bits)
Capture Lenath: 60 bvtes (488 bits)

® E TCPis neither afield nor a protocol name. Packets: 4474 . Displayed: 870 (19.4%) : Profile: Default

a———
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SCAPY: Create/Send a Packet

Packet Sniffing
Scapy can be used to perform sniffing capabilities and monitor network traffic.

e TCP Packet

 The victim machine doing anything; for example, ping to
« packets = sniff(filter="ip and host 192.168.122.103", g anyfhing pi€, ping

google
COU nt=1 0) ﬂ Raspberry Pi O5 Client [Running] - Oracle VM VirtualBox - O s
¢ S h ow d ” C Ol | ec Ted pO C keTS s D [One Python - IDE, pi@raspberryi ~/Desk.

« packets.show()

Scapyv2.4.3 -} @q

Scapyv2.4.3 83x25 File Edit Tabs Help

using IPython 7.12.0
, count=10)

, count=10)

15
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Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schauver@ait.ac.at

® oo
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