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Topic-6: Security
Controls Selection and
Implementation for
Energy Environments

Overview

o Select and implement appropriate security controls based on
the specific needs of energy systems

o Implement strong password policies and multi-factor
authentication (MFA) to protect user accounts

o Encrypt sensitive data at rest and in transit to prevent
unauthorised access and data breaches

o Regularly apply security updates and patches to software
systems to address vulnerabilities
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Cryptography in power control systems

- Cryptography is a necessary protection measure in energy
conftrol networks

« Through cryptography, we may prevent unauthorised access to
sensitive data, guaranteeing confidentiality

- These data can be:
« Command and control instructions

..........................
K

« Sensor measurements
* Network data Internet
» User requests

« Authentication data

» Authorization data
« Key exchange
» Etc.

- Moreover, this protection MUST apply to both:
« Data in transit and data at rest

|?,:E§] CyberSecPro @ O e @
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Cryptography applied to data in transit

- Communication channels of energy control networks MUST be
protected by applying cryptographic algorithms
* In charge of protecting unauthorised access to data in transit

SN NN N S N S N B N BN N BN

’ Note that in Topic 5 we have already seen that all
VPN protocols rely on cryptographic algorithms to

|
|
I
—)- | guarantee the confidentiality of the
I
\

Cyphertext:

Plaintext: w5830 1ffd2]" y

“Change the power
of the generator”

communication channels -- which may be based
on insecure industrial protocols such as ModbusTCP

A

« Otherwise, communications would be sent in '‘plaintext’, allowing
attackers with the necessary resources to intercept, capture an
read communications (eavesdrop)

« Unfortunately, eavesdropping can arise in industrial control
networks, as most legacy operating devices still rely on
insecure protocols such as telnet for the remote control

|}.‘E€] CyberSecPro
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Cryptography applied to data in transit

Netresec offers 4SICS Geek Lounge, offering some files
with captures of industrial traffic

 URL: https://www.netresec.com/cpage=PCAP4SICS

« The captures are based on an Industrial Control System
(ICS) Lab with PLCs, RTUs, servers and industrial network
equipment - all the information about the ICS Lab is found
at the same website

« Asrequested, special acknowledgement goes to CS3Shtim
for allowing the community access to these captures

» More SCADA/ICS network captures can also be found at:
https://www.netresec.com/gepage=PcapFiles

With Wireshark, it is possible to analyse telnet traffic
filtering

» SO an interesting task would be to download the
screenshots and filter them by "telnet"

Source and figure source: Netresec, "Captures files from 4SICS Geek Lounge”, 2024
URL: https://www.netresec.com/2page=PCAP4SICS

Source: CS3Sthtlm, 2014-2020, accessed in 2024.

URL: https://cs3sthim.se

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain

Experts in network security monitoring and network forensics

la’ETRESEC

NETRESEC » Resources » PCAP Files » 4SICS

Capture files from 4SICS Geek Lounge

The industrial cyber security conference 4SICS (now CS35thim) is
an annual summit that gather the most important ICS/SCADA cyber
security stakeholders across critical industries (i.e. energy, oil & gas,
water, transportation and smartgrid etc).

The "Geek Lounge" at 4SICS contains an ICS lab with PLCs, RTUs,
servers, industrial network equipment (switches, firewalls, etc).
These devices are available for hands-on "testing" by 4SICS
attendees.

We at Netresec have worked with the 4SICS crew to capture the
network traffic at the ICS lab. The idea is to share the captured
PCAP files on the Internet, since network traffic from industrial
networks is a really scarce resource!

We kindly ask you to credit C535thim, for allowing the network traffic from the 4SICS lab to be captured
and shared, if you will re-distribute this dataset or use it as part of a training. We would also appreciate a
link back to this page.

4SICS 2015 PCAP Files

4SICS-Geeklounge-151020.pcap 25MB
4SICS-Geeklounge-151021.pcap 134MB
4SICS-Geeklounge-151022.pcap 200MB

OO
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Cryptography applied to data in transit

For the sake of simplicity,
we consider the following

telnet capture provided by
CloudShark:

« Traffic capture:
https://www.cloudshark.org
/captures/818ceaef07b8

CloudShark:

& CS Enterprise Guest upload is turned off Log In
telnet-raw.pcap 23 5 kb - 272 packels - more info
Fi“ering Pro.l.ocol + Apply | Clear || Fillers ¥ Q Analysis Tools ¥ | @ Graphs | ¥ || © Export ¥ | # Profile
m No. Time Source Destination Protocol Length Info

54 9.446537 192.168.0.1 192.168.0.2 TELNET 68 Telnet Data ...

56 9.464208 192.168.0.1 192.168.9.2 TELNET {75! Telnet Data ...

58 10.704378 192.168.8.2 192.168.0.1 TELNET 67 Telnet Data ...

60 11.144054 192.168.8.2 192.168.0.1 TELNET 67 Telnet Data ...

62 11.625626 192.168.8.2 192.168.0.1 TELNET 67 Telnet Data ...

64 11.931320 192.168.8.2 192.168.0.1 TELNET 67 Telnet Data ...

66 13.285963 192.168.0.2 192.168.0.1 TELNET 68 Telnet Data ...

68 13.560073 192.168.0.1 192.168.0.2 TELNET 68 Telnet Data ...

70 14.820869 192.168.0.1 192.168.0.2 TELNET 126 Telnet Data ...
Frame 78: 126 bytes on wire (1808 bits), 126 bytes captured (1808 bits) 9600 89 a@ cc 3b bf fa 69 90 co 9f ap 57 95 00 45 10 Data in clear
Ethernet II, Src: WesternD_9f:a@:97 (00:8@:c@:9f:a@:97), Dst: Lite-OnU_3b:bf:fa (@@:a@:cc:3b:bf:fa) 0010 00 70 18 2c 00 00 40 @6 e8 fB cO aB 00 01 c@ ad . .
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.2 0020 00 02 00 17 @4 e6 c@ 40 88 71 04 53 d9 47 80 18 qnd In trqns"
Transmission Control Protocol, Src Port: 23, Dst Port: 1254, Seg: 163, Ack: 216, Len: 60 8030 43 ed d3 ba @@ @9 21 @1 @8 0a @0 05 4b Bl @@ 16
Telnet ] Information @048 ©of 73 4c 61 73 74 20 6c 6T 67 69 6e 3a 20 54 68 .sLast login: Th

Data: Last login: Thu Dec 2 21:32:59 on ttypl from bam.zing.orgh\r\n 8058 75 20 44 65 63 20 20 32 20 32 31 3a 33 32 3a 35 u Dec 2 21:32:5

about the PAG0 39 20 6f Ge 28 74 74 79 70 31 20 66 72 6f 6d 20 | 9 on ttypl from
profoco| 8078 62 61 6d 2e 7a 69 6e 67 2e 6T 72 67 @d @a bam.zing.org..

It is an online dissector with
the ability to display
network traffic captures,
presenting a control panel
similar to Wireshark

URL:
https://www.gacafe.com/a
nalysis-tools/cloudshark/

Source and figure source: CloudShark “telnet-client-server.pcapng”, accessed in 2024
URL: https://www.cloudshark.org/captures/818ceaef07b8%filter=telnet

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain

[ We can also further simplify the

| options, such as ‘Follow Stream’

|

S N N R N M R N M M N M Ry,
@ Analysis Tools ~ | & Graphs | ~

Follow Stream

analysis by using the existing

I Follow Stream
’ Ladder Diagrams
"\ rrrr T rr!''m’'m’'’'mnT—eT€TeTT
Network Endpoints
GeolP World Map
Protocol Conversations
Protocol Hierarchy

Packet Lengths

& DNS Activity
L. \VolP Calls

y 45 ¢l (v RTP Streams

; ;: :: -4 HTTP Analysis

{ 18 § % Wireless Networks
w Threat Assessment
7 Zeeklogs

Follow TCP: tcp.stream eq @ in telnet-client-server.pcapng
Show only this stream | Filter out this stream

©ASCIl CHexDump  @Wrap long lines
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Cryptography applied to data in transit

- There is therefore a clear need to protect communication
channels in energy control systems, where multiple industrial
equipment must coexist for control

Cyphertext:

“Change the power
of the generator”

- This type of protection involves:

* An encryption phase, in which the data is protected by
combining the ‘plaintext’ with a ‘secret’, resulting in a ‘ciphert

Cyptosystem
(encryption/
decryption)

« A decryption phase, where the ‘ciphertext’ is fransformed into
the original ‘plaintext’ by means of a secret

* This secret = the “KEY” )
.,‘"E{] CyberSecPro @ O b @
CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain BY NC SA
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Cryptography: Types

- Within modern cryptography, three relevant
cryptographic areas have emerged

Symmetric

« Symmetric cryptographic algorithms use the same key for
both encryption and decryption

Asymmetric / public key

«  Asymmetric cryptographic algorithms use two different keys
to carry out the encryption and decryption process

NOILOJ10dd VIVA JAILISNES

Hybrid

« The hybrid technigue aims to combine the asymmetric and
symmetric algorithms

CyberSecPro @ 0 e @ 10
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Cryptography: Types

- Within modern cryptography, three relevant
cryptographic areas have emerged

Symmetric

NOILOJ10dd VIVA JAILISNES

Symmetric cryptographic algorithms use the same key for
both encryption and decryption

CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain
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Welcome to Asecuritysite.com

Asecurity site.com

+ profsims.com - Networksims

Symmetric cryptography: Procedure

Basically, the technique aims to:
1. IT/OT administrators, industrial network equipment or processes
MUST first agree the encryption condifions such as:
+ Type of encryption/decryption algorithm

+ The ‘session’ key, such that one of the two entities generates the key using
some a (pseudo-random) generator

2. One of the entities involved, encrypt the message under the pre-
set conditions and send the encrypted message

_ . " Plaintext:
Plaintext: ‘ - g d J “Change the
e | power of the

“Change the 5
,_—_generator”

y
“‘: p— \ “Cypheriext” h
generator’——4_"s; P N sesifiaer |
—
= - hm|i I | \

power of the

Plaintext Ciphertext Plaintext

Source and figure source: Buchanan, William J., Human-Readable Encryption Keys. Asecuritysite.com, 2024.
URL: https://asecuritysite.com/encryption/plain

CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain BY NC SA



https://asecuritysite.com/encryption/plain

@)
: B
Symmetric cryptography: -
Cryptosystems %
- —
| Features | DES | Cameliia =
Name Data Encryption Triple DES : Camellia <
Standard : [Tl
Author IBM IBM | Vincent Rijmen, Mitsubishi W,
: Joan Daemen Electric y NTT >
Key length 56 bits 168 (3 claves) o : 128, 192, 256 bits alf
112 (2 claves) : >
Cipher block 64 bits 64 bits : 128 bits 128 bifs
size 1
. U
Processing Slow Very slow :- Slow AJ
speed

; . - — . O
Security Low — It is not Medium 1 High —
recommended : mh

~======Z=D=Dzc
1 Both are the most widespread and O
I recommended cryptosystems in fransit _I
" and aft rest - both are part of TLS-v1.2/1.3 i
&) cybersecpro @ 0 e @ 8 O
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: B
Symmetric cryptography: -
Cryptosystems %
: —
Features : DES 3DES e
Name 1 Data Encryption Triple DES Camellia <
| Standard Tl
Author : IBM IBM | Vincent Rijmen, Mitsubishi U
: 1 Joan Daemen Electric y NTT >
Key length | 56 bits 168 (3 claves) o 128, 192, 256 bits ol
: 112 (2 claves) >
Cipher block : 64 bits 64 bits : 128 bits 128 bits

i I
size | U
Processing | Slow Very slow Slow AJ

i
woed . O
Security : Low — It is not Medium High —
I recommended Tl
. Hovever, we cannot forget that there ) @)
are still legacy operational devices 1 —]
that apply these cryptosystems ,' -

—

Controller ,}'] CyberSecPro @ 0 e @ O
CSP001_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain BY NC SA Z



Symmetric cryptography:
A practical view

- Through the online tool cryptii (hitps://crypti.com), we can put
the lessons learned into practice

« Got fo ‘Modern Cryptography’ > Block Cipher
- Exercises:

1. Encrypt the following message ‘Welcome to this module!’, using the
following Key: 2b7e151628aed2aéabf7 158809cf4f3c

2. Decrypt the ciphertext using the same key and encryption
conditions

* What is happening? e p— e pe—
. Text ~ I Block Cipher ~ I Block Cipher ~
Welcome to el

e Wuala | ©

« We can encrypt
messages and recover
the original message

ALGORITHM ALGORITHM

CBC (Cipher Block Chaining) v CBC (Cipher Block Chaining)
2b7e 1516 28 ae d2 a6 ab f7 15 88 09 cf 4f 3¢ 2b7e1516 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

00010203 04050607 0809 0a 0b Oc 0d Oe ( 00010203 0405 06 07 08 09 0a Ob Oc 0d Oe (

=* Encoded 32 bytes =* Decoded 23 bytes

S werk ot 2024 T (cc) (DO
CSP001_C_E - TOPIC 6: Davide Ferraris, University of Malaga, Spain BY NC SA
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https://cryptii.com/
https://cryptii.com/

- A il -ecurity si te.com Walcoma to Asecuritysite.com

# + profsims.com - Networksims

Symmetric crypto graphy: i e e e
A practical view

We can enhance our technical knowledge and extend our
'SKILLs" by considering the online tool of Asecuritysite

AES: https://asecuritysite.com/symmetric/aes

DES: hitps://asecuritysite.com/symmetric/des

3DES: https://asecuritysite.com/symmetric/threedes

Camelia:; hitps://asecuritysite.com/symmeitric/camellia
Exercises:

public void aes{string message, string inkey) C d
i ode
£ {message == mull) return;
if (inkey == null) return;

1. Obtain the session key, where the seed (a special pre-key) for *’°’°"‘e‘e"|
the generation of the key could be "1234"

2. Encrypt and decrypt a message, e.g., “Hello World 1"

3. If you have fime, take a look at the attached code on the —
same web page

Source and figure source: Buchanan, William J., AES. Asecuritysite.com, 2024.
URL: https://asecuritysite.com/symmetric/aes

Source: Buchanan, William J., DES Cipher. Asecuritysite.com, 2024.

URL: https://asecuritysite.com/symmetric/des

Source: Buchanan, William J., 3DES Cipher. Asecuritysite.com, 2024.
URL: https://asecuritysite.com/symmetric/threedes

Source: Buchanan, William J., Camellia cipher. Asecuritysite.com. 2024.
URL: https://asecuritysite.com/symmetric/camellia

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain
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https://asecuritysite.com/symmetric/aes
https://asecuritysite.com/symmetric/des
https://asecuritysite.com/symmetric/threedesv
https://asecuritysite.com/symmetric/camellia
https://asecuritysite.com/symmetric/aes
https://asecuritysite.com/symmetric/des
https://asecuritysite.com/symmetric/threedes
https://asecuritysite.com/symmetric/camellia

Symmetric cryptography:
‘Modes of operation’

- Note that if the symmetric cryptographic algorithms were used
as they are, it would be possible to obtain the same ciphertext
every time

« Thatis, for the same plaintext as input, the same ciphertext will always
be obtained as output |

* To avoid this situation, block cipher modes of operation are
applied to inject noise (SALT) intfo the encryption process:
« Cipher Block Chaining (CBC)

« Counter (CTR)
« Galois/Counter Mode (GCM)

Encryption
cryptosystem

Operation mode o
r.‘1| CyberSecPro @ 0 b @ 17

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain BY NC SA

Plaintext

Figure source: Vecteezy
URL:https://www.vecteezy.com/vector-art/17407877-
traditional-salt-shaker-sketch-hand-drawn-vector

NOILOJ10dd V1IVA JAILISNIS
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Symmetric cryptography:

/ . /
MOdeS Of OPeTatlon |' Noise fo increase the
I robustness of the
- CBC mode I“'C'iphsrleXT'_'SALT

» The output of each cipher block is
used to encrypt the next block

« Uses a random ‘Initialisation Vector’ 00 .. OF Message

(IV) as input to the first cipher - _l—h% >

provides variability (= SALT)

* Note that this IV value is public (e.g. Encryption
00..0F) and must be sent the AES AES
destination node together with the
ciphertext

* A padding operation is normally

performed at the end of the A3 90 BC 9B 57 AF OD FB

process to facilitate the 85 D8 1B 94 OE - G

computation

« '‘Pad the input (XXX) to be a multiple
of the block size

Ol1Od10dd V1VA JAILISNS

|}.‘E€] CyberSecPro

CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain




_______ L.

Noise to increase the
robustness of the
ciphertext - SALT

Symmetric cryptography:
‘Modes of operation’

- CTR mode

» The result of each cipher block is part of
the ciphertext

 When all operations are completed, each .
ciphertext piece is concatenated to Encryption
provide the final ciphertext piece AES

» This operation model also uses a random
‘Initialisation Vector’ (IV) as input for the
first cipher Partiol ey

« Its value is increased for subsequent Message |
operations ( = SALT)

— D —

A390BC9B 5
85 D8 1B

.,‘"_E;] CyberSecPro @ O e @ 19
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____________ J.

Noise to increase the
robustness of the
ciphertext - SALT

am - N - LN --'

Symmetric cryptography:

\I
1
‘Modes of operation’ !

’--\

- GCM mode

» Uses a random value ("nonce" /
"counter” / IV) as input to the first
cipher - provides variability (= SALT)

COUNTER
N

CTR mode for

\2 A2 confidentiality

- : : CIPH, CIPH,
« This value is public and must be sent
& &
* No padding operation to be done CLEAR 1 X CLEAR N =X

/

» Provides a cipher integrity code

[
I
I
I
I
along with the ciphertext :
I
I
I
I
\

(llTOgll / llMACll) \ CIPHER 1
« A change in the cipher changes the S
integrity code /
A4
 This features comply with the mul
Authenticated Encryption with

Additional Data (AEAD) property —
confidentiality + integrity

MAC for integrity

= &)
[E*r.'.] CyberSecPro @ 0 \ > @
CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain 8Y NC SA
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Modes of operation: A practical view

* Go again to cryptii to ‘Modern Cryptography’ > Block Cipher
- Exercises:
1. Encrypt the following message ‘Welcome to this module!l’, using:
o Key: 2b7e151628aed2ababf7158809cf4f3c
o Operation mode: CTR
> [V:000102030405060708090a0b0c0d0e0f
2. Decrypt the ciphertext but using the same encryption conditions

VIEW : ENCODE DECODE : ENCODE DECODE : VIEW
Text ~ Block Cipher ~ Block Cipher ~ Text ~

ALGORITHM | ALGORITHM
Welcome to this module! Welcome to this module!
AES-128 w AES-128 ~

NOILOJ10dd V1IVA JAILISNIS

CTR (Counter) v CTR (Counter) w

2b 7e 1516 28 ae d2 a6 ab 7 15 88 09 cf 4f 3¢ 2b7e 1516 28 ae d2 a6 ab 7 15 88 09 cf 4f 3¢

000102030405060708090a0b0c0d0e( 000102030405060708090a0b0c0d0e(

=* Encoded 23 bytes =* Decoded 23 bytes
Source: Wierk, Cryptii, 2024. — 0 Q @
URL: https://cryptii.com | cyberSecPro \> 21
CSPO01_C_E -TOPIC 6: Davide Ferraris, University of Malaga, Spain BY NC SA


https://cryptii.com/

Modes of Operation: A practical view

Message padding:

Eey:

IV:

Go again to Asecuritysite and parficularly to:
» URL:

Exercises:

1. Encrypt with AES+CBC, AES+CTR and AES+GCM

2. Decrypt the ciphertext but using the same encrypftion
condifions

padding:

Source and figure source: Buchanan, William J., Symmetric key modes: GCM, ChaCha20, CBC, CFB8, CFB, OFB, GCM, CTR, and XTS,
Asecuritysite.com, 2024.

CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain

AES
CTR
Hello world !

b'Hello world !h%x03%x03%x03"

Ab2eBcT%caede6fleboeci2bfB63baab

Td2138305bcBbf6e%cc9e

ebdd4aab0l9cfcfcdTTecdT784Tcllsdbs
Hello world !

CBC
Hello world !

b'Hello world !%x03'\x03\x03"

c6l69ddc4T1T70a0327d6BBTE33356406

9efl64l645beles5alfad2c9ab295fakl

2daballaelb305ae3d3cfdbéfafTe7dsl

Hello world !

RES

GCM

Hello world !
b'Hello world !

ded7de75b3abb6ddedbefald
1328Bcl2345669fechbleBE

12636538fabBf06cd23c3B4244



https://asecuritysite.com/symmetric/sym
https://asecuritysite.com/symmetric/sym

Symmetric cryptography:
Advantages and disadvantages

« Symmetric encryption algorithms  The secret key K

typically offer high performance at has to be agreed

low (or relatively low) computational a priori % ‘-"‘

cost 11“ &1&
* The keys used are relatively short  The number of keys may grow significantly if
« |tisrecommended to use keys of 128- all users of a community need to

bits size or larger communicate (individually) with the other

members of that community = (n * (n-1)) / 2

@ cyversecrro @ @@@
CSPO01_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain BY NC SA




Cryptography: Types

- Within modern cryptography, three relevant
cryptographic areas have emerged

Asymmetric / public key

«  Asymmetric cryptographic algorithms use two different keys
to carry out the encryption and decryption process

NOILOJ10dd VIVA JAILISNES
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Asymmetric cryptography: Procedure

Basically, the technique aims to: CrpToa s _arere =smoee - o
L. . . . RSA Key Generator
] 0 Eoch |T/OT OdmIHISTrOTor/ IndUSTrIOl neTWOrk eqUIpmenT Or process ‘You may generate an RSA private key with the help of this tool. Additionally, it will display the public key of a generated or pasted private key.
MUST create two relevant keys: O] - |
» 1 Private Key: known by only the owner of the key —

* 1 Public key: known by all entities

2. One of the entities involved encrypts the message using the
‘oublic key’' of the destination as it is the only entity with the

private key
| Plaintext: {‘ -t . ="\
ot QDA | O~ Charae the These two keys are different but

ange ihe !

power o he o3 S | power of ihe ] closely related to each other, :
generator” e generator” | _ . -
T T———— I allowing the encryption and 1
1 decryption of information ]

\-----___________-----'

Public Key @we @w» Private Key
S S
NV NV

Plaintext |:> |:> Ciphertext |:> |:>Ploin’rex’r

Source and figure source: CryptoTool.net, RSA Key Generator, 2024.
URL: https://cryptotools.net/rsagen

CyberSecPro

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain


https://cryptotools.net/rsagen

Asymmetric cryptography: Procedure

* However, if the private key is applied to encrypt (sign) the message,
what is achieved is a Digital Signature

— Cyphertext:
“58321ffd421"

Private Key @w» @w» Public Key

Plaintext:
"Change the
| power of the

Plaintext:
"Change the
power of the |

generator”

. Encryption » . Decrypfion » .
Ploln’rex’r» cryptosystem Ciphertext cryptosystem Plaintext

- Thus, depending on how the two keys are applied, this is achieved;

Encryption for confidentiality

* Encrypt with the receiver's public key * Encrypt with the sender’s private key

Digital Signature for authentication

« Decrypt with the receiver’s private key + Decrypt with the sender’s public key

r:1| CyberSecPro
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Asymmetric cryptography: 7
Cryptosystems %
, —
Features . RSA ECC Z
Name : RSA Elliptic-curve -
: cryptography
Author I Ron Rivest, Adi Neal Koblitz and D
I . . .
I Shamir and Victor S. Miller
: Leonard >
I Adleman —=
| >
Key length : 1024, 2048 y 160, 224, 256,
[ 3072 bits 384, 521 bits
P i d i S| Fast U
rocessing spee : oW as .0
Security : High High O
Functionality : Encryption, Encryption, I_I_I_I
: signature and key signature and key
I
Loghnge e O
|, RSA is the most widespread, but ECC is ideal for \ —
: .compu’ro’rionolly constrained operational o O |
\ Soviees, such as RTUS/TLES, sensors and actuator @ cybersecrro @ DO -
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Asymmetric cryptography:
Advantages and disadvantages

« All entities involved in the energy « Asymmetric encryption algorithms require
conftrol system can generate the two computational capabilities to process their
keys without having to agree on them encryption algorithms
a priori

* El number of keys is 2*n * The keys they use are relatively large

* Reduces the cost of storage af end « |tisrecommended to use keys of size 1024
points bits or larger

@ cyversecrro @ @@@
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Cryptography: Types

- Within modern cryptography, three relevant
cryptographic areas have emerged

NOILOJ10dd VIVA JAILISNES

Hybrid

« The hybrid technigue aims to combine the asymmetric and
symmetric algorithms

Q
& CyberSecPro @ 0 \>> @ 29
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Hybrid cryptography: Procedure

+ Hybrid cryptography aims to obtain the advantages offered
by the two approaches:

« Asymmetric cryptography to negotiate the session key
« Symmetric cryptography to encrypt/decrypt messages
- Basically, the technique aims to:

1. One of the entities generates the session key, and sends it to the
receiver using asymmetric cryptography

Encryption Decryption
cryptosystem cryptosystem

_I CyberSecPro @ 0 e @ 30
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Hybrid cryptography: Procedure

2. Once the session key has been obtained by the receiver, one of
the entities generates a message, which is protected using the
session key

Plaintext: Plaintext:
“Change the Ko \J\ ; ) T “Change the
power of the '| power of the

generator” generator”

Session Key @wn @ Session Key

» Ciphertext Decryption »Ploim‘ex’r
cryptosystem

Plaintext ERCETEN
cryptosystem

98 3f ad 19 36 93 3d 3e fe ‘FB
.

- However, the exchange of public keys without additional

information about the entity, only the key (hexadecimal bl 0d 12 75 4d £3 87 is o3 0i 4 oc bi se bf 52
values), brings with it the need to manage digital

certificates in order to trust the public key

NOILOJ10dd V1IVA JAILISNIS
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Digital certificates: x.509

- A digital certificate is the digital document with the "seal of : The CA should be the entity with
assurance"” that a key belongs to a specify entity, mainly ! legal rights fo certify the
I

because it is certified by a trusted entity that validates and document, such as the system’s
signs the document v managers or direcftives, etc.

+ This entity in charge of validating and certifying is known as a
Certification Authority (CA)

The document contains at least

Human
Operator: Pepe
Garcia

Public Key:1A
B3 5E 1A B3 5E

* A unique serial number

‘The identity of the user for whom the
information is provided

-The value of the public key

‘The expiry date of the certificate

‘The identity of the issuer of the
document

-The digital signature of the document

e [ ]CyberSec Prc @ O e @
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Hash for sensitive data integrity

- One way to detect unwanted changes to the confent
of messages would be through specific cryptographic
functions for "integrity"

Plaintext: P
“Reduce the h___J i - Increase the power
power of the L of the generator

— HMI
SSCiey|  Plaintext:

: f\. “Increase the

i\ power of the

generator” generator”

“Increase the

power of the increase "
generator” i_»ncreas
Al

w Modification attack

e

- Hash functions are the most cryptographically efficient
validation methods

« These functions are one-way functions that ensure that two
different messages result in different hash values (or digests)

——————————————————————————————
Figure source: Vecteezy
URL:https://www.vecteezy.com/vector-art/19053049-petrol-generator-icon-isometric-vector-industrial-equioment

CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain
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Hash function: Procedure

- Basically, the technique aims to:

1. The sender prepares the message and obtain its
corresponding hash value

2. Both the message and the hash value are sent to the
destination

3. The receiver calculates the hash value of the received
message and compares it with the received hash value

4. If both hashes are equal, the receiver confirms the
integrity of the message

Plaintext:
“Reduce the
power of the
generator”

M = “Reduce
the power of === H = h’

the generator”

Plaintext:

M="“Reduce mmp [ H |=—p h o
the power of

the generator”

(2 I

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain ; BY NC SA
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Hash function: A practical view

Go to Asecuritysite, and particularly to:
* URL: https://asecuritysite.com/encryption/md5
Exercises:

1. Generate the hash of a message

2. Change a character to the message

3. Compare the hash values

Repeat the exercise with criptii

’----------------------------------~

’ It is important to note that some hash
functions are susceptible to collisions,
such as: MD5 and SHA-1

still support them

~----------------------------------'

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain

« Unfortunately, legacy operating devices can

\----’l

\

Source: Buchanan, William J, Hashingj Asecuritysite.com, 2024.
URL: https://asecuritysite.com/encryption/md5

Source: Wierk, Cryptii, 2024.

URL: https://cryptii.com

‘:" Hash Example (Hex)

[Encryption Home][Home]

MD5, SHA-1 and SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512) produce a hash signature, and the output is typically shown in a hex

are prone to attacks. Along with this SHA-1 has been shown to be prone to the theoretical attack. SHA-2 is not susceptible to these
attacks.

Hello world !

Message:

Hex input: Generate Hash

The results are then:
———————————

MD5 67C18D060479C5D867C9B91CBO0EDEBAC

SHA-1 7COAS529D2E9E40F54944674B0DEVEBD6FBA33262

format or a Base-64. In this example the output is converted into a Hex format. MD5 and SHA-0 have been shown to have collision, and

SHA-256 2F951D3ADF29AB254D734286755E2131C397B6FC1894E6FFESB236EASEQ99ECF

SHA-384 BE6ACOFBA732BCBD7CAB76CDAABB3ASFA482E7028F36B98615F7320106549F66DE2999AAB17E3L

SHA-512 6389D2C21CB35908D355B7DAESTEDF2ECIDA2B5920542638BB72DDCE17CaC0A3FF37C1162F5DL

1 /™

[Encryption Home][Home]

MD5, SHA-1 and SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512) produce a hash signature, and th,
format or a Base-64. In this example the output is converted into a Hex format. MDS and SHA-0 h

attacks.
Hella world !

1
Message: I
\

Hex input: Generate Hash

The results are then:

MD5 0587555C4F2316082AD2BFE3A1C7E180

SHA-1 31DA2A3B7919EAEF474BC006D066BDCE8356E43E

x
- -

SHA-256 66026CBF32D91644EC10EECT23AC2D54B3B3FCCB07 CEGE242080BA727229ATT5

SHA-384 C2B7FD1C538CE8564C9BFE2E7DDB84143F0BAS9DA3018FBC2FD1BOCA0BECT12AB183EFA245612

SHA-512 DB17E626455AD7E9C85126FSBBFBAAD422C795ADFI8A151B6B1A1C01A4D7267506FBA3D55683D(

are prone to attacks. Along with this SHA-1 has been shown to be prone to the theoretical attack. { They Ore Com pleTely
different hashes
from each other

CyberSecPro @@@

BY NC SA
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MAC for data integrity
and authentication

- The Message Authentication Code (MAC) function does the
same as the hash function, but considering as input values
both:

« The message, and
« A symmetric KEY shared by the two entities of the communication

Message: . MAC value:
Varicble.  — MAC function  e— o o
length text

o

l (256, 384, 512)

L ) .
There are several MAC functions, [ Asinthe previous points, learners can
such as Hash-Based Message practice with HMAC using the online tools:

- MAC guarantees: Authentication Codes (HMAC) * Asecuritysite,

https://asecuritysite.com/mac/go_hmac
* Integrity through the hash function (e.g. HMAC)

* Cryptii,
« Avuthentication through the secret key

https://crypti.com

y .':__*_'_] CyberSecPro @ 9 e @ 36
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Cryptography applied to e-mails
(data in transit)

Energy professionals can activate security measures that allow
them to protect their e-mails, using, for example:

« Secure/Multipurpose Internet Mail Extension (S/MIME)
» Pretty Good Privacy (PGP) under the OpenPGP standard

Both protocols offer confidentiality, integrity and
authentication guarantees

« S/MIME handles digital certificates x.509 for authentication
« PGP offers its own certificate format

S/MIME and PGP are compatible for all the platforms and
can be configured in mulfiple email editors, such as
Thunderbird

» Also note that PGP can imply the installation of GhnuPGP,
which is an implementation of the OpenPGP standard

« And PGP can be applied to protect data at rest, such as files

A

[ Asin the previous points, learners can also practice
I the potential of PGP to protect files locally, using, for
: example:

1 © Kleopatra

1 (open-source, integrating GnuPG)

1 https://www.openpgp.org/software/kleopatra/

T ——
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Cryptography applied to data at rest

Operating Systems normally support cryptographic
applications to encrypt/decrypt sensitive data on hard
disk and removable drive

« Windows 10/11: Bitlocker (by default)

 Linux and Windows: Veracrypt, TrueCrypt (open sources)

The protection of these units usually follows common
procedures:

« USB driver protection relies on a password to obtain the
‘key’ needed to operate the unit by means of an
encryption/decryption algorithm

* Hard disk protection may require a Trusted Platform
Module (TPM) 1.2 (or a USB driver) to obtain the key
responsible for protecting the disk partition

USB unit

decrypt

Windows
partition

partition

AES-128 / AES-256

) ()OO

BY NC SA
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Veracrypt - an example of its
usefulness :

| VeraCy T 5 "

Y Carpeta personal ~ Descargas | veracrypt-1.22-setup »

.Q@a\* S VE

O Recient|

Lovisi root@Kali: ~/Descargas/veracrypt-1.22-setup e 0 O N
£ @ Carpetd Archivo Editar _Ver Buscar Terminal Ayuda =
orted = G T
. :~/D: ypt- t acrypt-1.22-setup-gui-x64
pen Source - ity s
o s S, Fingerprit ®
oo pyinamcind @9 P @® Descardll]
A Latest € o | Xmessage e ® 9
° . _ VeraCrupt 1,22 Setup
i y 1 Imégen =
° o ° i VYeraCrupt is a free disk encryption softuare brought to you by IDRIX
ﬂ o (http://uuu. idrix.fr) and that is based on TrueCrypt.
n It is a softuare systew far establishing and naintaining an
an-the—fly-encrypted volune {data storage device}. On-the-fly encruption
k H vid neans that data are autonatically encrypted or decrupted right before they
L £O8 are loaded or saved, uithout any user intervention. Ho data stored on an
ol encrupted volune can be read (decrypted) uithout using the correct
= passuord/keyfile(s) or correct encryption keys. Entire file system is
g encrypted (e.g,, file nanes, folder names, contents of every file,
° ° free space, neta data, etc).
Mq I n fU n Ctl o n S . + Please select one of the below options:
.

[Eit |[Extract .tar Package File |[Install veraCrypt

« Encrypftion of units (USB flash drive or hard disk)

» Creation of data volumes and hidden units (protected by @

Volumes Favorites Tools Settings Help

o)

g ! ol
o VeraCrypt 1.22 Source (UNIX tar bzip2) (PGP Signature
o VeraCrypt DCS EFI Bootloader 1.22 Source (PGP Signature!

VeraCrypt Volume Creation Wizard

Example of creating secure data volumes: m——— e mrpeinecnnr
1. Select ‘encrypted file container’, +
to store the data inside an :
encrypted virtual volume in @ -
Siﬂg|e ﬁle ‘: Credls Volme > VeraCrypt

Select File.

L e 2 Help Next > Cancel
veracrym || Never save history

Volume Tools, Select Device..
® @ @ |

Mount Auto-Mount Devices Dismount All Exit
BY NC SA

Source: Veracrypt, 2024
URL: https://www.veracrypt.fr/code/VeraCrypt/
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Veracrypt - an example of its

usefulness

2. Choose the location of the file,
the encrypftion (e.g. AES) and
hash (e.g. SHA-512) algorithms,
as well as the size of the file

Choose the password and the
format of the volume contained
in the file (e.g. FAT, EXFAT,
NTFS...)

o At this point, it is required to move
the mouse in random directions to
create “entropy”, which is
necessary for the key generation

Source: Veracrypt, 2024
URL: https://www.veracrypt.fr/code/VeraCrypt/

| found in a dictionary (or a combination of 2, 3, or 4 such words). It

Volume Location

& Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk. on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click ‘Select File' to
choose a filename for the container and to select the location where
you wish the container to be created

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it;
the file will be deleted and replaced with the newly created VeraCrypt
container. You will be abla to encrypt existing files (later on) by
maving them to the VeraCrypt container that you are about to
create now.

& telp

< Prav

, Volume Password

Password: usecomplexpass

Confirm password: usecomplexpass|
Use PIM

8 Display password

| Use keyfiles Keyfiles..,
It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be

should not contain any names or dates of birth. It should not be easy
to guess. A good password is a random combination of upper and
lower case letters, numbers, and special characters, suchas @ ~ =
$* + etc, We recommend choosing a password consisting of 20 or
more characters (the longer, the better). The maximum possible
length is 64 characters.

Help

< Prev

xgancel

CSPO01_C_E-TOPIC é: Davide Ferraris, University of Malaga, Spain

x Cancel

.Encryption Options ‘ Volume Size

Encryption Algorithm

[ AES = ] Test

Free space available: 6.7 GB

FIPS-approved cipher (Rijndael, puished in 1998) that may be used by
LS. government departments and®gencies to protect classified
information up to the Top Secret level. 256-bit key, 128-bit block, 14
rounds (AES-256). Mode of operation is XTS.

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 282 KB,

More information o

Benchmark

Hash Algorithm

SHA-512 =

EEEIP uﬂelp

I

k
< Prev x Cancel

Format Options Volume Format

Filesystern Options

Filesystem type: | FAT 2

Volume Format Options

Random Pool; ****# ¥ +#*xssxxxwsnrsunsvauss [ Shoy
Header Key:
Master Key:

Randomness Collected From Mouse Movements

order to enable your operating system to mount your new volume,
to be formatted with a filesystem, Please select a filesystem

if your volume is going to be hosted on a device or partition, you can
use 'Quick format' to skip encryption of free space of the volume.

Done | ‘ Speed [ Left
IMPORTANT: Move your mouse as randomly as possible
within this window. The longer you move it, the better. This
significantly increases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

< Prev @ anncaI
L

uﬂelp Ayuda | | <Prev Format | Cancelar



https://www.veracrypt.fr/code/VeraCrypt/

Veracrypt - an example of its

usefulness
o EXO mple Of I'I'S Use yolumés Favorites Tools Settings Help
1. Select aslot -

2. Choose the file that contains the
encrypted data volume

3. Mount the file, indicating the password

N\

Source: Veracrypt, 2024
URL: https://www.veracrypt.fr/code/VeraCrypt/
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Empowering skills with OpenSSL

OpenSSl is a file protection alternative

« Open-Source tool that includes a general-purpose cryptographic
library and mechanisms to be applied in command line

* OpenSSL commands are generic and valid for any platform

Commands:

« Generic:
+ S openssl help
« S openssl list-standard-commands
« S openssl list-message-digest-commands

Standard commands
asnlparse
cms

dhparam
ecparam
fipsinstall
help

mac

pkcsl2
pkeyparam
rehash
s_client
smime
storeutl
*589

ca
crl

dsa

enc
gendsa
info
nseq
pkcs?
pkeyutl
req
S_SBrVer
speed

ts

ciphers
crl2pkecs?
dsaparam
engine
genpkey
kdf

oCsp
pkcsB
prime
rsa
s_time
spkac
verify

cmp
dgst

ec
errstr
genrsa
list
passwd
pkey
rand
rsautl
sess_id
ST
version

Message Digest commands (see the “dgst' command for more details)

blake2b512
mdc?2
sha2bé
sha3-512
shabl2-256

blake2s25&
rmd1468
sha3-224
sha3Bé
shakelZ8

mdé

shal
sha3-256
shabl2
shake2bb

md5

sha224
sha3-384
shabl2-224
sm3

Cipher commands (see the “enc' command for more details)

aes-128-chc
aes—-26hé-chc
aria-128-cfbl
aria-128-ofb
aria-192-cfb8
aria-256-chc

aes—-128-ech
ags—-25é6-ech
aria-128-cfb8
aria-19Z-cbec
aria-192-ctr
aria-256-cfb

aes-192-chc
aria-128-chc
aria-128-ctr
aria-19Z2-cfthb
aria-19Z-ech
aria-266-cfbl

ags-192-ech
aria-128-cfhb
aria-128-ech
aria-192-cfbl
aria-192-ofb
aria-256-cfhB

« $ openssl list-cipher-commands pria-zsé-ctr aria 256-ech axia 286-ofb pasest
. . bf-ofb camellia-128-cbc camellia-128-ech camellia-19Z-cbc
° N camellia-192-ech camellia-256-cbc camellia-256-ech cast
SymmeTHC encryphon' cast-che castb-che castb-cfb castb-ech
. o o o casth-ofh des des—chc des—cfh
+ S openssl enc —cipher-operation mode -in file.txt des—ech des—ede des—ede—che des—ede—cfb
. . . . . des-ede-ofhb des-ede3 des-eded-chc des-eded-cfhb
+ S openssl enc —cipher-operation mode -iv IV —K key -in file.txt des-ede3-ofb des—ofb des3 desx
idea idea-che idea-cfh idea-ech
. . . idea-ofb rc2 rc2—-4B-che rc2—-é4—che
* Sym meTI’IC d@CWpTlOﬂ. rcZ-che rc2-cfhb rcZ-ech rc2-ofh
rcéd rcbd—i48 seed seed-chc
. -1 - - -1 H - seed-cth seed-ech seed-ofb smé—chc
S openssl enc —cipher-operation mode -in file.txt -d sesd el seed ec seed o e
+ S openssl enc —cipher-operation mode -iv IV —K key -in file.txt -d
CSPOO1_C_E-TOPIC 6: Davide Ferraris, University of Malaga, Spain BY NC SA



Empowering skills with OpenSSL

+ Generate keys:
+ openssl enc -aes-256-cbc -P -k key
« S openssl genrsa n-bits > private.key
« S opensslrsa -in private.key -pubout -out public.pubkey
« $ openssl ecparam -out key.pem -name prime25év1 —-genkey

« Asymmetric encryption:
« S openssl rsautl -encrypt -in input.txt -pubin -inkey public.pubkey -out ciphertext.ixt

« Asymmetric decryption:

+ openssl rsautl -decrypt -in ciphertext.txt -out plaintext.txt -inkey private.key
+ Digital signature:

« S openssl rsautl -sign -in plaintext.txt -out signature.ixt -inkey private.key
+ Digital signature verification:

+ openssl rsautl -verify -in signature.ixt -out verification.txt -pubin -inkey
public.pubkey

* Hash

« Sopenssl dgst [-sha|-shal|-mdc2|-ripemd140 | -sha224 | -sha256 | -sha384 | -sha512 | -md2 |
md5 | -dss1] [-c] [-d] [-heX] [-binary] [-r] [-hmac arg] [-non-fips-allow] [-out filename] [/sig
filename] [-keyform arg] [-passin arg] [-verify flename] [-prverify filename]
[-signature filename] [-hmac key] [-non-fips-allow] [-fips-fingerprint] [file...]

| CyberSecPro
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Final remarks

* We have explored the advantages that
cryptography can bring to the protection of data in
energy conftrol systems, such as:

« Substations, control networks, corporative networks
- This level of protection can be applied to:

« Data in transit: between industrial equipment, IT devices
and users, etc.

« Data at rest: servers, repositories, tablets, HMls, etc.

"~ For protection, we can apply:

« Symmetric and asymmetric cryptography, or its
combined, for confidentiality

« Digital certificates for trust
« Hash functions for integrity
v * MAC functions for authentication and in’regri’ry/

S e e e e e e e -::‘] CyberSecPro @ 0 e @ 44
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https://www.deepl.com/translator
https://www.vecteezy.com/

How to register and other
practical information

Website:
www.cvbersecpro-project.eu

X (Twitter):
hitps://twitter.com/CyberSecPro eu

LinkedIn:
https://www.linkedin.com/company/cy

bersecpro-euproject/

Co-funded by
the European Union

Co-funded by the European Union. Views and opinions expressed are
however those of the author(s) only and do not necessarily reflect those of
the European Union or HADEA. Neither the Eurapean Union nar the granting

autharity can be held responsible far them.

Project Agreement no. 101083594

o
P+

e

R

APIROPLUS SOLUTIONS

é ACEEU AlTavamms """

uuuuuuuuuuuuuuuuuuu

€28 CONSULTING COFAC

vvvvvvvv

Maggioli S.p.A

.......

=

@ SINTEF SO0CIAL
ENGINEERING
ACADEMY
SINTEF AS Social Engineering Academy GmbH

uuuuuuuuuuuuuuuuuuuuuuuuu

o SCIE A\v{"x
o
University 5 I“ I
of Cyprus 2
Yl e
. .

SERrpIM

University of Cyprus
Conan

,,,,,

......

a

TAL
TECH

Tallin University of Technology

thStlllO

nnnnnnnnnnnnnnnn
oooooo

aaaaaaaaaaaaaaaaaaaaaaaa

......



http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/
https://www.linkedin.com/company/cybersecpro-euproject/

Thank you

If you have any questions, please do not
hesitate to contact:

« Davide Ferraris
Substitute Professor
University of Malaga
ferraris@Quma.es
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