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Host IDS - SIEM
Securing the Energy Domain with Host IDS - SIEM

▪ Host-based Intrusion Detection Systems (IDS) and Security Information 
and Event Management (SIEM) platforms play a crucial role in securing 
the energy domain.

▪ Host IDS monitors individual devices or hosts within the energy 
infrastructure for suspicious activities or unauthorized access attempts.

▪ It provides real-time detection and response capabilities to mitigate 
potential security threats.

▪ SIEM platforms aggregate data from various sources, including Host 
IDS alerts, network traffic, and system logs, to provide comprehensive 
visibility into security incidents.

▪ Benefits: a) Early detection of security breaches and insider threats, b) 
Improved incident response capabilities through real-time alerts and 
automated response actions, c) enhanced visibility and forensic analysis 
of security events for proactive risk management.

CSP Training CSP001: Presentation by S. Karagiannis, PDMFC, Portugal



Network IDS
Securing the Energy Domain with Network IDS

▪ Network-based Intrusion Detection Systems (IDS) play a vital role in 
securing the energy domain by monitoring network traffic for signs 
of malicious activity.

▪ Network IDS passively analyzes network packets to detect and alert 
on suspicious behavior, such as unauthorized access attempts or 
anomalous traffic patterns.

▪ It operates at the network perimeter or within internal segments to 
provide visibility into potential security threats.

▪ Benefits: a) Early detection of external threats, including malware, 
phishing attempts, and unauthorized access, b) Identification of 
insider threats and anomalous behavior within the energy network, 
c) Enhanced network visibility for better threat intelligence and 
incident response.
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Endpoint Protection and Response 
(EDR)
Securing the Energy Domain

▪ Endpoint Detection and Response (EDR) solutions provide advanced 
threat detection and response capabilities for individual devices and 
endpoints within the energy infrastructure, including those using 
Modbus and DNP3.

▪ EDR solutions continuously monitor endpoint activities, analyze 
behavior patterns, and detect suspicious activities indicative of cyber 
threats.

▪ In the event of a security incident, EDR enables rapid response 
actions, such as quarantining affected endpoints, containing the 
threat, and initiating remediation measures to minimize the impact 
on critical systems.
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Access Control Systems
Securing the Energy Domain

▪ Access Control Systems enforce granular authentication and 
authorization policies to regulate access to sensitive systems, 
applications, and resources within the energy infrastructure, 
including those using Modbus and DNP3.

▪ These systems utilize techniques such as role-based access control 
(RBAC), multi-factor authentication (MFA), and least privilege 
access to restrict unauthorized access attempts and mitigate the risk 
of insider threats.

▪ Access Control Systems also provide audit trails and logging 
capabilities to track user activities and enforce compliance with 
security policies and regulatory requirements.
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Modbus - Data Encryption
Modbus

▪ Data Encryption technologies play a vital role in protecting sensitive 
data in transit and at rest within the energy infrastructure, including 
data transmitted via Modbus and DNP3 protocols.

▪ Modbus is a widely used protocol in industrial control systems (ICS) 
within the energy sector for communication between devices such as 
programmable logic controllers (PLCs) and supervisory control and 
data acquisition (SCADA) systems.

▪ Implementing data encryption mechanisms, such as TLS (Transport 
Layer Security), for Modbus communications ensures that data 
exchanged between devices is encrypted, safeguarding it from 
interception and unauthorized access.

▪ For example, deploying Modbus encryption using TLS ensures that 
commands, sensor data, and control signals transmitted between 
PLCs and SCADA systems are encrypted, protecting critical 
operations from cyber threats.
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DNP3 - Data Encryption
Distrusted Network Protocol 3

▪ DNP3 (Distributed Network Protocol) is a widely used communication 
protocol in the energy sector, particularly in utility and substation 
automation systems, for real-time data exchange.

▪ Implementing data encryption for DNP3 communication channels is 
crucial for protecting sensitive operational data transmitted between 
devices like remote terminal units (RTUs) and control centers.

▪ To enhance the security of DNP3 communication channels, the utility 
company decides to implement AES (Advanced Encryption Standard) 
encryption for data exchanged between RTUs and the control center.

▪ AES encryption involves encrypting data packets sent over DNP3 
communication channels using a symmetric encryption algorithm.

▪ Encryption ensures that critical operational data remains secure, 
preventing disruptions to essential processes and maintaining the 
reliability of energy distribution systems.
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Secure Architecture Pt.1
Putting Everything Together?

▪ Define Security Requirements: Identify and document the specific security 
requirements and objectives for the energy systems.

▪ Inventory and Asset Management: Create an inventory of all devices, 
endpoints, and systems within the energy infrastructure, including those using 
protocols like Modbus and DNP3.

▪ Deploy Host-based Intrusion Detection Systems (IDS) on critical devices and 
hosts within the energy infrastructure to monitor for suspicious activities, 
including unauthorized access attempts and anomalous behavior. Integrate 
Host IDS alerts with a Security Information and Event Management (SIEM) 
platform to enable centralized logging, correlation, and analysis of security 
events across the energy network.

▪ Install Network-based Intrusion Detection Systems (IDS) at strategic points 
within the network infrastructure to passively analyze network traffic for signs 
of malicious activity, including those affecting systems using Modbus and 
DNP3. Configure Network IDS sensors to monitor ingress/egress points and 
critical network segments handling traffic related to energy systems.
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Secure Architecture Pt.2
Putting Everything Together?

▪ Deploy Endpoint Detection and Response (EDR) solutions on endpoint 
devices communicating via Modbus and DNP3 protocols to provide advanced 
threat detection and response capabilities. Configure EDR solutions to monitor 
endpoint activities, analyze behavior patterns, and detect suspicious activities 
indicative of cyber threats.

▪ Enforce Access Control Policies: Implement Access Control Systems to 
enforce authentication and authorization policies for accessing sensitive 
systems, applications, and resources within the energy infrastructure. 
Configure Access Control Systems to enforce least privilege access and multi-
factor authentication (MFA) for systems using Modbus and DNP3.

▪ Implement Data Encryption: Deploy data encryption mechanisms, such as TLS 
for Modbus and AES for DNP3, to ensure confidentiality and integrity of data 
transmitted between devices and systems. Configure encryption protocols to 
encrypt communication channels for Modbus and DNP3 protocols to protect 
against eavesdropping and data tampering.

CSP Training CSP001: Presentation by S. Karagiannis, PDMFC, Portugal



Secure Architecture Pt.3
Putting Everything Together?

▪ Monitor Network Traffic: Implement network traffic monitoring solutions to 
capture and analyze network traffic related to energy systems, including those using 
Modbus and DNP3. Configure network traffic monitoring tools to collect logs and 
analyze traffic patterns for signs of anomalous behavior or potential security threats.

▪ Continuous Monitoring and Updates: Continuously monitor security measures and 
systems to detect and respond to security incidents in real-time. Regularly update 
security measures, including IDS rules, SIEM configurations, and encryption 
protocols, to address emerging threats and vulnerabilities.

▪ Incident Response and Management: Develop and document incident response 
plans and procedures to effectively respond to and mitigate security incidents 
affecting the energy infrastructure. Establish communication channels and escalation 
procedures for coordinating incident response efforts with internal teams and 
external stakeholders.

▪ Compliance and Auditing: Conduct periodic security audits and assessments to 
ensure compliance with regulatory requirements, industry standards, and 
organizational security policies. Maintain documentation and evidence of security 
controls, configurations, and activities to demonstrate compliance during audits and 
regulatory inspections.
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Thank you
Presenter: Stylianos Karagiannis (PDMFC, Portugal)

Please send all questions to:
stylianos.karagiannis@pdmfc.com


