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Topic-2: Foundational
Knowledge and
Taxonomy of Energy
Cybersecurity and
Body of Knowledge

Overview

o Define energy cybersecurity and its significance in the
energy domain

o Understand the various components of an energy
cybersecurity ecosystem

o Classify cybersecurity threats and vulnerabilities specific
to energy systems

o Overview of the Cybersecurity Body of Knowledge
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Definition of “energy cybersecurity”

- Energy cybersecurity is the field responsible for
providing all those preventive and profective measures
necessary to safeguard "energy” and all related
equipment for its correct performance, also
guaranteeing reliable power production and
distribution services
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Figure source: Vecteezy
URL:https://www.vecteezy.com/vector-art
/4496530-isolated-hydro-power-plants-generate-electricity
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Why is energy relevant?

* Within energy sector, we can find several energy

sources:
« Codl
- Oil and gas Note that this module will focus on
. Nuclear electrical energy issues, but the

. . concepts learned extend to all
* Electricity

other related fields.

- All of them are considered "essential resources”,
mainly because they guarantee:

 Social and economic well-being

« Continuity of other fundamental activities belonging to
other dependent infrastructures

JONY OI4INDIS
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Why is energy relevant?

- According to the International Energy Agency (IEA),
there is a high demand for the power production and
for the different countries, including Europe

‘Except in 2020 (after COVID-19) and 2022 (post-COVID-19)
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Source: [EA, Year-on-year change in electricity demand by region, 2019-2025, IEA, Paris
URL: https://www.iea.org/data-and-statistics/charts/year-on-year-change-in-electricity-demand-by-region-2019-2025, IEA.
Licence: CC BY 4.0
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Why is energy relevant?

- Unfortunately, this demand is typically subject to other
essential sources such as water or wind,

« Which creates a strong dependency among the essential
sources themselves, and among systems

« Without water = No energy production at hydroelectric
power plants

» But without energy = There is no way to manage water in
other systems
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Why is energy relevant?

* In fact, many Critical Infrastructures (Cls) depend on energy
for their proper operations such as:

« Transportation systems
« Water treatment systems
« Manufacturing systems
« Hospitals
« Chemical facilities
» Financial services
« Food and agriculture
« Communication systems
« And other related Cls
- As aresult, a network of systems (systems of systems) is

created where different infrastructures depend on each
other for business continuity

« And indirectly for social and economic welfare

JONY OI4INDIS
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Why is energy relevant?

Unfortunately, adversaries know
the essence of these
dependencies between Cls, and
the impact when essential
resources are not properly
provided, and in different terms

« Social welfare

Incident reporting

« Economic wellbeing

« Organizational reputation, ...

European Union Cybersecurity
Agency (ENISA), though CIRAS
incident system, annually updates
and reports the cybersecurity
incidents caused in European
critical service providers, such as
power systems

Source: ENISA, CIRAS, 2024
URL: https://ciras.enisa.europa.eu
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Why is energy relevant?

- Considering the reports provided by ENISA, and for some
critical infrastructures including communication systems:

Power

Transport 2 34 29
Health ¢ 98 88
Water 2 22 - 16 21
commncaces+ N

« We determine that the number of security incidents is
increasing every year, especially in communication systems

 This is an added risk because many communication systems
are part of the operations of other critical infrastructures for it
correct digitization and proper management

Source: ENISA, CIRAS, 2024 —
URL: https://ciras.enisa.europa.eu gJ CYbOfSCC ro
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Why is energy cybersecurity relevant?

- On the other hand, when the Cls do not provide
essential services or fundamental resources to other Cls

 This may lead to the famous ...

CASCADE EFFECT

* This type of effect also occurs internally within the
same system when individual cyber-physical
components do not provide their services to others

* Mainly because they are based on:

SYSTEMS OF SYSTEMS

ONVOIHINDIS
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Why is energy cybersecurity relevant?

* Maximum protection is therefore required, as also referenced
by international organizations such as:

1. European Cyber Security Organization (ECSO), “Energy Networks
and Smart Grids”, 2018

2. ENISA, “Smart Grid Threat Landscape and Good Practice
Guide”, 2013
* In turn, this protection requires:

« Safety-critical: functional protection, including people, against
malfunctions, failures or errors

« Security: cyber protection against potential and deliberate
threats, including physical and cyber attacks

- Moreover, this protection can require measures related to
detection, response and recovery

« Any system must be able to recover its normal states and
ensure their stability at all times, guaranteeing resilience
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Why is energy cybersecurity relevant?

- Indeed, resilience is “the ability of a system to withstand,
absorb and rapidly recover from an external, high-impact,
low-probability devastating event, like an extreme weather
event or a cyber-attack”

* In power systems, this resilience normally passes through different
types of states, and follows the following life-cycle:

Response Recovery

Resourcefulness - : Recovery - : Robustness - : Infrastructure

1

1

Redundancy -

1 1 1

: Adaptive self-organisation 1 Responss 1 Resistance recovery

R Detection

Robustness -
Resistance
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Source: A. D. Syrmakesis, C. Alcaraz, and N. D. Hatziargyriou, “Classifying resilience approaches for protecting smart grids against
cyber threats”, International Journal of Information Security, vol. 21, pp. 11891210, 2022.
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Why is energy cybersecurity relevant?

* In other words, resilience entails:
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Source: F. Flammini, et al., “Towards Trustworthy Autonomous Systems: Taxonomies and Future Perspectives”, IEEE Transactions on
Emerging Topics in Computing, 2022. http://doi.org/https://doi.org/10.1109/TETC.2022.3227113
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Why is energy cybersecurity relevant?

* In other words, resilience entails:
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Source: F. Flammini, et al., “Towards Trustworthy Autonomous Systems: Taxonomies and Future Perspectives”, IEEE Transactions on

Emerging Topics in Computing, 2022. http://doi.org/https://doi.org/10.1109/TETC.2022.3227113
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Final remarks

- Energy infrastructures are fundamental systems for
social and economic wellbeing

» Everyone depends on energy to live

 All organizations, companies and institutions depends on
energy to work

« All critical infrastructures depend on energy to operate
- Unfortunately, these systems frend to be susceptible to
multiple types of attacks

* The number of incidents is increasing every year, with the
added risk of impacting other infrastructures, systems or
components

- In this regard, it is essential to ensure the minimum
principles of resilience

* Which are subject to detection, response and

JONY OI4INDIS
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Thank you

If you have any questions, please do not
hesitate to contact:

« Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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